DNSSEC Key Ceremon

Script

Thursday, September 28, 20 7

Sign In to Facility

Step Activity Initial Time (PDT)
1 |FO has all participants sign in on Facility Sign-In o
Sheet before entering the Key Management Facility. W\A% CQ 3"\@\
2 |FO reviews emergency evacuation procedures and
other relevant information with participants. \W% q '55@\
3 |FO collects and stores participants' cell phones and
computers outside the Key Management Facility.
Cameras and other recording devices are permitted | | \f){k&
in the Key Management Facility. q P
SC may retain and use a computer during the
ceremony.
4 |FO verifies the functioning of audio and video ;
recording. W Q- 25
Enter the Key Management Facility
Step Activity Initial Time (PDT)

5

As the participants enter the Key Management
Facility, the EW verifies the identity of each by

examining a government-issued photo identification,

notes the type and number of each piece of
identification, and the participant's entry time on the
Participant Signature Sheet.

Participants should not sign the sheet until the end
of the ceremony.

As the participants are identified each is issued an
identification vest.

(e
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Ground Rules
Step Activity Initial Time (PDT)

6 |CA previews ground rules and break procedures
with participants.

- We follow the script step by step.

- Each step is read aloud by CA prior to its
performance. Text in (( double parenthesis )) does
not have to be read aloud.

- Upon the completion of each step, its completion
and the time of completion are announced for the
record, and the EW records the completion time and
initials the EW copy of the script.

- If any participant notices a problem or believes that 7
an error has occurred, that participant should (\(\f\(% QU e~
interrupt immediately, and the participants should
agree upon a resolution prior to proceeding.

- Any significant discrepancies or deviations from the
script will be recorded by the EW on the provided
Exception Sheets.

- CA and anybody handling items removed from a
TEB or items on the work surface should have rolled
up sleeves or, preferably, short sleeves.

- Ask if anybody is not known to other attendees. If
not, they should be introduced.

- Questions and suggestions for improvement are
welcome at any time, will be incorporated into the
record, and contribute to the quality of this and future
ceremonies.
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Verify Time and Date
Step Activity Initial Time (PDT)

7 |EW reads aloud and records the date
(month/day/year) and time (UTC) using an NTP-
synchronized clock visible to all. Participants verify
that the time is correct.

Date: G 2B 1>
Time: |0 AP

While this and previous steps are recorded using
local time, subsequent steps and any associated
logs follow this common source of time and are
recorded in UTC.

WA |42

Verify UPS

Step Activity Initial Time (UTC)
8 |If there is a UPS (uninterruptible power supply), then

- CA verifies that the UPS is connected to and

E:?\%?gégg power from the electric grid and that it is : e 2 \KD'VQ

- CA verifies that the audio recorder is receiving
power from the UPS.
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Remove Equipment from Safe
Step Activity Initial Time (UTC)

9 |SC opens the safe and records this action as an

entry in the safe’s log sheet. W% 0SS
10 |SC collects the following items from the safe:
- KSK-HSM-02-BRK HSM

- boot-DVD

- laptop

...and any other items that may be required, V\/\?A@ 1(9 63

indicating removal of each with any applicable TEB
or serial numbers in the safe’s log sheet. SC also
provides any necessary power supplies and cables.
Equipment is placed on the work surface visible to
all partipants.

11 |CA reads out KSK-HSM-02-BRK HSM TEB and
serial numbers while EW checks that they match
those recorded in the script from the most recent key

ceremony performed at this site. V\ /)(,A(@ _\,@@S

HSM TEB# BB69600263
HSM serial# l-_|14_1_1 035

12 |CA reads out boot-DVD and laptop TEB numbers
while EW checks that they match those recorded in
the script from the most recent key ceremony

performed at this site. W\Ai% l " S&

DVD TEB# BB71705271
Laptop TEB# BB69600262
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Collect OP Cards
Step Activity Initial Time (UTC)

13 |CA collects OP cards, SO cards and SMK cards
from COs, reading out and comparing TEB numbers
with those recorded in the most r?cent ceremony
each participated in, reproduced for convenience in . 91/
the appendices of this document. Different COs may W% \q :
appear on different pages. CA places the cards in
plain view on the work surface, removing cards from
TEBs.

Set Up Laptop
Step Activity Initial Time (UTC)

14 |CA removes the boot-DVD and laptop from their
TEBs, showing participants that the laptop contains
no boot devices.

CA places the boot-DVD and the laptop on the work
surface, connects laptop power to the UPS. Any
external monitor or projector may be powered from
either the grid (or the UPS if it has sufficient

capacity). B \\O

Power the laptop on, booting it from the DVD or %
another boot medium.

CA makes sure the output on the laptop screen is
visible on any external monitor or projector.

(( Use the function + F8 keys to cycle through until
the display shows only on the external monitor or
projector. This must be done before Linux gets past
the boot loader, or you may have to reboot again
until you succeed. Boot warnings may be ignored if it
continues to boot. ))

15 |CA logs in as root. WD 1;\_ \\Q

16 |CA opens a terminal window via the Menu: _
"Applications", "Accessories", "Terminal" YW@ \3r \ -
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17

CA sets the timezone on the laptop to UTC:

cd /etc/

rm localtime

In -s /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verify:

date

Repeat as needed. When pleased, close the
window:

exit

W\A’& =319

18

CA connects a labeled, blank HSMFD to the laptop,
and waits for operating system to recognize the FD,
then closes FD window.

. =T |
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Start Logging Terminal Session
Step Activity Initial Time (UTC)

19 |CA opens a new terminal window, which we will
refer to as the “command window”. In this window
the CA will change the default directory to the
HSMFD and start capture of terminal output to a file:

cd /media/HSMFD

script -t script-20170928.log 2>script-
20170928.timing

CA inserts the flash drive labeled “SCRIPTS” into a
free USB slot and waits for operating system to
recognize the FD. When the new window for the
mounted device appears, close that window.

CA copies the compressed archive of the previous
key ceremony from the drive labeled “SCRIPTS” into
the current directory on the HSMFD.

ls /media/SCRIPTS

cp -p /media/SCRIPTS/HSMFD-20161214.tar.gz ‘VC §i3

sha256sum HSMFD-20161214.tar.gz
v~

Verify that the checksum is B842 F2BF 8185 C993
0G24 6B39 5972 6EB6 F6A0 EFA5 F1FF 3{F0°
12F0 DSE1 EAE2 E0B2°

Un-tar the archive
tar -xzvof HSMFD-20161214.tar.gz

CA copies the compressed scripts and input files
from the drive labeled “SCRIPTS” into the current
directory on the HSMFD.

cp -p /media/SCRIPTS/scripts-
20170928.tar.gz -

sha256sum scripts-20170928.tar.gz
tar -xzvof scripts-20170928.tar.gz

sh copystuff
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Start Logging HSM Output
Step Activity Initial Time (UTC)

20 |CA inspects the HSM TEB for evidence of tampering
and removes the HSM from its TEB; discards the
TEB and connects the ttyUSBO null moSEém serial /\ 5@
adaptor and cable. CA connects the ttyUSBO null =\
modem serial adaptor and cable to the laptop, % \
completing the serial connection between laptop and
HSM.

21 |CA opens a new terminal window, which we will
refer to as the “ttyaudit window”. In this window the
CA will start logging HSM serial output by executing

cd /media/HSMFD W@ \'—}61’
stty -F /dev/ttyUSBO 115200
ttyaudit /dev/ttyUSBO

(( Do not unplug USB serial port adaptor from the
laptop until instructed, as this would cause logging to

stop. ))

Connecting offline HSM (KSK-HSM-02-BRK)

Step Activity Initial Time (UTC)

22 |CA connects UPS power to the HSM. Status
information will appear in the “ttyaudit window” and
the “Ready” LED on the will HSM blink. After its self- \q .
test the HSM will display the text “Set Online” \/\% 5
indicating that the HSM is in the initialized state and

the “Ready” LED will be off.

Activate HSM
Step Activity E Time (UTC)

23 |CA sets HSM online using the “Set Online” menu
item and three (3) OP cards. The “Ready” LED
should illuminate.

Use OP cards 1, 2 and 3 VA \%Q\
(( All cards have PIN 11223344 ))
(( The HSM will always refer to cards 1, 2 and 3,

regardless of our numbering (possibly) being
different. ))
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24

CA connects Ethernet cable between laptop and
HSM LAN port. Then determines the HSM IP in the
laptop config by entering

ipadd

(( ipadd will display an internet configuration with
many addresses ))

set-hsm-env

(( The script will try to ping any of the HSM's and
determine which one it is talking to. It will then write
the name of the connected HSM and state that it is
alive.))

% \03
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Start generating Keys and Keybundles

Activity Initial Time (UTC)

25 |CA disables screen saver by typing
disable-screensaver
Now, using the GUI menu, in

n o«

“System”, “Preferences”, “Screensaver”

uncheck “activate screen saver when computer is ;
idle” Wﬁ% \SaY

Click “Close”.

In “System”, “Preferences”, “More Preferences”,
“Power Management”

Ensure both sliders in “Running on AC” are set to
“never”.

Click “Close”.

26 |CA copies the encrypted backups of the ZSKs by
executing:

cd /tmp/pch % \%CDS

makeallhsmfiles

27 |CA starts key and signature generation by
executing:

key-and-sig-gen

This step is considered complete as soon as the

command is issued. l% dS
(( The data file contains a line for each zone for %472—,
which ZSKs will be rolled or generated. The process
of generating ZSKs and KSKs and creating
keybundles (KSK signed DNSKEY RRsets) will take
some time. KSKs and ZSKs will automatically be
received by the laptop in encrypted form and deleted
from HSM as each zone is completed. The keys are
stored in /tmp, which is a memory based file system.

)
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Re-Package OP Cards
Step Activity Initial Time (UTC)

28 |CA places each OP card, SO card and SMK card
from each CO in its own new TEB and reads the
TEB number aloud. All the cards from each CO are
placed inside one smart card case. CA then places ‘ZJ
each case in its own TEB. The TEB number is read \(\)\‘)@Yb ‘bo
aloud. The EW records each TEB number in the

smart card sign out sheet in the EW copy of the
script, reading it aloud for verification.

Re-Distribution of Cards
Activity Initial Time (UTC)

29 |CA calls each CO to retrieve their smart card case.
As each CO receives and inspects the TEB

containing their case, they verify, date and sign the
EW's copy of the sign out sheet and the EW initials
each entry.
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Key Ceremony 18
Smart Card Sign Out Sheet

CO1 Steve FELDMAN

TEB # Containing Signature Date Time EW

CAGD VIS IOl OP1o0f7 4 : — | 987 | \B@R

@
TAPD OB 10T | soro7 A// o817 | 105 (>
RAGI OGS 10Q | sMKiof7 M o8N7 | |9 |1

AE; LOQQQ \ U)q Card Case P’K 9/28/17 '6' 1

SRR

CO2 Michael SINATRA

TEB # Containing

Signature Date Time EW

'[ZA@QLQQ—?)\—’-&'C} OP2of 7 M‘%&Q:mm 18.€
QA@LQQ—CD\%:\- S02017 MWV/{%}{ -1/28/17 I

RADDOADOIT| | smrzoi7 O&/\M /‘r. 92817 | 1.,

%QWQ\LOLO Card Case 2 WS 'i J 9287 1819

EEFF

CO3 Kim DAVIES

Containing

RARD 03D IGY | orsot7

: e

TZA@Q(Q:‘QSI\Ob SO3of 7 @%/\/\ 9/28/117 |g2b%
QA@@Q@H% SMK3 of 7 C@%/— or8n7 | [y %
e

AEQLOQCQ\@S Card Case 3 @&\L/ a7 | (B
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Optionally leave facility

Activity Time (UTC)

30 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's W \2—5 3\

return.

Pack and store Keys and Keybundles
Step Activity Initial Time (UTC)

31 |When the key generation script is complete, CA
generates the archive destined for the signing HSMs

by executing: 3) 5)’)
pack-today-kb W
32 |CA archives all results including encrypted KSKs for

future use by executing: % g} 83

pack-today-session

33 |CA creates a snapshot of any changes to DB files by
executing:

cd /media/HSMFD % %O ek

pack-snapshot-db KSK-HSM-02-BRK

34 |CA calculates checksums of all files on the HSMFD:

find . -type f -print0 | xargs -0 -n 50
sha256sum é;}:)fg%ia

To keep an eye on available space on the HSMFD, W
execute:

df -h

35 |CA unmounts the SCRIPTS FD by executing:

umount /media/SCRIPTS

and removes the SCRIPTS FD 1 BRaie

(( The SCRIPTS FD will not need a TEB but can be
used at next KC. Remember to delete "old" files on it
before that KC))
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Return HSM to a Tamper Evident Bag
Step Activity Initial Time (UTC)

36 |CA presses the RESTART button on the HSM and
waits for the self-test to complete. CA then

disconnects the HSM from power and laptop (serial % %5;1

and Ethernet), placing the HSM into a new TEB and
sealing it.

37 |CA reads out TEB number and HSM serial number
and allows participants to verify them while the EW

records the TEB and HSM serial numbers here:
TEB# B> PLodwpFass WA m%

HSM Serialt: A A 11 ARS 04|

Stop Recording Serial Port Activity

Activity Initial Time (UTC)

38 |CA terminates HSM serial output capture by

disconnecting the USB serial adaptor from the
laptop. CA then exits out of the “ttyaudit window”.

exit

Display HSM Flash Drive Contents
Activity Initial Time (UTC)

39 |CA displays contents of HSMFD by executing:

Packet Clearing House Page 14 of 45



DNSSEC Key Ceremony Script Thursday, September 28, 2017

Stop Logging and create archive

Step Activity Initial Time (UTC)

40 |CA stops logging terminal output by typing “exit” in

the “command window”:
e |09

exit

41 |Pack it all up into a single archive:

pack-hsmfd YA QOU(%

42 |CA calculates sha256 checksum of the archive by
executing:

sha256sum HSMFD-20170928.tar.gz

CA reads the hash of the checksum aloud. 90‘&£@
EW records the sixty-four digit hash: %
PEDC.DEMo QASFY (oL AS
DAL BD3E 2897 AD2A
argay neda % FCAv

4485 40 F8 9D BLoCE

Backup HSM Flash Drive Contents
Step Activity Initial Time (UTC)

43 |CA plugs a blank FD labeled “HSMFD” into the
laptop waits for it to be recognized by the operating
system as HSMFD__ and copies the tar-archive of
the HSMFD to the blank drive by executing:

cp -p HSMFD-20170928.tar.gz /media/HSMFD_
CA then unmounts new FD using _
umount /media/HSMFD_ YY¥§E> é;¥:>£3£>
CA then removes HSMFD_ from the laptop and
places it a new TEB and seals; reads out TEB

number and shows item to participants while the EW
records the TEB number here:

TEBR BB H P04

(( This copy will later be stored in the on-site audit
bundle / safe. ))
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44 |CA performs this activity a second time to create a
second copy.

(( This copy will later be stored in the off-site audit
bundle.))

Unmounting HSMFD

Step Activity Initial Time (UTC)
45 |CA unmounts HSMFD by executing:

cd /tmp

then \(\/}7@(@) QQSS

umount /media/HSMFD

46 |CA removes HSMFD and keeps it for himself

(( for operations and published archive )) % -5

Return Boot-DVD to a Tamper Evident Bag
Step Activity EL Time (UTC)
47 |CA executes:
halt -p -£
removes DVD and turns off laptop. To remove DVD, ‘ ‘
e

CA may need to briefly power on laptop, press eject \\n 4 E
button, and power off.

(( we don't have to shut down nicely, as we have
nowhere to write, no important services to terminate
nicely and no read-write mounts to unmount ))

48 |CA places boot-DVD in new TEB and seals; reads
out TEB number and shows item to participants.

EW records TEB number here: v% 93 §
pvD TEB# OB FAIESIOS
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Return Laptop to a Tamper Evident Bag

Step
49

Activity

CA disconnects power and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB number and shows item to
participants.

EW records TEB number here:

Laptop TEB# BBW0Q0psd S 7

Initial

e

Thursday, September 28, 2017

Time (UTC)

oA

Return Power Supplies, USB Hub, and Cables

Step
50

Activity

CA places the following in a box or bag. This need
not be a TEB as it is only used for convenience.

- HSM power supply *

- Laptop power supply””
--"JSBhub-

- Serial cable v~

- USB serial adapterv”
- Power cables v

- Networking cables v

Initial

Time (UTC)

1o

51

SC returns items to the safe. SC records return of
each item on the safe’s log with TEB number, name
of item, date, time, and signature with a second
participant initialing each entry.

- KSK-HSM-02-BRK HSM
- laptop

- original HSMFD above

- fourth HSMFD backup
-DVD

Power supplies and cables need not be stored in the
safe if space is constrained.

SC records a closing action as an entry in the safe’s
log sheet and returns the log sheet to the safe. SC
closes safe. EW verifies that it is locked.

Packet Clearing House
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Sign-Out on Participant Signature Sheet
Activity Initial Time (UTC)

52 |All participants leave the Key Management Facility,

and on the Participant Signature Sheet note their
exit time and sign.

Stop Audio-Visual Recording

Activity Initial Time (PDT)

53 |FO stops audio and video recording. W /& \%@W\

Script review

11T
viv)

Initial Time {

Activity

54 |CA reviews EWs script and signs it:
CA Signature

Page 18 of 45
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Sign Out of Facility

Activity Initial Time (PDT)

55 |FO returns phones, computers, and any other items
to participants and logs their exit times on the facility
sign-in sheet. Participants return identification vests
to the FO. Participants are now free to depart.

Copy and Store the Script
Step Activity Initial Time (PDT)

56 |This step is performed after Notary, EW, and SC
attestations.

FO makes at least three color copies of the EW's
script: one for the off-site audit bundle, one for the
on-site audit bundle, one for the EW, copies for other
phartiscé:pants as requested, and delivers the original to
the .

The two audit bundles each contain hard copies and
soft copies on an SD card:

- output of signer system - HSMFD

- copy of EWs key ceremony script

- audio-visual recording

- logs from the Facility Physical Access Control

- SC attestation (A.2 below)

- the EW attestation (A.1 below)

all in a TEB labeled “Key Ceremony 09/28/2017”,
dated and signed by CA. One bundle will be stored
by the SC along with equipment. The second bundle
will be kept securely offsite.

CA will upload soft copies of all of the above to
pch.net.
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Appendix A:
Key Ceremony Script Attestation
(by EW)

| hereby attest that the Key Ceremony was conducted in accordance with this script and
that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: Q\\QD@U{ %@V e RCi

Signature: //\ /ﬂ%/ﬁ

Date: q Q% QQ\%
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CALIFORNIA ALL-PURPOSE ACKNOWLEDGMENT CIVIL CODE § 1189

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

State of California )

County of A\l ) .
On q 9% \ before me, @) \ \ \\Q

Date Here inSert Name and Title of the Officer

personally appeared L’)\\\\QV\’\ CDOOC& (QCQL

Name(s) of Signer(s)

who proved to me on the basis of satisfactory evidence to be the m whose nam is/are
subscribed to the within instrument and acknowledged to me that he/. y executed the same in
his/herheir authorized capacity(iegf, and that by his/Rer#treir signaturr?s)’ on the instrument the persop@f,
or the entity upon behalf of which the person}x)’ acted, executed the hstrument.

| certify under PENALTY OF PERJURY under the laws
of the State of California that the foregoing paragraph
is true and correct.

MALLORY BARRERA ! ,
Notary Public - ot WITNESS my hal
San Mateo County

Commission @ 2167305
Comm.

v

Signature /
(974

Signaturé\tff\ﬁotary Public

Place Notary Seal Above

OPTIONAL
Though this section is optional, completing this information can deter alteration of the document or
fraudulent reattachment of this form to an unintended document.

Description of Attached Document

Title or Type of Document: Document Date:
Number of Pages: Signer(s) Other Than Named Above:
Capacity(ies) Claimed by Signer(s)
Signer’s Name: Signer’s Name:
| | Corporate Officer — Title(s): [] Corporate Officer — Title(s):
Partner — [ ] Limited [ General Partner — [ ] Limited [ |General
I Individual ] Attorney in Fact [ | Individual | Attorney in Fact
| Trustee ['] Guardian or Conservator [ | Trustee {1 Guardian or Conservator
| Other: L] Other:
Signer Is Representing: Signer Is Representing:

% o

©2014 N;tional No?ary Associa;ion

LA

-6827)

Item #5907
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Appendix B:

Access Control System Attestation

(by SC)

| have reviewed the physical access control system and not found any discrepancies or

anything else out of the ordinary.
Attached is the audited physical access log.

Printed Name: (B{C/‘- I 0o

Signature%

Date: 6@6’ e é// 20/7
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CH

Packet Clearing House

5728 Ruger Straet, Box 20920

1600 Shattuck Avenue
Facilities Sign-In Sheet

FO3

c e cl > .
Mimi 0/128/17 ) :
RAUSCHENDORF ZO /L/) ‘ l
Robert MARTIN- S0
CA i 0/28/17 7 B a ( é/

EW3 | Mallory BARRERA 0/28/17 C(%Ba\ /(,( : /Q
CO1 | Steve FELDMAN 0/28/17 q_' ( k }(4/@
oy
CO2 | Michael SINATRA 128/17 2 .S S ( [ 2/]
Perso dentifiable info on redacted 5 y
co3 Kim DAVIES 128117 | O . \O‘ (:24
SC1 | Bill WOODCOCK 128117 | 4 15 [ 4 ;(7
R ANTONLIBVIC eIt ﬁo X W(‘l
R |Mohamed EL-BASHIR /28/17 7 55 / L{ (4
B HUDDLESTONS 128117 ?07/» ( [{ : 4
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PCH DNSSEC Key Ceremony Entry/Exit Log

| s EREE e
e
G\ﬁﬁmr X | W | W&
??-@\c&\max\ X s W24
\%ﬂ?\ﬁ? X | Whks, | W24,
s X | | 2.
%&}‘C\Q\f‘\gﬁ(_ X | s | Wzo-

oo ke S X | Mp, |1V3e

B Acocc L [ e

E\\JA//&; %@h | My |36
M% X W, | D0TF vew
e X e | oo |wce
———
e My, |00% |ove
@:?:\3 - X Me Qégl O%ee
tdlecken X Wy | 2098 o
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PCH DNSSEC Key Ceremony Script Exception Form

Activity ‘ Initial ‘

1 EW Describes exception and action here:

Slep 25 B IO aXxct
order cikrer Skee 19 e | ey
Srigrs £D Unmanted cnd

FexOUCs -

2 | EW notes date and time of key ceremony exception
and signs here:

Signature:(/ Bl

* End of DNSSEC Key Ceremony Script Exception *
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PCH DNSSEC Key Ceremony Script Exception Form

Activity ‘

Initial
1 EW Describes exception and action here:

Sepd\ - \~esyeadl cs” ora@ml
hSMFD augve” we LN B
Hempp e onoire G
BIRIe. " pico, WY nor R

®
Coortn Homip DAEp ™M

Sable.

W N i

EW notes date and time of key ceremony exception
and signs here

Signaturezc/wﬂy&\’ Y\/‘@ Q|03

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Thursday, September 28, 2017

PCH DNSSEC Key Ceremony Script Exception Form

Activity ’ Initial

1 EW Describes exception and action here:
StepsD " Céé, B
Aeqrated) IR OIS

B Sico 20, B0 WO\ Sdh
@44\ gle 7ok

0 |2

2 EW notes date and time of key ceremony exception
and signs here:

Signature: [/Mm/_——’\ W 9" m
(L

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix C:
Abbreviations Used in This Document

Roles
CA Ceremony Administrator

EW External Witness

SC Security Controller

610) Crypto Officers

FO Facilities Officer

R Registry Representative

Other Abbreviation

TEB  Tamper Evident Bag
(MMF Industries, item #2362010N20 small or #2362011N20 large)

HSM  Hardware Security Module
FD Flash Drive

AAK  Adapter Authorization Key
SMK Storage Master Key

OP Operator

SO Security Operator

Packet Clearing House Page 24 of 45



DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix D:
Letter and Number Pronunciation

Character Call Sign Pronunciation

Alfa AL-FAH
Bravo BRAH-VOH
Charlie CHAR-LEE
Delta DELL-TAH
Echo ECK-OH
Foxtrot FOKS-TROT
Golf GOLF

Hotel HOH-TEL
India IN-DEE-AH
Juliet JEW-LEE-ETT
Kilo KEY-LOH
Lima LEE-MAH
Mike MIKE

Novemb NO-VEM-BER
er

Oscar OSS-CAH
Papa PAH-PAH
Quebec KEH-BECK
Romeo ROW-ME-OH
Sierra SEE-AIR-RAH
Tango  TANG-GO
Uniform YOU-NEE-FORM
Victor VIK-TAH
Whiskey WISS-KEY
Xray ECKS-RAY
Yankee YANG-KEY
Zulu Z0O0-LOO

N<Xs<CH0WXOPTVTO ZErX«"I@mMmMmoOm>»

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER
5 Five FIFE

6 Six SIX

7 Seven  SEV-EN
8 Eight AIT

9 Nine NIN-ER
0 Zero ZEE-RO

Packet Clearing House Page 25 of 45
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Appendix: E
Card Distribution from Key Ceremony 1

DNEEEC Key Cerermony Scnpt Tussoay Aprd 26 201

Distribute Cards

103 | Due 20 Uriso rambal

o parscnrl &1

ceTermony. cards wil

/]
TR LA Dl G recjue iy A ,f fo .iA "’,‘_‘

) 4
SLCSOTIONt Kay © ¥ Wil redsSinbune car (L i L

‘rad hoiders Ench cards shall bo paa
anGinge TED whose numiees ard st Ded

™ EW's script

04 | SMK1 E0D1 OP1

o %0 COt. Stewe FELCMAN
——- i N
0S5 | SMKS SO5 OPS

L0gy 93
, L) r 4

106 | EMKZ 502 OP2

reae A 21099 9F. T4 s9sp

2a to COP Mchaed SINATHA o/

107 | SMK3 503, 0F3
7' Yo fwh
- Ls & . ) L
TER® A Loy Y14 v !

o w COY Hur DAVIES

08 | SMEE SO OPF
)
) i3 L G e
A2i0 Ty ggz ‘B d7xa
TERe o il (BRT s
Are antrumed 1 O3 KGm DAVIES & contweyancs

CO6 LEU

oy [ha

"He SMK 4 504 OF3
J" ‘I { L., ‘:Jv o »":'?’1 ~ £ f: 4 ¥ o
TERa AV T T TP v/ g .'/

f
My MARTIN r

110 | SMK7, 807 OF7 S/

=g ]
= — { l.‘(lﬂ
G ug | .4 o KRl
TEpe A =8 1 T : 7 I
/
0 ordrustod D CO4 Jdonny MARTIN % conveysnos |fl l
o CO7 Gaurash UPADHAYA \

Pacuet Claanng House Pagn 26 of 34
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: F
Smart Card Sign Out Sheet from Key Ceremony 1

Smart Card Sign Out Sheet

COw | Carm Type TER Frrierd Maree

(wal] LR I‘:l l | 1:‘{?_"-5"‘_; wes TELDRALN ‘l:‘:’ | ' P
i g | J - ¥ e Y
———— 4
S SRS o | o
V10T - v FEL A 2 p 2571 138 ¢ |4/
A210756:2 | AL | LA
- |COY | Mt et T Y Stwow FTLDRAAN y 475 3 -1/
- R A / 34 g
| A [ &) - C' | /“ "_“__ g by ) o / ‘
- - e { M
3 |orzett $2109501 0 |wemmmwrma [y [y B [}leaem | o)
1_‘_&;‘ e s Loy I
-
L 1 11 AWl G Ateras ANATHS K] . P -~ —Y',.»"
07800 I S 2o sttf #
- " | ra
( T g B s | Mehast SBATHA | | " d % -
IR o \ LB » {
SIUYS D . }"\-{' NP 2 (S% i
=2 = - = 7]
A 3t ‘,“ .l’.|r r“f, Jru"(‘ / | # ORAES [_'"lr L A L= Y L2 u/.z"
b S v Ty
— - Frd
| ) 3¢ $ Do sr W DAY { M ] ,—7/
AL 0950 D 0 ke 7

! - s -
" | - . "
| = o '1‘._.'."‘?"‘,\_ [ A - ¥ L 4
o ‘,1'1 l} 77_{ ;AA./ - + % g "l ,.'
N ! i
O amw 4ol [l " . s MAATHE it | " ” { !
HZI0TS06d . i VLAY T8 SY A
——— R : e - | J
fnGcC [e— e T -~ ~ >
ﬁ 2 I0 A‘r_‘, (2R l wvn TEL DA ’ o _‘L:._ 4 l-' .’21, i
. X —
¥ | G AN fowes TELDMAN { 2~ - \ .
: ,A"‘—-'L( ?_} 00 4_AJ‘ LOuA AL @21 Do sh ,12'

-/

.

- eSS
Il
.

=1

o,
pe= .
=
L=
-
o
£
-
Ty
[
m
S |
/
;_
|
4 —==—f—
Wy |<
F’*

o DAyt

.
|
-
i

e (D08 ShH & o 147 Ty T/ | v CAVES /
| }Iq LIC T .l )?‘_-’);L —"4,:_.. N

lr.‘
OW P ap P - M o -~ | o = | A
W T o T1OQyY7g oy MASTIN ki = ' ! = y 2 iy
A LICHYTT ) f."_-‘i__ 5 E ey - 21
1 = 4 -
\ cOr | sorer ’(l';y 'rc,flfﬁ'r‘?s?._r, vy MM T Y l‘ 1 “l] i Gy '{(ﬂ
i -1 7 - MAdJ/ Y Y
f i |\ JVL K - Q- Jv ). |
g 2 fa @il 2 | Sorrvy MARTS vv‘ ' |'| g A el

e g JL'I 2icgy ‘(lfj v i <} ‘.;‘a_ \J AN 3, CX l
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

Smart Card Sign Qut Sheet

|
GO | Cowa Type | TES # | Prmied v
5 ] ]

fl1147) 5 ':-" 1 ’ |
. FITEvY N i
- | ISR ' ¢ = ..4.";-': 2 — = -11.4
¥ ¥ilg ¢ '3
, AT E0YY3Y AL b
A 43 I r
" 1
u¥ | 77
\'-4 1 | & ! S { y
' I L4 ' A
) 4 i SNl e . e
SN .‘nl'..‘f"‘ | bt Yo Wy
£ . - —_—— e
e
|3'J “ - -
! ‘ : | s
| f 3 y
A\ N o 73 ¢ 1 A /
ol SAL £ et VRS .- LS RS ¥ A
4 19t [
RITZLY93D - (=
oLl " ko S P s F
— -
b e e "
A HI920Y929 =% : ¥
) SRR [ & .l ET B SIS kU Sl A A
LUy ¢ 1 : [ =
o
——r ? — I_;.‘ ek e = ih .
L
y i O = (1
J 7 0 YY 7 ! |
/
/': o { 17 Y 'I‘
- - P F,
C1evro YTY -
J '
,'Il ) e '
J 'f '( (
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Ceremony Script Monday, June 20, 2011

Smart Card Sign Out Sheet

|
CO# | Card Type l Printed Name ; Signature

N.‘tf»’@

ot o sar7 MedoqgVLjemmann | of. ofy [ sz O gg| 1 ]

Date l Time J

|
CO1 [OP 1 0f 7 N \41o L(Q"L Ilfu. ve FELDMAN

co3 ] OP3ot7 (\ \6‘ }D(,(Q ‘\L(,; Kim DAVIES

—

OP6of p\moqgf\o !11‘.1 >hoon Sal “‘—;.‘L‘/Z? _ 820M | 3. §0 /Uf
n i ——  dhas

\\\c‘)q_(s 65 | Gaurab UPADHAYA ;‘é’*'—'j | 52011 |07 40 /r;

ENCISIde BAcS

CO1: A %290 ¢ R165
031 A a20 4873
cO 9 BREOGE
o6 B\aro uBé6Y
L07 AlA 2e4EET

Packet Clearing House Page 10 of 17
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: |
Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script Friday, January 20. 2012

Re-Package OP Cards

Activity Initial | Time (UTC)

60 | CA places each OP card with instruction slip in its own 2 / ;
new TEB and records the number in the smart card sign / 2 D ‘ 7[3

out sheet below

Re-Distribution of Cards
Step | Activity | Initial | Time (UTC)
61 |CAcalls each CO to return their smartcards. As each //

CO receives and inspects their cards, they fill out the o~ /
sign out sheet below and EW initials their entry i/

2071

Note new outer bags in sheet below

Smart Card Sign Out Sheet

COI? Card Type i ’ Printed Name ’ Signature
|

2|02a7 019204950 |Memssmara |y oyvg S [z |, o 7Y
204852 M7 asbeDBSTRI 20,

A [§2 047§ |somymari Q}MA/L- 2049'%

= ipzsggmem [0 [z ]

cos [se5 07 415045 [stphan somoan K - | veonz g, 7

OFTSWE  RAG

Packet Clearing House Page 10 of 20
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremor

w
>

|o}
\

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

{ e ﬂlﬂﬁﬁfs/ ! '77- [ -"
BT 31[ 2567 Jswernom
A3[12516

Sign-Out on Participant Signature Sheet

Step Activity Initial Time (UTC)

60 |All participants leave the Key Management Facility / . 7
sign the Participant Signature Sheet, and note their —7 <D d SC/
exit time A !

61 |CA reviews EMVS script and signs it / L |

~"

|CA Signature™ %

Sign Out of Facility

Step Activity Initial Time (UTC)
62 |FO returns phones, laptops, and other items to / '
participants and logs their exit times. Participants are| —

| ~
|now free to depart (/ I| q: 5 }

Stop Audio-Visual Recording

Step Activity

Initial Time (UTC)

63 |SA stops audio and video recording

Packet Clearing House Page 11 of 24
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

Re-Distribution of Cards

Step Activity Initial Time (UTC)

5 ~ A ™) + H " r A
1 CA 1 eact O to return their smartcards As

Smart Card Sign Out Sheet

CO# Card Type

. Art{los29 N e
ovte” =
A 1299 108 26 [Seve rELOMAN ,0//{,\_

T faglodLs e G
0% R189[0625 we ,

| el SINATRA J}‘ )\A ooy ) |
e pIDsE? e A ]
SIS RLFY[DEZ3 soonymari Ow . s |

Packet Clearing House Page 32 of 45




DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

SSEC Ke ere S

Re-Distribution of Cards

Activity Initial Time (UTC)

| 67 |CA calis each CO to return their smartcards. As
each CO recelives and inspects their cards, they fill

out the sign out sheet below and EW initials their 4/ ?0 ' 70 ‘
/ [+

entry. Note new outer bags in sheet below

Smart Card Sign Out Sheet

CO#

Card Type

zo( o

A2 $Y/0816

jAl%“//OS/Y: NML Qolq f/

SHOTEr TSI | T MARTIN—————————— LR T

Az%“//&ﬁ/? q | | //
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceremony Script Friday, December 14, 201
Re-Package OP Cards
Step Activity Initial Time (UTC)
65 |The CA places each OP card with pre-printed %
warning slip in its © 1ew TEB and seals TEB == / n t/d
hands the EW the tear-off strip from the TEB to / JETRR

record Sl

Re-Distribution of Cards

Step Activity Initial Time (UTC)

66 |The CA calls each CO to return their smartcards. As /
each CO receives and inspects their cards, they fill A f q 4(
out the sign out sheet below and the EW initials their L “i 1w

entry /

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW
A28/ 0§ O Steve FeLoma %& 20431‘/

A A28Y080 ¢ hpo._Qgé,kﬁ 1421 2 oM //
Paol .A 28410803 | sonnysinarms «;)V‘UQQ_ anc 4/‘

Packet Clearing House Page 34 of 45




DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

JSSF Koy st T 1 oot

Re-Distribution of Cards

Step Activity Initial Time (UTC)
6 O to retrieve their smartcards A j
e85 ang their card h .
1 8100 U W the k
) [; ] i ) ] S A

Smart Card Sign Qut Sheet

Printed Name

Signature

>
P
e
b
s
I
i
[i—

< -~ ) 1t . g g o= s Bz, c
Sign-Out on Farticipant Signature Sheet

Slep Activity Initisl Time (UTC)
84 |All participants lzave the Key ent Faciity ,
ign the Partcipant Signature Sheet, and note theur g ¢
exit tme [ -
65 CA reviews EWs script and ssgns | N
X~ * \ [ A Y
A Signature XL — Cone | L-& B
I/
Initial Time (PDT)

e P / .
€ times. Particpants © 5 '3
the FO Partic T ¢ yih 2 ;/)‘1

s

Packet Clearing House Page 35 of 45



DNSSEC Key Ceremony Script

Appendix: O

Thursday, September 28, 2017

Smart Card Sign Out Sheet from Key Ceremony 9

DNSSEC Key Ceremony Script

Re-Package OP Cards
Step Activity

35 |CA places each OP card with pre-printed warning |
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below
|reading it aloud for verification and giving the TEB
tear-off strip to the EW

Re-Distribution of Cards
Step Activity
36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they

verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry

Smart Card Sign Out Sheet

CO# Card Type

428410779 [seereomn g

o1 A0 summsonoon =~

Optionally leave facility
Step Activity
37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's
return

Packet Clearing House

Friday Januar) 10. 2014

Initial Time (UTC)

Initial Time (UTC)

-, / ,'/
L | 19/8

AQS 7’/0 773 Michael SINATRA Mﬁl ..:' ]/5:‘/7' : 1

Initial Time (UTC)

R

’0

Packet Clearing House

Page 36 of 45




DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

M
Re-Package OP C
Step Activity Initial Time (UTC)
C rach OF ith ¢ inted wamnin
f ts owr V f r e TEE t
EW's py of the smart i sign L st | below P T4
dina it aloud for verification and g 1 the TEE N ¢
i .
Re-Distribution of Cards
Step Activity Initial Time (UTC)
36 CA calls each CO to retrieve their smartcards. As .
each CO receive ind inspects their cards. they J y D
verify date and sign the EW's copy of the sign oul A\ ) osHS
heet helow and EW initials their entry
Smart Card Sign Out Sheet
CO# Card Type TEB # Printed Name Signature Date Time EW

A2f401Y B OFSL R
T
HIX—L{‘\:‘I]’I L XN

A2 \6T114 RU6|
Optionally leave facility
Step Activity Initial Time (UTC)

Optionally. all participants can now leave the room if

Packet Clearing House Page 37 of 45




DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremony Script Friday, December 12, 2014

Re-Package OP Cards

Step Activity Initial Time (UTC)

36 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below, y
reading it aloud for verification and giving the TEB ,/ / /7 /]

’ tear-off strip to the EW ¢ ‘

Re-Distribution of Cards

Step Activity Initial Time (UTC)
| 87 |CA calls each CO to retrieve their smartcards. As |
{each CO receives and inspects their cards, they ‘ \_% l R
|verify, date and sign the EW's copy of the sign out / { ?, f CI
I

‘ ‘sheet below and EW initials their entry //
L

Smart Card Sign Out Sheet

CO# Card Type Printed Name

CO1|{OP 1017 A23ﬂ073 ‘1_08“_'” DMAN

yilfz ot 7 w_;g ;v.«»:»r‘iuj :im/\m;- I % g ‘ : 2 ;
b el o 1 B =2/ i V24N |

Optionally leave facility

Activity Initial

| 38 |Optionally, all participants can now leave the room if |
lthe room is closed and sealed until everyone's

return |
i . e =" |- S

Packet Clearing House Page 9 of 35
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: R
Smart Card Sign Out Sheet from Key Ceremony 12

DNSSEC Key Ceremony Script Monday, February 9, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

36 ECA calls each CO to retrieve their smartcards. As
|each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out

sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type

Printed Name Signature

|coa|op30f7 A"L‘?j‘% 0749 ‘Kim DAVIES 2015 (0747 N/
- = L P
\cos|oP 6 of 7 H 9\8‘” U% ?/LEE Han-Chuan 20915 | |4 /R\,

il
|co7|op 7017 Aﬂquoqéb Gaurab UPADHAYA % 295 (7743 A

Optionally leave facility

Activity Initial Time (UTC)

the room is closed and sealed until everyone's
return.

Packet Clearing House Page 10 of 37
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: S
Smart Card Sign Out Sheet from Key Ceremony 13

DNSSEC Key Ceremony Script Friday, September 25, 2015

Re-Package OP Cards

Activity Initial Time/(UTC)
35 |CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time|(UTC)
36 |CA calls each CO to retrieve their smartcards. As

each CO receives and inspects their cards, they ‘
verify, date and sign the EW's copy of the sign out 7 20
sheet below and EW initials their entry. ‘

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

CO1|OP 10t 7 AU({“))Z_(/ Steve FELDMAN f]//éC——‘ 9/55/15 (L((S 7

/ T
co4loP 4ot A28 47(/0 72 §7|Ere ALLMAN //% ansis || 9:/4 'f/
cos|oPsot7 Alg i{ ) 7% Stephan SOMOGYI :,/'C (\ A osns | 9.1\ %
| | \ v’\

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return.

Packet Clearing House Page 10 of 38
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: T
Smart Card Sign Out Sheet from Key Ceremony 14

DNSSEC Key Ceremony Script Monday, November 23, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and reads the TEB number //
aloud. The EW records each TEB number in the 7 7 ' 37
smart card sign out sheet in his copy of the script, ' /
reading it aloud for verification and taking the TEB / 7
tear-off strip for his records.

Re-Distribution of Cards

Activity Initial Time (UTC)
36 |CA calls each CO to retrieve their smart cards. As

each CO receives and inspects their cards, they
verify, date and sign the EW'’s copy of the sign out
sheet and the EW initials each entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Date Time EW
OP10of7 A28L{/O7éq Steve FELDMAN éz ;__,/‘ 11/23/15

/

CO4|0P40ol7 |ADFHY[D7 L% |Eric ALLMAN //% 11/23/15 /75‘6{ 4
L - 7

CO7|OP 7 of 7 AZE‘//O%’Z. Gaurab UPADHAYA /7 H1/23/15 lq'é,S {

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone’s
return.

Packet Clearing House Page 41 of 45
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DNSSEC Key Ceremony Script Thursday, September 28, 2017

Appendix: V
Smart Card Sign Out Sheet from Key Ceremony 16

DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Re-Package OP Cards

Activity Initial Time (UTC)

32 ICA places each OP card with pre-printed warning
slip in its own new TEB and reads the TEB number
aloud. The EW records each TEB number in the
smart card sign out sheet in the EW copy of the
script, reading it aloud for verification.

Re-Distribution of Cards

Time (UTC)

Activity

| 33 |CA calls each CO to retrieve their smart cards. As ‘
|each CO receives and inspects their ¢r:atr1ds. they ’ /

verify, date and sign the EW's copy of the sign out A .

sheet and the EW initials each entry. | (L/Q’{J ) | 173y

Smart Card Sign Out Sheet

W!anms ’ {’]éﬁf%
PUTL e | (1:3 g
(9

t‘eums (7 Sd A %

CO# Card Type
|

lco1;0F’ Tof7 ‘667 lﬂ@S[&@echELDMAN

L

/

‘C0410P4017 &5’],1@5’9’ Eric ALLMAN ~€—
s

1(:Osiosa 5017 m | ,’ Eigﬁsmpmn SOMOGY!

|

Optionally leave facility

Activity Initial Time (UTC)

“

34 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
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Appendix: W
Smart Card Sign Out Sheet from Key Ceremony 17

DNSSEC Key Ceremony Script Wednesday, December 14, 2016

Re-Package OP Cards

Activity Initial Time (UTC)

CA places each OP card with pre-printed warning

slip in its own new TEB and reads the TEB number
aloud. The EW records each TEB number in the
smart card sign out sheet in the EW copy of the
script, reading it aloud for verification.

Re-Distribution of Cards
Activity Initial Time (UTC)

33 [|CA calls each CO to retrieve their smart cards. As

each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet and the EW initials each entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Date
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Optionally leave facility

Activity Initial Time (UTC)

34 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return.
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Appendix: X
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday. July 27 2012

16 FCA opens a terminal window v ~// [ / —7 /8 ]

17 |CA verifies the time zone, date, and time on the

laptop and synchronizes it if necessary i

}Dlsplay the current time and timezone %/ ‘ ‘
lasts / T
!It the timezone is not set to UTC 3 ;
‘ ;C‘ﬂ etc

rm localtime

Set time to match the wall clock

“3{1’.(‘ mmac.
:Vemy
date

18 |CA calculates sha256 checksum of the boot-DVD
CA may proceed with additional steps while this

process completes. When the checksum is v 3 ﬁ(
complete, CA reads it aloud. four digits at a time —7 ‘

sha256sum /dev/cdrom

19 |EW records the sixty-four digit boot-DVD checksum

\1DEY 3IF9 (330 OF£F |
7089 ABSE 1943 8126 173 |
WA 3R A28Y 38A7 7
B9cg 2R9F s24/) F87C

|Other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 1
reproduced for convenience in the appendices of [
this document i

&\\Zg“’% ' 20 1CA conine;crts'aS?hub'xo laptop 7 ”*‘ 7/ T /7‘ z_/ia

'\ ! . —
@A\V | 21 |CA removes HSMFD KSK-HSM-01B-SJC from TEB | /}
{ ; =

and plugs into a free USB slot on the laptop. waits
for O/S to recognize the FD. CA lets participants
view contents of HSMFD then closes FD window
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