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DNSSEC Key Ceremony Script
Wednesday, August 17, 201

Sign In to Facility

Step Activity Initial Time (PDT)

1 |FO has all participants sign in on Facility Sign-In
Sheet before entering the Key Management Facility. /)/ 0 / q 27 /
AL L -

2 |FO reviews emergency evacuation procedures and .
other relevant information with participants. kﬁ C L 9 / |

3 |FO collects and stores participants' cell phones and
computers outside the Key Management Facility.

Cameras and other recording devices are permitted

in the Key Management Facility. L@IC)/L 9 , //

SC may retain and use a computer during the
ceremony.

4 |FO verifies the functioning of audio and video

recording. Ud@[\/ Q i)

Enter the Key Management Facility
Step Activity Initial Time (PDT)

5 |As the participants enter the Key Management
Facility, the EW verifies the identity of each by
examining a government-issued photo identification,
notes the type and number of each piece of
identification, and the participant's entry time on the
Participant Signature Sheet. ﬁ \ Z 6
Participants should not sign the sheet until the end \Q@%\'

of the ceremony.

As the participants are identified each is issued an
identification vest.
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Ground Rules
Step Activity Initial Time (PDT)

6 |CA previews ground rules and break procedures
with participants.

- We follow the script step by step.

- Each step is read aloud by CA prior to its
performance. Text in (( double parenthesis )) does
not have to be read aloud.

- Upon the completion of each step, its completion
and the time of completion are announced for the
record, and the EW records the completion time and
initials the EW copy of the script.

- If any participant notices a problem or believes that
an error has occurred, that participant should
interrupt immediately, and the participants should
agree upon a resolution prior to proceeding.

- Any significant discrepancies or deviations from the q Y ﬂ
script will be recorded by the EW on the provided
Exception Sheets.

- CA and anybody handling items removed from a M/
TEB or items on the work surface should have rolled

up sleeves or, preferably, short sleeves.

- Ask if anybody is not known to other attendees. If
not, they should be introduced.

- Questions and suggestions for improvement are
welcome at any time, will be incorporated into the
record, and contribute to the quality of this and future
ceremonies.
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Verify Time and Date

Activity Initial Time (PDT)

EW reads aloud and records the date
(month/day/year) and time (UTC) using an NTP-
synchronized clock visible to all. Participants verify

that the time is correct.
: 2
Date: 8/(7/‘(@ 0( 9

While this and previous steps are recorded using
local time, subsequent steps and any associated
logs follow this common source of time and are
recorded in UTC.

Verify UPS
Step Activity Initial Time (UTC)
8 |If there is a UPS (uninterruptible power supply), then

- CA verifies that the UPS is connected to and
receiving power from the electric grid and that it is / (Q ) 29

charged. ﬂu\/

- CA verifies that the audio recorder is receiving
power from the UPS.

Remove Equipment from Safe

Activity Time (UTC)

9 |SC opens the safe and records this action as an
entry in the safe’s log sheet.
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DNSSEC Key Ceremony Script

Wednesday, August 17, 2016

10

SC collects the following items from the safe:
- KSK-HSM-02-BRK HSM

- boot-DVD

- laptop

...and any other items that may be required,
indicating removal of each with any applicable TEB
or serial numbers in the safe’s log sheet. SC also
provides any necessary power supplies and cables.
Equipment is placed on the work surface visible to
all partipants.

If the immediately preceeding key ceremony was
also held in this same facility, the HSMFD is also
collected from the safe. If the preceeding key
ceremony was performed in a different facility, any
HSMFD from the preceeding key ceremony may be
used, provided it's still in its TEB and the TEB
number and integrity are verified.

((p:%3

11

CA reads out KSK-HSM-02-BRK HSM TEB and
serial numbers while EW checks that they match
those recorded in the script from the most recent key
ceremony performed at this site.

TEB# A4128467
Serial# H1411035

o 25]

12

CA reads out boot-DVD, laptop, and HSMFD TEB
numbers while EW checks that they match those
recorded in the script from the most recent key
ceremony performed at this site.

DVD TEB# A28410714

Laptop TEB# A4128463

HSMFD TEB# A28410688

[p:tlo
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DNSSEC Key Ceremony Script

Collect OP Cards

Step
13

Activity

CA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
most recent ceremony each participated in,
reproduced for convenience in the appendices of
this document. Different COs may appear on
different pages. Note any discrepancies. CA places
the cards in plain view on the work surface,
removing cards from TEBs, discarding used TEBs
but saving warning slips for reuse.

Wednesday, August 17, 2016

Initial

(Z\(}J\/

Time (UTC)

b0

Set Up Laptop

Step
14

Activity

CA removes the boot-DVD and laptop from their
TEBs, showing participants that the laptop contains
no boot devices.

CA places the boot-DVD and the laptop on the work
surface, connects laptop power to the UPS. Any
external monitor or projector may be powered from
either the grid (or the UPS if it has sufficient

capacity).

Power the laptop on, booting it from the DVD or
another boot medium.

CA makes sure the output on the laptop screen is
visible on any external monitor or projector.

(( Use the function + F8 keys to cycle through until
the display shows only on the external monitor or
projector. This must be done before Linux start
booting. Boot warnings may be ignored if it
continues to boot. ))

Initial

Time (UTC)

CA logs in as root.

(0.5

CA opens a terminal window via the Menu:
"Applications", "Accessories", "Terminal”

(b:sE

Packet Clearing House
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DNSSEC Key Ceremony Script

Wednesday, August 17, 2016

17

CA sets the timezone on the laptop to UTC:

cd /etc/

rm localtime

ln -s /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verify:

date

A

/7:00

18

If the boot medium came from the above mentioned
TEB, then the rest of this step can be skipped.

If a boot medium which was not in the TEB, was
used to boot the laptop, then we must verify that its
sha256 checksum matches the checksum from key
ceremony 6.

CA opens a terminal window, which we will refer to
as the “checksum window”. In this window the CA
starts the calculation of the sha256 checksum of the
boot device. The appropriate device must be
specified if the correct device is not /dev/cdrom. The
calculation takes about 9 minutes to complete for a
DVD. The results will be verified in a later step; this
step is considered complete as soon as the
command is issued.

sha256sum < /dev/cdrom

/700

19

CA connects USB hub to laptop.

CA removes HSMFD from its TEB, connects it to the
laptop, and waits for operating system to recognize
the FD. CA ensures this HSMFD is from the prior
KC, regardless of location. CA lets participants view
contents of HSMFD then closes FD window.

g

702

Start Logging Terminal Session

Step
20

Activity

CA opens a new terminal window, which we will
refer to as the “command window”. In this window
the CA will change the default directory to the
HSMFD and start capture of terminal output to a file:

cd /media/HSMFD

Initial

a

Time (UTC)

17:0%3
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Start Logging HSM Output

Step Activity Initial Time (UTC)

21 |CA inspects the HSM TEB for evidence of tampering

and removes the HSM from its TEB; discards the

TEB and connects the ttyUSBO null modem serial

adaptor and cable. CA connects the ttyUSBO null / 7 p 07/

modem serial adaptor and cable to the laptop,

ﬁ'osmpleting the serial connection between laptop and
M.

22 |CA opens a new terminal window, which we will
refer to as the “ttyaudit window”. In this window the
CA will start logging HSM serial output by executing

cd /media/HSMFD

ttyaudit /dev/ttyUSBO /7' /0

(( Do not unplug USB serial port adaptor from the
laptop until instructed, as this would cause logging to

stop.))

Verify DVD checksum
Step Activity Initial Time (UTC)
23 |If no checksum calculation was started for the boot
medium earlier, then the rest of this step can be
skipped.

CA will read the checksum aloud, four digits at a
time.

EW verifies that the checksum of the boot-DVD is:
7DE4 31F9 C33D DFEF %f
9089 AB56 13A3 8126 ( ’ é
708A 3AC1 A784 38A7
BICY 2A4F 52A1 F87C I T2
Participants may compare this with the boot-DVD
checksum calculated during Key Ceremony 6,
reproduced for convenience in the appendices of
this document.

CA closes the terminal window by typing

exit

Packet Clearing House Page 7 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

PCH DNSSEC Key Ceremony Script Exception Form

Activity 1 Initial

1 EW Describes exception and action here:

84657 27 el cd /mear@/%u,:,)

/0\'
Add” Sty —¢ /2lev /4t yuszo 115 200
3 Loy

S@fhnﬂ baud rate.

for Serial inhfFPaca,
plet. 1o

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House
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DNSSEC Key Ceremony Script

Activate HSM

Step
27

Activity

CA sets HSM online using the “Set Online” menu
item and three (3) OP cards. The “Ready” LED
should illuminate.

Use OP cards 1,4 and 5
(( All cards have PIN 11223344 ))
(( The HSM will always refer to cards 1, 2 and 3,

regardless of our numbering (possibly) being
different. ))

Wednesday, August 17, 2016

Initial

Time (UTC)

[1:19

28

CA connects Ethernet cable between laptop and
HSM and sets the HSM IP in the laptop config by
entering

ipadd %4 l T2
set-hsm-env
Start generating Keys and Keybundles
Step Activity Initial Time (UTC)
29 |CA disables screen saver by typing

disable-screensaver
Now, using the GUI menu, in
“System”, “Preferences”, “Screensaver”

uncheck “activate screen saver when computer is
idle”

Click “Close”.

In “System”, “Preferences”, “More Preferences”,
“Power Management”

Ensure both sliders in “Running on AC" are set to
“never”.

Click “Close”.

W8

30

CA copies the encrypted backups of the ZSKs by
executing:

cd /tmp/pch

makeallhsmfiles

2L

Packet Clearing House
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

31 |CA starts key and signature generation by
executing:

key-and-sig-gen

This step is considered complete as soon as the
command is issued.

(( The data file contains a line for each zone for

which ZSKs will be rolled or generated. The process { 7 ; 26
of generating ZSKs and KSKs and creating

keybundles (KSK signed DNSKEY RRsets) will take
some time. KSKs and ZSKs will automatically be
received by the laptop in encrypted form and deleted
from HSM as each zone is completed. The keys are
stored in /tmp, which is a memory based file system.

)

Packet Clearing House Page 10 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Re-Package OP Cards

Activity Initial Time (UTC)

32 |CA places each OP card with pre-printed warning
slip in its own new TEB and reads the TEB number

aloud. The EW records each TEB number in the , l7 3
smart card sign out sheet in the EW copy of the '1 7 -
script, reading it aloud for verification. J d

Re-Distribution of Cards

Activity Initial Time (UTC)

33 |CA calls each CO to retrieve their smart cards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out 7 :
sheet and the EW initials each entry. [ 7 . 5@

Smart Card Sign Out Sheet

CO# Card Type Printed Name

CO1|OP 10f7 6%’) l/[ %‘Sgeve FELDMAN [w>/~<; 8/17/16 {7 2q ﬁf

2R

= ,
CO4|0P 4 0of 7 Bm ,1@5}9, Eric ALLMAN <2,. WM 8/17/16 (/( -‘aym
CO5|0P 50f7 mn g5’,92_-81ephan SOMOGY!I / é /l A A\ 8/17/16 /7.' %

\

Optionally leave facility

Activity Initial Time (UTC)
34 |Optionally, all participants can now leave the room if ; J
the room is closed and sealed until everyone's ‘ X /7
return. 1 . L/i
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DNSSEC Key Ceremony Script

Pack and store Keys and Keybundles

Activity

Wednesday, August 17, 2016

Time (UTC)

35

When the key generation script is complete, CA
generates the archive destined for the signing HSMs
by executing:

pack-today-kb

36

CA archives all results including encrypted KSKs for
future use by executing:

pack-today-session

[:57

37

CA creates a snapshot of any changes to DB files by
executing:

cd /media/HSMFD

pack-snapshot-db KSK-HSM-02-BRK

38

CA calculates checksums of all files on the HSMFD:

find . -type f -print0 | xargs -0 -n 50
sha256sum

To keep an eye on available space on the HSMFD,
execute:

df -h

39

CA deletes the files on the SCRIPTS FD and
unmounts by executing:

rm -rf /media/SCRIPTS/*
umount /media/SCRIPTS

and removes the SCRIPTS FD for reuse.

g & REX

(753

Return HSM to a Tamper Evident Bag

Activity

CA presses the RESTART button on the HSM and
waits for the self-test to complete. CA then
disconnects the HSM from power and laptop (serial
and Ethernet), placing the HSM into a new TEB and
sealing it.

Initial

Time (UTC)

Packet Clearing House
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

PCH DNSSEC Key Ceremony Script Exception Form

|
Ste Activity | Initial Time

1 EW Describes exception and action here:

1?60,0/147 574:;05 35 e3(.
Q&Sbﬂ: ol outside of 17:50
#‘C /(zjj,y uJI'MZO\A/, M

C@Mﬁfm seriphs hage
Yo s blep bemj
C-ryn .

2 EW note: and time of key ceremony
exceptigh and signs here:

Signature:

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

41 |CA reads out TEB number and HSM serial number
and allows participants to verify them while the EW
records the TEB and HSM serial numbers here:

Tese BB IGH 7 /XD‘—(L
HsM Seriait: 11U (| J25

Stop Recording Serial Port Activity

Activity Initial Time (UTC)
42 |CA terminates HSM serial output capture by
disconnecting the USB serial adaptor from the
laptop. CA then exits out of the “ttyaudit window”.

exit

Display HSM Flash Drive Contents
Activity Initial Time (UTC)

43 |CA displays contents of HSMFD by executing:

Packet Clearing House Page 13 of 42



DNSSEC Key Ceremony Script

Stop
Step
44

Logging and create archive
Activity

CA stops logging terminal output by typing “exit” in
the “command window”:

exit

Wednesday, August 17, 2016

Initial

Time (UTC)

[¥.05

45

Pack it all up into a single archive:

pack-hsmfd

Y

/5ol

46

OF (

CA calculates sha256 checksum of the archive by
executing:

wn

ha256sum HSMFD-20160817.tar.gz
CA reads the hash of the checksum aloud.
EW records the sixty-four digit hash:

b FEBT 20/ 130D 8BIA

1677 (EDY A5 2503

[76% 7237 795C 4358

2000 D3/D SDIA HETZ

608

Backup HSM Flash Drive Contents

Step
47

Activity

CA plugs a blank FD labeled “HSMFD” into the
laptop waits for it to be recognized by the operating
system as HSMFD_ and copies the contents of the
HSMFD to the blank drive by executing:

cp -Rp * /media/HSMFD

CA then unmounts new FD using

umount /media/HSMFD

CA then removes HSMFD_ from the laptop and
places it a new TEB and seals; reads out TEB

number and shows item to participants while the EW
records the TEB number here:

This copy will later be stored in the on-site audit
bundle.

Initial

7S

Time (UTC)

I8 12

Packet Clearing House

Page 14 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

48 |CA performs this activity a second time to create a
second copy.

Te# BB 1526753

This copy will later be stored in the off-site audit
bundle.

k=

49 |CA performs this activity a third time to create a third
copy.

TEB# DR UTPE 282

This copy will later be stored in the EW audit bundle.

/8: &

50 |CA performs this activity a fourth time to create a
fourth copy.

TEB#, &5_’2[:2 po2%]

This copy will later be placed in the safe.

/81§

51 |CA performs this activity a fifth time to create a fifth
copy.

TeB# BRI Z5287

This copy will later be sent to the other KSK
generating country.

1820

52 |CA performs this activity a sixth time to create a
sixth copy.

TeB# BB INP5 2719

This copy will later be CA’s copy. CA will later
upload the contents to the published archive.

€7

IR IEIR

Return HSMFD to a Tamper Evident Bag
Step Activity Initial Time (UTC)
53 |CA unmounts HSMFD by executing:

cd /tmp _ )
then / { . Z,f'

umount /media/HSMFD .

Packet Clearing House Page 15 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

54 |CA removes HSMFD and places it in a new TEB and
seals; reads out TEB number and shows item to
participants.

EW records TEB # here. , I 8 ZS/

TEB# D[R] (@K 21%

Return Boot-DVD to a Tamper Evident Bag
Step Activity Initial Time (UTC)
55 |CA executes:

shutdown -h now

removes DVD and turns off laptop. To remove DVD,
CA may need to breifly

power on laptop, press eject button, and
power off.

727

56 |CA places boot-DVD in new TEB and seals; reads

out TEB number and shows item to participants. % )7

EW records TEB number here:

TR BB NR35277

/8:3

Return Laptop to a Tamper Evident Bag

Step Activity Initial Time (UTC)

57 |CA disconnects power and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB number and shows item to

participants. } 8 55
EW records TEB number here: %

TEB#, BHID (Y0 BRI

Return Power Supplies, USB Hub, and Cables

Activity Time (UTC)

58 |CA places HSM power supply and laptop power
supply, USB hub, serial cable, USB serial adapter,
power and networking cables in a bag. This need not
be a TEB as it is only used for convenience.

/53¢

3
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

59 |SC returns items to the safe. SC records return of
each item on the safe’s log with TEB number, name
of item, date, time, and signature with a second
participant initialing each entry.

- KSK-HSM-02-BRK HSM
- laptop

- original HSMFD above

- fourth HSMFD backup ; /X%[\%
-DVvD

Power supplies and cables need not be stored in the
safe if space is constrained.

SC records a closing action as an entry in the safe’s
log sheet and returns the log sheet to the safe. SC
closes safe. EW verifies that it is locked.

Sign-Out on Participant Signature Sheet

Activity Initial Time (UTC)

60 |All participants leave the Key Management Facility,
and on the Participant Signature Sheet note their
exit time and sign.

Stop Audio-Visual Recording
Activity Initial

61 |FO stops audio and video recording.

Script review

Activity Initial Time (UTC)

62 |CA reviews EWs script and signs it: )
CA Signature M W /65—2

Packet Clearing House Page 17 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Sign Out of Facility
Activity Initial Time (PDT)

63 |FO returns phones, computers, and any other items

to participants and logs their exit times on the facility
sign-in sheet. Participants return identification vests // 4 5/7/
to the FO. Participants are now free to depart.

Copy and Store the Script
Step Activity Initial Time (PDT)

64 |FO makes at least three color copies of the EW's
script: one for the off-site audit bundle, one for the
on-site audit bundle, one for the EW, copies for other
participants as requested, and delivers the original to
the SC.

The two audit bundles each contain hard copies and
soft copies on an SD card:

- output of signer system - HSMFD wa
- copy of EWs key ceremony script
- audio-visual recording L\{}I v 50\(;.%’
5} 9«1\3@
- logs from the Facility Physical Access Control mp OﬂgﬁJ{

- SC attestation (A.2 below) @ SW‘/
&

- the EW attestation (A.1 below)

all in a TEB labeled “Key Ceremony 08/17/2016",
dated and signed by CA. One bundle will be stored
by the SC along with equipment. The second bundle
will be kept securely offsite.

CA will upload soft copies of all of the above to
pch.net.

The fifth copy of the HSMFD will be sent to the other
key signing facility.

CA retains any remaining materials (e.g. extra
HSMFD) for next key ceremony preparation and
analysis.

Packet Clearing House Page 18 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix B:
Access Control System Attestation
(by SC)

| have reviewed the physical access control system and not found any discrepancies or
anything else out of the ordinary.
Attached is the audited physical access log.

Printed Name: Korerr ArRMASM T«

i
Signature: D M

Date: 8 /)7 /’L

s K~
Packet Clearing House Page 21 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix A:
Key Ceremony Script Attestation
(by EW)

| hereby attest that the Key Ceremony was conducted in accordance with this script and
that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: /Aﬂ/m#ﬂ L(fJDM\PH)

Signature: V )/ ///

Date: 8/&7///& ﬂf/yl

zo Koo
Packet Clearing House Page 49 of 42



CALIFORNIA ALL-PURPOSE ACKNOWLEDGMENT CIVIL CODE § 1189

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

State of California
County of Aknt E2k14 )

On Z(/|7/(kp beforeme,_&mmm,_mw{l‘c,

Date Here Insert Name and Title of the Officer

personally appeared //“%le!” t EAvaad A\v@{jﬂﬂ SN

Name(s) of Signer(s)

—

who proved to me on the basis of satisfactory evidence to be the person(sy"whose namefs)is/are”
subscribed to the within instrument and acknowledged to me that he/shié/they executed the same in
his/het/their authorized capacityfies), and that by his/her7thelr signature(s) on the instrument the person(s),
or the entity upon behalf of which the person(s) acted, executed the instrument.

| certify under PENA OF PERJURY under the laws
of the State ofCalifornja that the foregoing paragraph
is true and

- x‘:ﬂ:‘%sm" WITNESS/my hand and official s

Notary Public - California
San Mateo County )
! w gomm. wm Feb BI 2020: Signature

Place Notary Seal Above

OPTIONAL
Though this section is optional, completing this information can deter alteration of the document or
fraudulent reattachment of this form to an unintended document.

Description of Attached Document (% jf

Title or Type of Document: orcllﬂ'lt;t Date: g/ T / l(ﬂ
Number of Pages: Signer(s) Other Than Named Above:

Capacity(ies) Claimed by Signer(s)

Signer’s Name: Signer’s Name:

("] Corporate Officer — Title(s): 1 Corporate Officer — Title(s):

[J Partner — []Limited [ General [l Partner — JLimited [ General

[J Individual [’] Attorney in Fact [J Individual ['] Attorney in Fact

] Trustee ("] Guardian or Conservator [ Trustee ] Guardian or Conservator
] Other: (] Other:

Signer Is Representing: Signer Is Representing:

©2014 National Notary Association * www.NationalNotary.org * 1-800-US NOTARY (1-800-876-6827) Item #5907
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Insert Notary Acknowledgement Here

Zl B
Packet Clearing House Page-20 of 42
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Packet Clearing House
5728 fuger Straet, Bax 29920
The Prasidio o! San Francisco
San Franciscc, Calitornia
04120-0020 USA
+1 415 831 3100 main
+1 416 B31 3101 fax

1600 Shattuck Avenue
Facilities Sign-In Sheet

Entry Time Exit Time

Signature Date POT PDT

s
RAUSCHENDORF 8/17/16 R (T Il:5D
cA | POEEARE snrme |3 'S (( <D

EW Aimee LEONETTI

8/17/16 (/I: o0 “ :gD
8/17/16 c e “ ) gb
8117116 f,’OZ‘ (( )
817116 127 - oD u : go
8/17116 9{&0 “ . Q

Personally identifiable information redacted

CO1 Steve FELDMAN

CO4 Eric ALLMAN

CO5 Stephan SOMOGY.

SC2 Bob ARASMITH
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix C:
Abbreviations Used in This Document

Roles

CA Ceremony Administrator
EW External Witness

SC Security Controller

CcO Crypto Officers

FO Facilities Officer

R Registry Representative

Other Abbreviation

TEB Tamper Evident Bag
(MMF Industries, item #2362010N20 small or #2362011N20 large)

HSM Hardware Security Module
FD Flash Drive

AAK  Adapter Authorization Key
SMK Storage Master Key

oP Operator

SO Security Operator

Packet Clearing House Page 23 of 42



DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix D:
Letter and Number Pronunciation

Character Call Sign Pronunciation

Alfa AL-FAH
Bravo BRAH-VOH
Charlie CHAR-LEE
Delta DELL-TAH
Echo ECK-OH
Foxtrot FOKS-TROT
Golf GOLF

Hotel HOH-TEL
India IN-DEE-AH
Juliet JEW-LEE-ETT
Kilo KEY-LOH
Lima LEE-MAH
Mike MIKE

Novemb NO-VEM-BER
er

Oscar 0OSS-CAH
Papa PAH-PAH
Quebec KEH-BECK
Romeo ROW-ME-OH
Sierra SEE-AIR-RAH
Tango TANG-GO
Uniform YOU-NEE-FORM
Victor  VIK-TAH
Whiskey WISS-KEY
Xray ECKS-RAY
Yankee YANG-KEY
Zulu Z00-LOO

NXXS<C—HOAPVO ZFrXC—IEMTMMOOD>»

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER
5 Five FIFE

6 Six SIX

7 Seven SEV-EN
8 Eight AlT

9 Nine NIN-ER
0 Zero ZEE-RO

Packet Clearing House Page 24 of 42



DNSSEC Key Ceremony Script

Appendix:

E

Card Distribution from Key Ceremony 1

Wednesday, August 17, 2016

DNSSEC Key Ceremonty Scnpt

Distribute Cards

| AR M- DN CONNM0 reguarements A

| suosequent key coremony wil reaSInbute cands 1 thew |
fral hoiders Each group of cards shall be pisoced n
ancinae TEB whose numbaicy A recorded balow o

‘ e EW's scnpt

Tuascay Aprd 26 2011

103 | Due 0 kmited number of perscrned a1 his key l
| ceremony, cards wil de disributed in groups that

.../

g3 7t

104

! SMK1, 801, OP1

EBe ALIOFYFE '/

go 0 COY . Steve FELDMAN

Y39/,

| SMK5 SO5 OPS

eae ALIOFY 963 | f/
/3

are entrusted 1o CO1, Steve FELOMAN, for
conveysnce 10 COS Stephan SOMOGY!

8§93/

SMKZ, 502 0P2 ‘
]

ALIo9Y9eY !/ /
TEBe / =¥ L ‘ /

20 1o COZ. Michae! SINATRA

g5

SMK3, 503, OP3 '
Tese 2107 Y98 7

| g0 W COI. Kim DAVIES

=

g/ 96 m

108

SMEE SOs 0P
e A 212 74952 7

are antrusted In CO3 KGm DAVES. & conveyance 10
CO8 LEONG Keng Tha

Q. Y5y

106

o 4 2/094760 4

0 to CO4. Janny MARTIN

| ’3‘{“/7/'4

[ 110

o CO7. Gaurab UPADHAYA

SMK?, 507, OF7 } _/
reme A LI 749 8/1__ o

arn orzrustnd o CO4, Jonny MARTIN % conveysnce |

Packe: Clannng House

g _' b-bl "

Page 25 of 34
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: F
Smart Card Sign Out Sheet from Key Ceremony 1

ONSSEC Key Ceremony Sogt Tuesday Agrt 26 201

Smart Card Sign Out Sheet

COf | Cord Ty ER 2 Persted Mar

ColL | OrYor T

RllD?fD/} fiawen TELDMAN J?’{LJ'C’- s ) o &‘i/
J [':0' 80107 IQZ/D?SGIZ- Sarwm FELDNEN A\.\é‘ 2m )Ost 1/,
— SO Dm.d.ﬁllO?S—fo Lo FT|LAMAN /l 5 -:._’.‘_‘,u }l}jL %

e [ewrar f21095 01 0w [ DG T | LT
| ]2 A2l ofsoog sy, B cp [ (2. ol 74
o il sl T a8 A i n Sl 7, s ¥
con | OPser s AZID%’&)? - " | ¢ o _{/
e el e i Y Y e T
e |suaat | o p g copg|mmommes | g ) _— | e 1
oo [erear [quinseos e | (AL (= la s |4
| =4 Waogsoo3 | | =N

2 [weor | A 210 15p6d = [V L) =8 s #
cos [orser | 4D [0 g5 aOl | s rromss ZL,_»(_, "'""':))-‘;‘V

[ [P ™= | §3 o 95000 seereooy %&1‘7""‘)‘35‘»'1[

| B [ f 20 pyppg| T | B | 3 Y

oon | or et 381'”?‘?” o DAIES (f‘l | e (g g3 ,rl

| [0 [0r [f2iotygqy |momwes [ ) — (e sco )

oot wswt| o oty alreoves QU ) e lycs ]

o [Seras i Leo A | s “%L = sai
| =] =rer A2ty gpy| =~ | TUAD . |=]8sr

—*l["'m|“”°".=ﬂlfff‘/f,’} korrry MARTH JlﬂAQ— .;x-n'lgsf“'

Pachat Cleanng House Page 30 o* 34
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

Smart Card Sign Out Sheet

/

W/ T Alf2oyg3sT e zl,‘ A ov) F
4 . A{?"_C"H"l wee vt | it g i | ogy |
‘N13Y, A — e L

5 TN Me 1ot
Yo T
Y il TF 2V T il WOR T AL/
" \}KL' 1”,/'___11 [fLoy3i wommem | JB L (_\.(Hb]/
o ) T — ' v{r
== .
i /s Pao . ;i > WAS T T .
“ll 0 |q5.’ / e ¢ 'f??’(/ﬁsé_ ' ' [ 1.1 bu‘ o3l v "{/
‘.\ y"' 3 & jd* 4 " iy " " \_{ " ‘vl) rlz}?
“. 4__-_>7 ~_:4 o l( ZL/ Lfa}D vy V‘ﬁ\}‘l’ (_& fpg: ,.*!:
L#' . '’ { -:r " , =4 "1
s Eo o e e e
,\‘u‘\ s | \ 1G9y foyg  eBscvcan L Wt '.-‘//’
(\ '\\ r{\j‘r L'L' g?lj - L - | ‘fi
s | Gl £ o o 5ouTG ,
Algzovryy - COF
ﬂ,’(‘zgc 7 759 - CoP
' 9 . o0
gre 479% -
! . S
1 G ( ! ,i v,
Algoe 479/ (
Page 27 of 42
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Ceremony Script Monday, June 20, 2011

Smart Card Sign Out Sheet

Signature Date Time EW

cot|oPtot7 |\ \‘\IOQQ'{- Steve FELDMAN @1 5l M\ i

€oa[0P30t7 |\ |4 LoceQ W Kim DAVIES ‘(/ﬁl ) k | 620111 ?075‘1 /\:‘

[cos |oPaot7 1(\\‘\1&{‘"\1 Jonny MARTIN | \/ m/ 62011 Oj:q_cr /(’/

CO# | Card Type TEB # Printed Name

62011

i - =
| co6 [oP6 ot 7 } 'Y o810 | LM Choon Sai 4#-\7 g 620 | ). O //~
1(.0: |oP7ot7 ’(\\"\lq_(i 6| Gauab UPADHAYA f/‘é{_? [62011 |07 4q };

ZNCYSING BASS :
CO1: A lgroggAs
03 A a204373
z@ H° A\saoggy]
(0 6 Byaryo yR6Y
07 A19204867

Packet Clearing House Page 100f 17
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: |
Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script Fnday, January 20. 2012

Re-Package OP Cards
Activity Initial | Time (UTC)

60 |CA places each OP card with instruction slip in its own ‘ P
| new TEB and records the number in the smart card sign ,Zb ‘ %3
out sheet below

Re-Distribution of Cards

Activity

61 | CA calls each CO to return their smartcards. As each / . '
CO receives and inspects their cards, they fill out the > 7 0_ )//

| sign out sheet below and EW initials their entry -

Note new outer bags in sheet below

L

Smart Card Sign Out Sheet

Card Type ] Printed Name Signature Time

| | I |
coz|op2o17 ﬂ/920<l7!'0 | Michael SINATRA MMS*-\.. 120112 2oz "j/
CO2 S020t7 A [ 7—20 4{75“2 l Michael SINATRA WD‘-«Q?".&R r2ona 25 | 7{

V.|

o ot gl el
CO4 (SO 4017 A/?zoy?y}:awmymtsﬂ?l.‘; (\(M | 1oz m ?
cos |opsot7 4/?20ﬁﬂés:.::sad:.so».ccmu‘{’/‘ 2 \,“-,r«.“ 1720112 goiy"{é
cos gezarr | A|FOHT Y [semmsomoon e o - | vz o[ 7]

- y
o TS RAG

Packet Clearing House Page 10 of 20
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremony Script Friday, Apnl 27, 2012

Smart Card Sign Out Sheet

CO1 0P 1017 Alqzc‘{yj‘)/i:.:-.w&;iz-.mh _,}C'/K a2 '{9\'\“%
J-‘«’;":!:'L 3[256) jsmercoun | Ap ez [139¢ -‘/

A3[125LC xmonves W— 174, 25/
o SELT AN 257 Zmones (LA _—feonne | /17 Vﬁ/

CO¢|OP ¢ ot 7 m 3 / 26 L5 Jorny MARTIN t\‘ MVA }A |427112 ‘,841'%%(
}c -c.«.to ﬂ'S“ZSq3 wy MARTIN d‘/v\/&/ ‘.-7.“.9 ‘IS:A‘I /

Sign-Out on Participant Signature Sheet

60 [All participants leave the Key Management Facility, x
|sign the Participant Signature Sheet, and note their —
[exit time 1
61 |CA reviews EXVS§cript and signs it ; ,z/?
CA Signature ) / { y‘ ) ’
L ! -

\] L4

Sign Out of Facility

Activity

62 |FO returns phones, laptops, and other items to
participants and logs their exit times. Participants are
now free to depart l

Stop Audio-Visual Recording

63 |SA stops audio and video recording

Packet Clearing House Page 11 of 24
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DNSSEC Key Ceremony Script

Appendix: K

Wednesday, August 17, 2016

Smart Card Sign Out Sheet from Key Ceremony 5-1

Re-Distribution of Cards

Wednesday. May 30, 2012

63 |CA calls each CO to return their smartcards As
each CO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their
entry. Note new outer bags in sheet below

Smart Card Sign Out Sheet

P ot? AU\“wzq Steve FELDMAN
} "P‘j_f"f ! !

FELDMAN

299 (08 26 5

HLE(‘I/O"” .
Azgq le Michaei SINATRA

1289410827

SINATHA

Qa0OP &7 y MARTIN

wm’t

fp— =
M.Qéw T/?/L
le(mc V(y* '

OW ny MARTIN

Ar5yjos23

Packet Cleanng House

Page 12 of 27
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

DNSSEC Key Ceremony Script Frnday, July 27 2012

Re-Distribution of Cards

| 67 |CA calls each CO to return their smartcards. As

|each CO receives and inspects their cards, they fill —
{out the sign out sheet below and EW initials their ?0 ‘70
|entry. Note new outer bags in sheet below ‘

i Azs‘//omw-\-»-'«;L«w @/ﬁ

—r

Packet Cleanng House Page 12 of 28
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceremony Script Fnday, December 14, 2012

Re-Package OP Cards

Step Activity Initial Time (UTC)

65 |The CA places each OP card with pre-printed [
‘ {warning slip in its own new TEB and seals TEB, ‘ —// 0! ‘f‘f 1
|hands the EW the tear-off strip from the TEB to ‘ [ | 29,
\ s

|record

Re-Distribution of Cards

Activity Initial Time (UTC)
The CA calls each CO to return their smartcards. As
feach CO receives and inspects their cards, they fill

fout the sign out sheet below and the EW initials their

|entry
|

66

Printed Name Signature Date Time

| | |
!ioli):toer ﬂzgqlogofsw.o FELDMAN ] ’%&C I*zm:vzizoqs

1

[cozlor 2017 A28Y680 ¢ |Micnael SINATRA u‘d;__%(”kj‘-??‘-“?l'loqb;ﬁ
Mg 410803 _ﬂ“ MARTIN | Q)MJLQ_ ’2““}?04—“ 7/

Packet Clearing House Page 13 of 30
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

NSSEC Kav Cararmany Serint
DNSSEC Koy Caremony Script Thursday, September 12, 2013

Re-Distribution of Cards

63 |CA calls each CO 1o retrieve their smaricards. As
each CO recewves and inspects their cards, they <l , ~
verly, date and sign the EW's copy of the sign out [ } /S e
sheet below and EW initials their entry ‘."/

S L

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

: . 7 ATEY ) 0Ro 2. steve FeLoman
cozior2017 A "LYLHOEG | [Minae! siNATRA

cosjap aor? AZZL’ lC%GU wm CAVIES

Sign-Out on Participant Signature Sheet

Activity Initiat Time (UTC)

64 |All participants leave the Key Management Facility, , -
[sign the Participant Signature Sheet, and note their - ’./ / )2 §3

lexit ime
L ‘,/

| 685 CA reviews EWs s-:'»ﬁ! and sgns it - [ " ‘

CA Signature w\-‘:\"h\ /'/' 2285

Sign Out of Facility

Activity Time (PDT)

66 |FO returns phones, laptops, and other items to

[participants and logs their exit times, Participants 7, 3 ’)’Y/&
return dentification vests to the FO. Participants are :
[now free to depan 4

Stop Audio-Visual Recording
Activity Initial Time (PDT)

) -4 udio ' ~
67 |SA stops audic and videa recording ; Q‘l 00 “

Packe! Cleanng House Page 12 ot 28
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: O
Smart Card Sign Out Sheet from Key Ceremony 9

DNSSEC Key Ceremony Script Friday. January 10, 2014

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below, J <§, [ S
reading it aloud for verification and giving the TEB \r
l tear-off strip to the EW ‘

Re-Distribution of Cards

Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As |
each CO receives and inspects their cards, they | <t 1 p |
verify, date and sign the EW's copy of the sign out { /y /5 ‘
|sheet below and EW initials their entry ! f |

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Time EW
T — Lo |1
cO1 0P 1017 ﬁlS‘”OZ’)‘/ Steve FELOMAN ,% : 11014 lg'lL ]

jCJ‘"CF 2017 A'Zﬁ‘//l)z} 7.-‘4‘—,"\&‘ SINATRA | E 9 E 1100 /5,/7 /: %
|cOsioP Sot 7 A 137/0771 Stephan souc‘-‘m * |inona 15'7 7{!

Optionally leave facility

Step Activity Initial Time (UTC)
37 |Optionally, ali participants can now leave the room it | A

the room is closed and sealed until everyones

return
Packet Cleaning House Page 8 of 31
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

DNSSEC Key Ceremony Scrpt Waednesday, March 26. 2014

Re-Package OP Cards
Step Activity Initial Time (UTC)

35 !CA places each OP card with pre-printed waming
slip in its own new TEB and records the TEB # in the

EW's copy of the smart ign out sheet below TH Yy
reading it aloud for verification and giving the TEB /Q/ o
tear-off strip to the EW SN/

Re-Distribution of Cards

Step Activity Initial Time (UTC)
36 CA calls each CO to retrieve their smartcards. As

each CQ receives and inspects their cards, they

/. date and sign the EW's copy of the sign out /’\UJ 0(6“\<

et below and EW initials their entry /

Smart Card Sign Out Sheet

CO# Card Type TEB# Printed Name Signature Date Time EW
7 g4l

v pagqeMy | B s 2
o (T4

AIFY o ‘1’17. B ki X

A2BK o118 - w [ U6 ps

Optionally leave facility

Step Activity Initial Time (UTC)
37 'Optionally, all participants can now leave the room if

th 115 closed and sealed until everyone's

retu
Packet Clearing House Page 8
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremony Script Friday, December 12, 2014

Re-Package OP Cards

Activity Initial Time (UTC)

36 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW

Re-Distribution of Cards

Activity

Initial Time (UTC)

37 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature

| 281/073S "™ f), LoS el “’ﬁ;@ |
}—cm!op dot7 1‘A 28 71/0 736At7n: ALLMAN M—Tiﬂq | 7 j

Optionally leave facility

coz(oP2ot7 )q

Activity Initial Time (UTC)

38 |Optionally, all participants can now leave the room if |
[the room is closed and sealed until everyone's
{return J

w
wn

Packet Clearing House Page 9 of
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: R
Smart Card Sign Out Sheet from Key Ceremony 12

DNSSEC Key Ceremony Script Monday, February 9, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 ?CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
|EW's copy of the smart card sign out sheet below,
{reading it aloud for verification and giving the TEB
|tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they

-
>/ -
verify, date and sign the EW's copy of the sign out ‘ /‘{\"/ O’] S \

sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signatiure Date Time EW

co3[oP3af7 A‘Lﬁ."g 107D |kimDaviES vans (0747 M

COB{OP 6 of 7 H 9\841 U% ?fss Han-Chuan M 29115 0}44—)'\'\,
COT|0P 7017 Aﬂ"‘bo—' & Gaixab UBADHAYA % vans (743 N

Optionally leave facility

AR

Activity Initial Time (UTC)

37 iOptionally, all participants can now leave the room if ) -
the room is closed and sealed until everyone's
return. ‘ A"/ S102'2

Packet Clearing House Page 10 of 37
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: S
Smart Card Sign Out Sheet from Key Ceremony 13

DNSSEC Key Ceremony Script Friday, September 25, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)
36 |CA calls each CO to retrieve their smartcards. As

each CO receives and inspects their cards, they ¢
verify, date and sign the EW's copy of the sign out I 7 20
sheet below and EW initials their entry. ‘

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

/
CO1[OP 1017 AU‘“ 072_(/ Steve FELDMAN /7é<:—9/2€ns ¢ S 7
CO4(OP 4017 AZK g//o 725’ Eric ALLMAN ;f/%_ 9125115 {f.'/é '7/

COs5[0P 5017 Alg l{ /o 72_(0 Stephan SOMOGYI C;_é/\ N orsns | 9.1V %
\ v/\

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return.

Packet Clearing House Page 10 of 38
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: T
Smart Card Sign Out Sheet from Key Ceremony 14

DNSSEC Key Ceremony Script Monday, November 23, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

CA places each OP card with pre-printed warning
slip in its own new TEB and reads the TEB number
aloud. The EW records each TEB number in the 7 ' ’37
smart card sign out sheet in his copy of the script, - /
reading it aloud for verification and taking the TEB
tear-off strip for his records.

Re-Distribution of Cards
Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smart cards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet and the EW initials each entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Date Time

CO1|OP10f7 A28‘1/O7é‘f Steve FELDMAN éz’gé 11/23/15 /q’sg

Cosjor4ot7 |A2FY[D7LP |Eric ALLMAN //%__11/23/15 I??S /4
7z = 7
CO7(OP70t7 Ang//07¢.2_ Gaurab UPADHAYA 7’? H1/23/15 (qu 7
/”‘:/ 27

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's 7
return. P
[
v
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: U
Smart Card Sign Out Sheet from Key Ceremony 15

DNSSEC Key Ceremony Script Friday, July 8, 2016

PCH DNSSEC Key Ceremony Script Exception Form

The Smart Card Sign Out Sheet automalically generated on page 27 of 62 of this script included
only rows for OP cards, but needs rows for SO and SMK cards as well. APP cards are separalely
bagged in a different step, and AAK cards will be destroyed before the end of the ceremony.

Smart Card Sign Out Sheet

Printed Name I Signature Date Time EW

|CO1 | OP10t 7 A 221‘4/07&0
K

cor | SO1o0t? Aq_g‘(/0759 - )%;”lwmns 03;7;7 | ‘
k ) = |
‘ /

Z

o 00:27| = |

Co2 | OP20t? ) & SINAT

of iAquM-?f‘/ M SINATRA mg‘\u'l_v %18 v %
[ v

|coz | so2at7 | zg (0757 Mihae! SINATRA 7816 Oo:zﬁ’
| s)\q‘ u‘r‘é . |

[ | cQ:279
‘COZ | sMKzct7 42?"/1.{/0 75/ Michael SINATRA \Mg}’[:\_/‘ 77816 Ve m

coa | CP3at? A 2?1_”071/9 | Kim DAVIES @a_’/‘mym 2:7)'1?(’; 22\ '/

1003‘503017 lAZS/,ﬂo?:/? Kim DAVIES @éj__’/ ‘mns 2“’”_?’ d%

| | ;n WIE ) ! ? 20:37 ’

- Sanar.A%g“HO?‘,’? Kim DAVIES M 7816 u'fg"‘@g

|cos | opaot7 A 1T Enc ALLMAN g‘ [ 7818 |00:33
Ll :&%’i‘ uz O

8

4
1 | | | .- ‘
COs4 | SOs0t7 2 7 Enc ALLMAN }ﬂ 7816 |co: 7?
| pe511737 = 2 ol
| CO4 ./ | TRIE 00:33 J

| SMKact7 | A2¢49(0792 , Enc ALLMAN :?,_/%J i ’W‘
: | aurad ADHAY, \
|co7 |oPTat7 | A 28‘{{0 77‘{9 | Gaurad UPADHAYA ‘@/l 1816 7{;‘;10

|
|co7 | sO7at7 A 25‘{"0 7L{§ | Gaurab UPADHAYA 4 /< ;‘h = )] :ms 7‘3:;0 , % ;
ooy | KT LA 28410 77{/ Gaurab UPADHAYA ‘@ i | sz‘g Q@{

-

Packet Clearing House Page 10f 1
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

Appendix: V
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday. July 27, 2012

P

7// WERT

17 |CA verifies the ime zone, date, and time on the
laptop and synchronizes it if necessary [

Display the current ime and tmezone: /Z

date

16 |CA opens a terminal window

fre
If the timezone is not set to UTC:

cd /etc/

rm localtime

ln -s /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verity:

date

18 |CA calculates sha256 checksum of the boot-DVD.
CA may proceed with additional steps while this
process completes. When the checksum is 5 l '3 L/
complete, CA reads it aloud, four digits at a time -} .

sha256sum /dev/cdrom

19 |EW records the sixty-four digit boot-DVD checksum

1DEY 3[F9 €330 OFFF
7089 RBSE 12A3 8126 I

2088 3Ll A289 38A7 ply
B9cq 2R% s24) [87C

iy Other participants may compare this with the boot-
(\};\U \jﬂ DVD checksum calculated during Key Ceremony 1,

reproduced for convenience in the appendices of
:f this document

/\&&28:% 20 |CA connects USB hub to laptop ‘7/ / 29y

@V 21 |CA removes HSMFD KSK-HSM-01B-SJC from TEB
A 1727

and plugs into a free USB slot on the laptop; waits
for O/S to recognize the FD. CA lets participants
view contents of HSMFD then closes FD window.
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DNSSEC Key Ceremony Script Wednesday, August 17, 2016

PCH DNSSEC Key Ceremony Entry/Exit Log

‘ Name Enter | Exit Initial Time

B A ”"""f”‘ * w«?@/ 17:44
-

\
[ \
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