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DNSSEC Key Ceremony Script
Monday, November 23, 2015

Sign In to Facility

Step Act iv i ty I n i t i a l Time (PST)

1 FO has all participants sign in on Facility Sign-In
Sheet before entering the Key Management Facility. < 7; 3̂

2 FO reviews emergency evacuation procedures and
other relevant information with participants. -// 7:1

3 FO collects and stores participants' cell phones and
computers outside the Key Management Facility.

Cameras and other recording devices are permitted
in the Key Management Facility.

SO may retain and use a computer during the
c e r e m o n y .

1

4 FO verifies the functioning of audio and video
recording. 1f

p-»

Enter the Key Management Facility

s t e p Act iv i ty i n i t i a l Time (PST)

5 As the participants enter the Key Management
Facility, the EW verifies the identity of each by
examining a government-issued photo identification,
notes the type and number of each piece of
identification, and the participant's entry time on the
Participant Signature Sheet.

Participants should not sign the sheet until the end
of the ceremony.

As the participants are identified each is issued an
i d e n t i fi c a t i o n v e s t .

// 7/7^
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DNSSEC Key Ceremony Script Monday, November 23, 2015

G r o u n d R u l e s

Step Act iv i ty I n i t i a l Time (PST)

6 CA previews ground rules and break procedures
with participants.

- We follow the script step by step.

- Each step is read aloud by CA prior to its
performance.
- Upon the completion of each step, its completion
and the time of completion are announced for the
record, and the EW records the completion time and
initials his copy of the script.

- If any participant notices a problem or believes that
an error has occurred, that participant should
interrupt immediately, and the participants should
agree upon a resolution prior to proceeding.
- Any significant discrepancies or deviations from the
script will be recorded by the EW on the provided
Exception Sheets.
- Questions and suggestions for improvement are
welcome at any time, will be incorporated into the
record, and contribute to the quality of this and future
c e r e m o n i e s .

f,77
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Verify Time and Date

Step Act iv i ty I n i t i a l Time (PST)

7 EW reads a loud and records the da te
(month/day/year) and time (UTO) using an NTP-
synchronized clock visible to all. Participants verify
that the t ime is correct.

D a t e :

Time: ' 7' V 7
While this and previous steps are recorded using
local time, subsequent steps and any associated
logs follow this common source of time and are
reco rded i n UTC.

A

Verify UPS

s t e p Act iv i ty I n i t i a l Time (UTC)

8 If there is a UPS (uninterruptible power supply), then

- CA ver ifies that the UPS is connected to and

receiving power from the electric grid and that it is
charged.
- CA verifies that the audio recorder is receiving
power from the UPS.

i l /7.Y/

Packet Clearing House Page 3 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

Remove Equipment from Safe

Step Act iv i ty I n i t i a l Time (UTC)

9 SC opens the safe and records this action as an
entry in the safe's log sheet. y /?;/f

1 0 SC collects the following items from the safe:
- K S K - H S M - 0 1 B - S J C H S M

- b o o t - D V D

- laptop

...and any other items that may be required,
indicating removal of each with any applicable TEB
or serial numbers in the safe's log sheet. 80 also
provides any necessary power supplies and cables.
Equipment is placed on the work surface visible to
all partipants.

If the immediately preceeding key ceremony was
also held in this same facility, the HSMFD is also
collected from the safe. If the preceeding key
ceremony was performed in a different facility, any
HSMFD from the preceeding key ceremony may be
used, provided it's still in its TEB and the TEB
number and integrity are verified.

r

f
l l : s j

1 1 OA reads out KSK-HSM-01 B-SJC HSM TEB and
serial numbers while EW checks that they match
those recorded in the script from the most recent key
ceremony performed at this site.

T E B # A 4 1 2 8 4 5 7

S e r i a l # K 1 0 11 0 6 6

1 2 CA reads out boot-DVD, laptop, and HSMFD TEB
numbers while EW checks that they match those
recorded in the script from the most recent key
ceremony performed at this site.

D V D T E B # A 2 8 4 1 0 7 1 7

Laptop TEB# A4128458

HSMFD TEB# A284-10722""

-f/ IS': of
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Col lec t OP Cards

Step Act iv i ty I n i t i a l Time (UTC)

1 3 CA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
most recent ceremony each participated in,
reproduced for convenience in the appendices of
this document. Different COs may appear on
different pages. Note any discrepancies. CA places
the OP cards in plain view on the work surface,
removing cards from TEBs, discarding used TEBs
but saving warning slips for reuse.

4 \$:1D

Set Up Laptop

s t e p Act iv i ty I n i t i a l Time (UTC)

1 4 CA removes the boot-DVD and laptop from their
TEBs, showing participants that the laptop contains
no boo t dev i ces .

CA places the boot-DVD and the laptop on the work
surface, connects laptop power to the UPS. Any
external monitor or projector may be powered from
either the grid (or the UPS if it's large enough). 4 [
Power the laptop on, booting it from the DVD.

During the boot process, make sure the output on
the laptop screen is also visible on any external
monitor or projector.

Booting from the DVD may generate warnings of
kernel crash, which can be ignored if it continues to
b o o t .

1 5 CA logs in as root. 4 ,
1 6 CA opens a terminal window. 4 ! i r i t i
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DNSSEC Key Ceremony Script Monday, November 23, 2015

1 7 OA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:

d a t e

If the timezone is not set to UTC:

c d / e t c /

r m l o c a l t i m e

I n - s / u s r / s h a r e / z o n e i n f o / t J T C l o c a l t i m e

Set t ime to match the wall clock:

d a t e m m d d H H M M Y Y Y Y

Verify:

d a t e

4

1 8 OA disables screen saver by typing

x s e t s o f f

{ w h i l e s l e e p 1 8 0 0 ; d o x s e t - d p m s ; d o n e & )

Then closes the window by typing

e x i t

Now, using the GUI menu, in

"System" -> "Preferences" -> "Screensaver"

uncheck "activate screen saver when computer is
i d l e "

Cl ick "Close" . In

"System" -> "Preferences" -> "More Preferences" ->
"Power Management"

Ensure both sliders in "Running on AC" are set to
" n e v e r " .

C l i ck "C lose " .

1 9 CA opens a terminal window, which we will refer to
as the "checksum window" . In th is w indow the CA
star ts the ca lcu la t ion of the sha256 checksum of the
boot -DVD. Th is ca lcu la t ion takes abou t 9 m inu tes to
complete and the results will be verified in a later
step; this step is considered complete as soon as
t h e c o m m a n d i s i s s u e d .

s h a 2 5 6 s x i m / d e v / c d r o m
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DNSSEC Key Ceremony Script Monday, November 23, 2015

2 0 CA connects USB hub to laptop. H I Ig:z7
2 1 CA removes HSMFD from its TEB, connects it to the

laptop, and waits for operating system to recognize
the FD. CA lets participants view contents of
H S M F D t h e n c l o s e s F D w i n d o w. / j 3 z

Start Logging Terminal Session

s t e p Act iv i ty I n i t i a l Time (UTC)

2 ? CA opens a new terminal window, which we will
re fer to as the "command window". In th is w indow
the CA will change the default directory to the
HSMFD and start capture of terminal output to a file:

c d / m e d i a / H S M F D

s c r i p t s c r i p t — 2 0 1 5 1 1 2 3 . l o g

Start Logging HSM Output

s t e p Act iv i ty I n i t i a l Time (UTC)

2 3 CA inspects the HSM TEB for evidence of tampering
and removes the HSM from its TEB; discards the
TEB and connects the ttyUSBO null modem serial
adaptor and cable. /

2 4 CA connects the ttyUSBO null modem serial adaptor
and cable to the laptop, completing the serial
connection between laptop and HSM. /

2 5 CA opens a new terminal window, which we will
refer to as the "ttyaudit window". In this window the
CA will start logging HSM serial output by executing /?;36
c d / m e d i a / H S M F D /
t t y a u d i t / d e v / t t y U S B O

Note: Do not unplug USB serial port adaptor from
the laptop until instructed, as this causes logging to
stop.
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Verify DVD checksum

Step Act iv i ty I n i t i a i Time (UTC)

2 6 In the "checksum w indow" CA uses the "hex read"
program to have the sha256 checksum of the boot-
DVD read aloud by the laptop.

• / h e x r e a d

CA will paste the checksum into the "hexread"
program at the appropriate prompt.

1

If the "hexread" program fails, CA will read the
checksum aloud, four digits at a time.

EW ver ifies that the checksum of the boot -DVD is : \ t 10
7 D E 4 3 1 F 9 C 3 3 D D F E F / /
9 0 8 9 A B 5 6 1 3 A 3 8 1 2 6

7 0 8 A 3 A C 1 A 7 8 4 3 8 A 7

B 9 C 9 2 A 4 F 5 2 A 1 F 8 7 C

Participants may compare this with the boot-DVD
checksum calculated during Key Ceremony 6,
reproduced for convenience in the appendices of
t h i s d o c u m e n t .

CA closes the terminal window by typing

e x i t

Connecting offline HSM (KSK-HSM-OIB-SJC)

s t e p Act iv i ty I n i t i a l Time (UTC)

2 7 CA connects UPS power to the HSM. Status
information will appear in the "ttyaudit window" and
the "Ready" LED on the will HSM blink. After its self-
test the HSM will display the text "Set Online"
indicating that the HSM is in the initialized state and
the "Ready" LED will be off.

/ ̂ 'Y/

Packet Clearing House Page 8 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

A c t i v a t e H S M

Step Act iv i ty I n i t i a l Time (UTC)

2 8 CA sets the HSM online using the "Set Online" menu
item and three of the OP cards. The "Ready" LED
s h o u l d i l l u m i n a t e .

Use OP cards 1, 4 and 7, and PIN 11223344.

Note that the HSM will always refer to cards 1, 2 and
3, regardless of our numbering. -// Id'ii

2 9 CA connects Ethernet cable between laptop and
HSM and tests network connectivity between laptop
and HSM by entering

p i n g 1 9 2 . 1 6 8 . 0 . 2

in the "command window" and looking for responses.
Press Ctrl-C to stop the ping program.

3 0 CA inserts the flash drive labeled "SCRIPTS" into a
free USB slot and waits for operating system to
recognize the FD. When the new window for the
mounted device appears, close that window.

3 1 CA copies the compressed scripts from the drive
l a b e l e d " S C R I P T S " a n d c a l c u l a t e s t h e c h e c k s u m o f
the tar file.

i s / m e d i a / S C R I P T S

o p - p / m e d i a / S C R I P T S / s c r i p t s -
2 0 1 5 1 1 2 3 . t a r . g z .

s h a 2 5 6 s u m s c r i p t s - 2 0 1 5 1 1 2 3 . t a r . g z

Packet Clearing House Page 9 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

Start generating Keys and Keybundles

Step Act iv i ty I n i t i a l Time (UTO)

3 2 OA copies the shell scripts that will generate new
keys and bundles by executing:
t a r - x z v o f s c r i p t s - 2 0 1 5 1 1 2 3 . t a r . g z

c p - p m a k e a l l h s m fi l e s / o p t / d c c o m

c p - p e x k e y / o p t / d c c o m

c p - p k e y b u n d l e - g e n e r a t e . 2 0 1 4 1 2 1 2
/ o p t / d c c o m

m k d i r / t m p / p c h

c p - p 2 0 1 5 11 2 3 . k c _ s c r i p t _ g e n . o u t / t m p / p c h

c p - p / o p t / d n s s e c / a e p . h s m c o n fi g / t m p / p c h

Y/
3 3 CA copies the encrypted ZSKs by executing:

c d / t m p / p c h

m a k e a l l h s m fi l e s /
3 4 CA starts key and signature generation by

executing:

k e y b u n d l e - g e n e r a t e . 2 0 1 4 1 2 1 2 <
2 0 1 5 11 2 3 . k c _ s c r i p t _ g e n . o u t

The data file contains a l ine for each zone for which
ZSKs will be rolled or generated. The process of
generating ZSKs and KSKs and creating keybundles
(KSK signed DNSKEY RRsets) will take some time.
KSKs and ZSKs will automatically be received by the
laptop in encrypted form and deleted from HSM as
each zone is completed. The keys are stored in
/tmp, which is a memory based file system.

this step is considered complete as soon as the
c o m m a n d i s i s s u e d .

^;I8
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D N S S E C K e y C e r e m o n y S c r i p t M o n d a y , N o v e m b e r 2 3 , 2 0 1 5

Re-Package OP Cards

Step Act iv i ty i n i t i a l Time (UTC)

3 5 OA places each OP card with pre-printed warning
slip in its own new TEB and reads the TEB number
a loud. The EW records each TEB number in the
smart card sign out sheet in his copy of the script,
reading it aloud for verification and taking the TEB
tear-off strip for his records. / / \ v r ?

Re-Dls t r lbu t lon o f Cards

s t e p Act iv i ty I n i t i a l Time (UTC)

3 6 CA cal ls each CO to ret r ieve thei r smart cards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet and the EW initials each entry.

Smart Card Sign Out Sheet

C O # Card Type T E B # P r i n t e d N a m e Signature D a t e T i m e E W

C 0 1 OP 1 of 7 m H ( 0 7 0 > H S t e v e F E L D M A N I n ^ rf
C 0 4 OP 4 of 7 AZfHl07Gd E r i c A L L M A N 11 / 2 3 / 1 5 i
C 0 7 OP 7 of 7 G a u r a b U P A D H A Y A ■

^ ^ > •
•♦1/23/15 lit)? i

Optionally leave facility

s t e p Act iv i ty I n i t i a l Time (UTC)

3 7 Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
r e t u r n . - /
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Pack and store Keys and Keybundles

Step Act iv i ty I n i t i a l Time (UTC)

3 8 OA waits for key generation script to complete.

3 9 OA generates the archive destined for the signing
HSMs by executing:

t a r - c v z f / m e d i a / H S M F D / 2 0 1 5 11 2 3 . k b . t a r . g z
z s k * . h s i n * . k e y b u n d l e . t a r . g z
* . k e y b u n d l e . t a r , g z . s h a 2 5 6 2 > e r r o r s

The redirection of stderr to the "errors" file is to
capture any error messages which may result. This
file should be empty, and if so, should be deleted:

c a t e r r o r s

r m e r r o r s

/

i
4 0 OA archives all results including encrypted KSKs for

future use by executing:

t a r - c v z f

/ m e d i a / H S M F D / 2 0 1 5 11 2 3 . s e s s i o n . t a r , g z . 2 >
e r r o r s

c a t e r r o r s

r m e r r o r s

/ / 2° '^1

4 1 OA creates a snapshot of any changes to DB files by
executing:

c d / m e d i a / H S M F D

t a r - c z f 2 0 1 5 1 1 2 3 . K S K - H S M - O I B -

S J C . d b . t a r . g z * . d b
f -ZP. '^0

4 2 CA ca lcu la tes checksums o f a l l fi les on the HSMFD:

find . - t ype f -p r i n tO | xa rgs -0 -n 50
s h a 2 5 6 s u m

If that command fails, the following will suffice
i n s t e a d :

s h a 2 5 6 s u m *

Finally, to keep an eye on available space, execute:

d f - h

1

Packet Clearing House Page 12 of 40
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4 3 OA de le tes the fi les on the SCRIPTS FD and
unmounts by executing:

A 7

r m - r f / m e d i a / S C R I P T S / * 2-!
u m o u n t / m e d i a / S C R I P T S / /
and removes the SCRIPTS FD fo r reuse . /

Return HSM to a Tamper Evident Bag

step Act iv i ty I n i t i a l Time (UTC)

4 4 CA presses the RESTART button on the HSM and
waits for the self-test to complete. CA then
disconnects the HSM from power and laptop (serial
and Ethernet), placing the HSM into a new TEB and
sealing it.

U ' . b S

4 5 CA reads ou t TEB number and HSM se r i a l number
and allows participants to verify them while the EW
records the TEB and HSM se r ia l numbers he re : aT E B # A Y / Z f V 6 0 r
H S M S e r i a l # :

Stop Recording Serial Port Activity

s t e p Act iv i ty I n i t i a l Time (UTC)

4 6 CA terminates HSM serial output capture by
disconnecting the USB serial adaptor from the
laptop. CA then exits out of the "ttyaudit window". Y / 2.1
e x i t 1 /

Display HSM Flash Drive Contents

Step Act iv i ty i n i t i a l Time (UTC)

4 7 CA displays contents of HSMFD by executing:

I s - I t r 1/ Z / ' / c

Packet Clearing House Page 13 of 40



DNSSEC Key Ceremony Script

Stop Logging Terminal Output

Monday, November 23, 2015

S t e p A c t i v i t y I n i t i a l T i m e ( U T C )

4 8 OA stops logging terminal output by typing "exit" in
t h e " c o m m a n d w i n d o w " :

e x i t
2-/: / /

4 9 OA calculates sha256 checksum of the logfile by
executing:

s h a 2 5 6 s \ i m s c r i p t - 2 0 1 5 1 1 2 3 . l o g

OA may use the "hexread" program to read the hash
of the checksum, or read it aloud.

EW records the sixty-four digit hash:

j n r m ' i
fz ' i t f sn

f3?G
f s n 3 7 C - A

Backup HSM Flash Drive Contents

s t e p Act iv i ty I n i t i a l Time (UTC)

5 0 OA plugs a blank FD labeled "HSMFD" into the
laptop waits for it to be recognized by the operating
system as HSMFD_ and copies the contents of the
HSMFD to the blank drive by executing:

cp -Rp * /media /HSMFD_

OA then unmounts new FD using

amount /media/HSMFD_

OA then removes HSMFD_ from the laptop and
places it a new TEB and seals; reads out TEB
number and shows item to participants while the EW
reco rds t he TEB number he re :

TEB# A
This copy will later be stored in the on-site audit
b u n d l e .

// 2 / ' 7
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DNSSEC Key Ceremony Script Monday, November 23, 2015

5 1 CA performs this activity a second time to create a
second copy.

T E B # 1 0 7 2 ) 9

This copy will later be stored in the off-site audit
b u n d l e . i

5 2 CA performs this activity a third time to create a third
c o p y .

T E B #

This copy will later be stored in the EW audit bundle.
f

5 3 CA performs this activity a fourth time to create a
fourth copy.

T E B # A l ' i ' i f 0 7 5 H

This copy will later be placed in the safe. f
5 4 CA performs this activity a fifth time to create a fifth

c o p y .

T E B # A 1 % H 1 0 7 S 5

This copy will later be sent to the other KSK
generating country.

f
5 5 CA performs this activity a sixth time to create a

sixth copy.

T E B # A Z t ' i l 0 7 5 Q >

This copy will later be CA's copy. CA will later
upload the contents to the published archive.

f
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D N S S E C K e y C e r e m o n y S c r i p t M o n d a y , N o v e m b e r 2 3 , 2 0 1 5

Return HSMFD to a Tamper Evident Bag

Step Act iv i ty I n i t i a l Time (UTC)

5 6 CA unmounts HSMFD by executing:

c d / t m p

t h e n

u m o u n t / m e d i a / H S M F D

2 _ / ;

5 7 CA removes HSMFD and places it in a new TEB and
seals; reads out TEB number and shows item to
participants.

EW records TEB # here .

TEB# /A Z ' i1(0?5 7

Return Boot-DVD to a Tamper Evident Bag

s t e p Act iv i ty I n i t i a l Time (UTC)

5 8 C A e x e c u t e s :

s h u t d o w n — h n o w

removes DVD and turns off laptop.
2 i ; >7

5 9 CA places boot-DVD in new TEB and seals; reads
out TEB number and shows item to participants.

E W r e c o r d s T E B n u m b e r h e r e :

T E B #

Return Laptop to a Tamper Evident Bag

s t e p Act iv i ty I n i t i a l Time (UTC)

6 0 CA disconnects power and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB number and shows i tem to
participants.

E W r e c o r d s T E B n u m b e r h e r e :

TEB# A
/
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Return Power Supplies, USB Hub, and Cables

Step Act iv i ty I n i t i a l Time (UTC)

6 1 OA places HSM power supply and laptop power
supply, USB hub, serial cable, USB serial adapter,
power and networking cables in a bag. This need not
be a TEB as it is only used for convenience. 1 / P

6 2 SC returns i tems to the safe. SO records return of
each item on the safe's log with TEB number, name
of item, date, time, and signature with a second
participant initialing each entry.
- K S K - H S M - 0 1 B - S J C H S M

- laptop

- original HSMFD above

- fourth HSMFD backup

- D V D

Power supplies and cables need not be stored in the
safe if space is constrained.

/ /
6 3 SC records a closing action as an entry in the safe's

log sheet and returns the log sheet to the safe. SC
closes safe. EW verifies that i t is locked. -L l ' .Hf

/

Sign-Out on Participant Signature Sheet

s t e p Act iv i ty I n i t i a l Time (UTC)

6 4 All participants leave the Key Management Facility,
and on the Participant Signature Sheet note their
exit time and sign.

r

Stop Audio-Visual Recording
s t e p Act iv i ty I n i t i a l Time (PST)

6 5 FO stops audio and video recording.
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Script review

Step Act iv i ty I n i t i a l Time (UTC)

6 6 CA reviews EWs script and signs it;

O A S i g n a t u r e /

/

Sign Out of Facility

s t e p Act iv i ty I n i t i a l Time (PST)

6 7 PC returns phones, computers, and any other items
to participants and logs their exit times on the facility
sign-in sheet. Participants return identification vests
to the FO. Participants are now free to depart. 1) %/:^7

Copy and Store the Script

s t e p Act iv i ty I n i t i a l Time (PST)

6 8 EW makes at least three color copies of his script:
one for the off-site audit bundle, one for the on-site
audit bundle, one for himself, copies for other
participants as requested, and delivers the original to
t h e S C .

The two aud i t bund les each con ta in :

- output of signer system - HSMFD

- copy of EWs key ceremony script

- audio-visual recording

- logs from the Facility Physical Access Control

- SC attestation (A.2 below)

- the EW attestation (A.1 below)

all in a TEB labeled "Key Ceremony 11/23/2015",
dated and signed by EW and CA. One bundle will be
stored by the SC along with equipment. The second
bundle will be kept securely offsite.

The fifth copy of the HSMFD will be sent to the other
key signing facility.

CA retains any remaining materials (e.g. extra
HSMFD) for next key ceremony preparation and
analysis.

1.'̂ ^
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Appendix A:
Key Ceremony Script Attestation
(by EW)
I hereby attest that the Key Ceremony was conducted in accordance with this script and
that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: _ J-Ccrir̂
Signature:

D a t e : ! / / I S '
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C A L I F O R N I A A L L - P U R P O S E A C K N O W L E D G M E N T C I V I L C O D E § 11 8 9

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

S ta te o f Ca l i f o rn i a

County of

o „ i l / z s / ^ o / r
D a t e

personally appeared

/yiciieo
before me.

I

J^irrU IAJ. tJnir/'Ja^
//)// ' ^ Herff Insert Name and Tit le of the Officer
IA///I/a^ t:, ^oorJlCGck

Name(s) of Signer(s)

who proved to me on thie basis of satisfactory evidence to be the person(s) whose name(s) is/are
subscribed to the within instrument and acknowledged to me that he/she/they executed the same in
his/her/their authorized capacity(ies), and that by his/her/their signature(s) on the instrument the person(s),
or the entity upon behalf of which the person(s) acted, executed the instrument.

LARRY W.JORDAht f
Commlssioa # 2P24037 t
Notary'Public-- California f

San Mateo County -

MŷCornn̂B)̂^

I certify under PENALTY OF PERJURY under the laws
of the State of California that the foregoing paragraph
is t rue and cor rec t .

W I T N E S S

Signature

Place Notary Seal Above
O P T I O N A L

Though this section is optional, completing this information can deter alteration of the document or
f r a u d u l e n t r e a t t a c h m e n t o f t h i s f o r m t o a n u n i n t e n d e d d o c u m e n t .

Descr ip t ion o f A t tached Document
T i t l e o r T y p e o f D o c u m e n t : D o c u m e n t D a t e :
Number of Pages: Signer(s) Other Than Named Above:

Capacity(ies) Claimed by Signer(s)
Signer's Name:
□ Corporate Officer — Titie(s):
□ P a r t n e r — □ L i m i t e d □ G e n e r a l
□ Indiv idual □ At torney in Fact
□ T r u s t e e □ G u a r d i a n o r C o n s e r v a t o r
□ Other:
Signer Is Representing:

Signer's Name:
□ Corporate Officer — Title(s):
□ P a r t n e r — □ L i m i t e d □ G e n e r a l
□ Ind iv idual □ At torney in Fact
□ T r u s t e e □ G u a r d i a n o r C o n s e r v a t o r
□ Other:
Signer Is Representing:

©2014 National Notary Association • www.NationalNotary.org • 1-800-US NOTARY (1-800-876-6827) Item #5907



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix B:
Access Control System Attestation
(by SC)
I have reviewed the physical access control system and not found any discrepancies or
anything else out of the ordinary.
Attached is the audited physical access log.

P r i n t e d N a m e; C ^ O O b c O C ^

Signature:

D a t e : Q U )
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D N S S E C K e y C e r e m o n y S c r i p t M o n d a y . N o v e m b e r 2 3 , 2 0 1 5

PCH DNSSEC Key Ceremony Entry/ Exit Log
N a m e E n t e r E x i t I n i t i a l T i m e

{9 AO

X
> < -

-

V - o

OcilAY^^
V

?< A A

A / M /

k^fr^ fbrlcu^ A [TMi
\

ZQ:^I

( A \

y4'j A Z o : y i

Xrdu^ /
1

2 o ' , f ^

>/ 2 o : y
/

G A. tA Y(̂  G (k̂ cx̂  ̂ A
1

J

Packet Clearing House





DNSSEC Key Ceremony Script Monday, November 23, 2015

PCH DNSSEC Key Ceremony Scr ipt Except ion Form

Step Act iv i ty I n i t i a l T i m e

1 EW Describes exception and action here:

■J? ^isa)il^P£t> 47 f
-T-HO^r ^0^

f j ) ,

Oc)r'-'^'Vr£0
AJW 7747 -03^ •r//Z?''7

1 , ^ T T v r A - i e
IO0lyO C-OfŶ  1,ZA<J'Î ^
Of-lg:,!/OgT-' ggfy UOb!

/ / I fl i

2 EW notes date and time of key ceremony exception
a n d s i g n s h e r e : ^

Y ( 2 ^ i r i ^
Sionature: / ,yr^ / /

* E n d o f D N S S E C K e y C e r e m o n y S c r i p t E x c e p t i o n *

Packet Clearing House



D N S S E C K e y C e r e m o n y S c r i p t M o n d a y , N o v e m b e r 2 3 , 2 0 1 5

PCH DNSSEC Key Ceremony Scr ipt Except ion Form

Step Act iv i ty i n i t i a l T i m e

1 EW Describes exception and action here:

S c r i fi ' ^

ZtjL r-ef 7^^ ^/^^sy/o?2
UJ aj y(ŝ  FT? C£>/'Y

/ /
z

m i

2 EW notes date and time of key ceremony exception
a n d s i g n s h e r e : -

Signature: ̂ f
* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix C:
A b b r e v i a t i o n s U s e d i n T h i s D o c u m e n t

R o i e s
C A Ceremony Administrator
E W E x t e r n a l W i t n e s s

S C Security Controller
C O Crypto Officers
F O F a c i l i t i e s O f fi c e r

R Registry Representative

O t h e r A b b r e v i a t i o n
TEB Tamper Evident Bag

(MMF Industries, item #2362010N20 small or #2362011N20 large)
HSM Hardware Security Module
F D F l a s h D r i v e

AAK Adapter Authorization Key
SMK Storage Master Key
O P O p e r a t o r
SO Security Operator

Packet Clearing House Page 23 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix D:
L e t t e r a n d N u m b e r P r o n u n c i a t i o n

C h a r a c t e r Ca l l S ign P r o n u n c i a t i o n

A A l f a A L - F A H

B B r a v o B R A H - V O H
0 C h a r l i e C H A R - L E E

D D e l t a D E L L - T A H

E E c h o E C K - O H

F F o x t r o t F O K S - T R O T

G G o l f G O L F

H H o t e l H O H - T E L

1 I n d i a I N - D E E - A H

J J u l i e t J E W - L E E - b l 1

K K i l o K E Y - L O H

L L i m a L E E - M A H

M M i k e M I K E

N N o v e m b N O - V E M - B E R
e r

0 O s c a r O S S - C A H
P Papa P A H - P A H

Q Q u e b e c K E H - B E C K
R R o m e o R O W - M E - O H
S S i e r r a S E E - A I R - R A H
T Tango T A N G - G O
U U n i f o r m Y O U - N E E - F O R M
V V i c t o r V I K - T A H

w Whiskey W I S S - K E Y

X Xray E C K S - R A Y

Y Y a n k e e Y A N G - K E Y

z Z u l u Z O O - L O O

1 O n e W U N
2 T w o T O O
3 T h r e e T R E E

4 F o u r F O W - E R

5 F i v e F I F E

6 S i x S I X
7 S e v e n S E V - E N
8 Eight A I T

9 N i n e N I N - E R

0 Z e r o Z E E - R O
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: E
Card Distribution from Key Ceremony 1

OStSSCC Kbv CerBTTOTy Scnpt

O i r t r i l H t t e C a r d s

103 Du* *9 tfTiUM iturmMT at pBrwrviMl «i mit it«y
aefmvony. caich wft Ob Uisar^iutBtf in gioupB Thai
m a r i j a r t s e r w o t r a O u B B n e n t E A
BUOMQjoni koy svamony wtl raa^ncuui cifHi ia DMb
trsal Eact i aic- jo at cards sfaf l tw p<sc«o n
w w n « r T E e w t a c M t w r s b t t f « * n t K M R M b c H o a o r .
m E w t i c t i p c

1 0 4 : S M I t l , S O I , D P I

TEB# Jly
BO to cot SIbwPElDmaN

1 0 6 S t W K S S O S O P S

TESMA^JOfV
aia aaiajttHi to COi Ssbvb rtLDMAN, tw
cctoMyaroB to COS Stntyian SOMOGVi f

l O fl S M K J ? , S 0 2 O P 2

ga to CO? Ucr>m SiMAFFtA

T E B A

r ?-.'y5?fe
1 0 7 : S M i a . S 0 3 , 0 P 3

T g e a f { V f t S - /
9910 COJ Ktir^OAVIES

I D S S 0 6 O P S

/ q t / D ? Y f r 2
Bi-a B«rg«»(t to CCS lOm PAlAES kn SO«rvtyanoB to

j C06 L£OB«i Keing rti*

r. f y r '

l O ® S M K 4 S C M 0 P 4

' TEBB

9o to C04 Jtmny MARTIN

110 I SMK7, EOT OPT

A l t a iT E B a
•r» anp'KBlBtf to C04. Jorwy MAH1IN tor OOrrvByBTtca
t o C 0 7 Q a u r a t i L i PA D H AVA

g ; y V '

P»diB4 Ctaanng HOWM PAQa ?fi d 34
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re^aoe oo»ti••1^ 6uuimh3 Hri3Bd

".w !iHhivr 1/ .P.twtaiOw

l.w»

^ ^ u»»▶ :

tfiOS-!D3

Jiifh ^ ifjt^ : . 03'

i
53?

1
I

S5 s

<iiiAr3«n<£3/T?Lp*aw ■, SCO -

srjwntiuni iir^h^Qt^y ', j i®»os K»
15 S

1« ctilWf

/^AAib all yii |B>iiD

MrMOlii0/2 ^<P9>«S

•oo

too

vmai3s»^QOOSl̂l'l̂cmficni

iwsw ■ ■ i>r

:kE
"vmiiaiPSrtO

•siknm

9oa

J«i6 rOO

TioosToJz^it«ms ' »05'

aav^A'S

VIUVT«fia«^3n

>H5

OS

L(Xfsi>an̂

K»

m-j

co-j

«t»

.54 <?/?!/

O ft)/
iJStwnS 5CO:

Tia^wisBifjin Q lOSirOitf
JmkonTZ,

t PiPO

Mwtaiij

wmaii^

wnuil#

*«s

JXK?

}

i ^ i crs

I.«

1.03

ICQ

llOe ■« fSw impnrn

1o»i|S ino uBfS M'uis

IOCS AiUXLtSiSQ 0555^0

I. Auoiuajeo ^©>1 jaags l"0 "Bis PJBQ iJeuis
d ixjpuaddv

91-02 '62 JaqoieAON 'AepuoiAjiduos AUOLU9J0O Ae>i OBSSNQ



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

Smart Card Sign Out Sh«et

V r i * n ; ; i : i '

iij' j / ■■ ■ ' M c : ^ ■ A > . - l
: . o ! . u » I t i ' - V . W » : ; . ' W a » w

r-.r<-,i U* ' '1*1
' / ,
m

- i > U » i A ,♦ ^ Y A ,

0 : ^ 3

jA**V ■■' "• ■ * - " . w - • l

• - > i ' . . VA 5 i ! ^ ?

.^Tr»r WA»r.-

_ - : , U i - ; - r ' 4

.'.ST', U«»V 9-i

■ X - '

pj^zo V?VJ

- C

- C o h
. r o - 2 -

Pjtae 25 a< 3?
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D N S S E C K e y C e r e m o n y S c r i p t M o n d a y , N o v e m b e r 2 3 , 2 0 1 5

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Ceremony Script Monday, June 20,2011

Smart Card Sign Out Sheet
C O # Card Type T E B # P r i n t e d N a m e Signature D a t e T i m e E W

G D I OP 1 of 7 C t c o A c c i m i A K i / r /
61- 'SIo i e v e r C L U M A N

= >
" 6 / 2 0 / 11

0 0 3 O P 3 o f 7 'O. K i m D AV I E S 6 / 2 0 / 11 0 7 5 1 K
0 0 4 O P 4 o f 7

■ Jonny MARTIN
6 / 2 0 / 11

C 0 6 ^ OP 6 of 7 D M C fi o o n S a t 6 / 2 0 / 11 c n - s ^ / C
0 0 7 OP 7 of 7 6' i G a u r a b U P A D H A Y A 6 / 2 0 / 11 olCftJ

^ f O C ( - ~ 0 5 ;

^ 1 ' ^ 4
3 : A

C O H ' P i I

C O P

Packet Clearing House
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: I
Smart Card Sign Out Sheet from Key Ceremony 4

D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , J a n u a r y 2 0 , 2 0 1 2

R e - P a c k a g e O P C a r d s
s t e p A c t i v i t y I n i t i a l T i m e ( U T C )

60 1CA places each OP card with instruction slip in its own I j
new TEB and records the number in the smart card sign I / /
1 o u t s h e e t b e l o w . ' f 7s .'f3

R e - D i s t r i b u t i o n o f C a r d s

S t e p A c t i v i t y I n i t i a l Time (UTC)

61 CA cal ls each CO to return their smartcards. As each
CO receives and inspects their cards, they fill out the

: sign out sheet below and EW initials their entry.
Note new outer bags in sheet below. 7/ •? s'.r/

Smart Card Sign Out Sheet

c o n C a r d Ty p e T E B # P r i n t e d N a m e S i g n a t u r e D a t e T i m e E W

C 0 2 O P 2 o f 7 M i c h a e l S I N A T R A 1 / 2 0 / 1 2

i COS S O 2 o f 7 fi ^ i c h a e i S I N A T R A

A •

1 / 3 3 / 1 2

1 004
j

O P 4 o f 7 ^ Jonny MARTIN ̂
1 / 2 0 / 1 2

C 0 4 S O 4 o f 7 Jenny MARTIN
1

1 / 2 0 / 1 2

1
C O S O P 5 O f 7 A l l zo^ j ] Stephan SOMOGYU 1 / 2 0 / 1 2 2 o - « V >

C O S ,50 -5 017
< 3 ^

Stephan SOMOGYI 1/20/12 ; i

P a c k e t C l e a r i n g H o u s e P a g e 1 0 o f 2 0

Packet Clearing House Page 29 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremony Script

Smart Card Sign Out Sheet

Friday, April 27, 2012

CO# Caid Type

COl OP 1 of 7

COff^ of 7

0 0 3

3 / | 2 r ^ 7_ k l M

oP3of7 if\3ll2J2C

P r i n l t K l N a m e

Steve FELDMAN

Steve FELDMAN

K t m D A V I E S

4 / 2 7 / 1 2

4 / 2 7 / 1 2

4 / 2 7 / 1 2

0 0 3 I/IT//2x72. K i m D A V I E S

C 0 4 OP 4 of 7

7

4 / 2 7 / 1 2

/a. t i i2fAj>' Jonny MAPTIN 4 / 2 7 / 1 2

C 0 4 Jonny MARTIN 4 / 2 7 / 1 2

Sign-Out on Participant Signature Sheet

1 Slep Activity In i t ia l Time (UTC)

6 0 All participants leave the Key Management Facility,
sign the Participant Signature Sheet, and note their
ex i t t ime .

6 1 CA reviews EVt^T^ript and signs it.

OA Sianature^-~vit>|-'~"^ ^ t
Sign Out of Facility
Step Activity In i t ia l Time (UTC)

6 2 FO returns phones, laptops, and other Items to
participants and logs their exit times Participants are
now free to depart. -// ?;r3

— f - i

Stop Audio-Visual Recording
Step Activity I n i t i a l Time (UTC)

6 3 SA stops audio and video recording.
i r X ]

Packet Clearing House Page 11 of 24
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

DNSSEC Key Ceremony Script

Re-Dis t r ibu t ion o f Cards

Wednesday May 30, 2012

1 Step A c t i v i t y I n i t i a l t ime (UTCl

1 63 CA calls each CO to return their smartcards As
each GO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their
entry Note new outer bags in sheet below

1

Smart Card Sign Out Sheet
C O # C - o r J T y p t t T F B # P r t n f t M J N a m * ? SiQrwituro rJaT«> I iini^ t W 1

cot OP 1 ol 7 i u'lg'j jSteveFELDMAN 6/30/12 If.// t
o » / h " ' 1coisotoiy SjfilPS 2.h feldmani 6 ^ 1 2 W l A

C02|OP2ot7 J ̂ Ul/y i AS iMicnaei SINATRA 5 / 3 0 / 1 2 i p ^1CO?SO?ot7 ̂ jO iMcnaei SINATRA IIAAOID.^ 5 / 3 0 / 1 2 fi x
COAOP4ot7 ID 5l-'i Jonny MARTIN ,5/30/12 /̂ 7<f

- l o n n y m a r t i n ' S / 3 0 / 1 2 /f;/? Y

Packet Clearing House Page 12ot 27
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D N S S E C K e y C e r e m o n y S c r i p t M o n d a y . N o v e m b e r 2 3 , 2 0 1 5

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , J u l y 2 7 , 2 0 1 2

R e - D i s t r i b u t i o n o f C a r d s

Step Act iv i ty i n i t i a l Time lUTC)

6 7 OA cal ls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their
entry. Note new outer bags in sheet below. 7 ^ : 2 0

Smart Card Sign Out Sheet

c o t C a r d T y p e T E B # P n n t e d N a m e Signatuie D a l e T u n e E W

C O 1 O P t O t 7 S t e v e F E L D M A N 7 / 2 7 / 1 2 1
C O l

/

© o W r - n j T T- ! S t e v e F E L D M A N r I W W l

C 0 4 Jonny MARTiN | ̂  ̂ 7 / 2 7 / 1 2 IMI .i i
C 0 4 .

r

OUlcr t 4 o l ' j « w 4 e -

C 0 6 O P 5 0 . 7 Steptian SOMOGYI <̂ 5̂̂ 7 / 2 7 / 1 2

C O S

1
'

Uullil D Uf / 1""
j

!

Itepdail bUMUlSri \ 7 / 2 7 / 1 2
y /

P a c k e t C l e a r i n g H o u s e P a g e 1 2 o f 2 8

P a c k e t C l e a r i n g H o u s e P a g e 3 2 o f 4 0



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , D e c e m b e r 1 4 . 2 0 1 2

Re-Package OP Cards

s t e p Act iv i ty I n i t i a l Time (UTC)

6 5 The CA places each OP card with pre-printed
warning slip in its own new TEB and seals TEB,
hands the EW the tear-off strip from the TEB to
r e c o r d . i f 10,'

Re-D is t r ibu t ion o f Cards

s t e p A c t i v i t y I n i t i a l Time (UTC)

6 6 The CA calls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and the EW initials their
entry.

1
f

Smart Card Sign Out Sheet
Z 0 9 C a r d T y p e T E B # P r i m e d N a m e S i g n a t u r e D a t e T i m e E W

1

C 0 1

t

OP 1 OT 7 2 S* HlO S FELDMAN 1 2 / 1 4 / 1 2 204 S 1
C 0 2 O P 2 o i 7 M i c h a e l S I N A T R A 1 2 / 1 4 / 1 2

C 0 4 O P 4 0 t 7 D S O i Jonny MARTIN 1 a / 1 4 / 1 2

! i

I

P a c k e t C l e a r i n g H o u s e P a g e 1 3 o f 3 0
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

ONSSEC Key Cerarxjny Scrip!

Re-DiStribution of Cards

Thorsday, Soptember 1?. a>!3

Activrty

63 OA calls eacb CO to retrie'.fe ihair smartcards As
each CO receives and nspects their cards, they
verity, date and sign the eWs copy ol the sign butsheet below and EW initials their entry

Time (UTC)

H! t
Smart Card Sign Out Sheet
C O # C a r d T y p e T E B * P u n t e d N a m e S<3nat«i<» D o T e T i m e E W

jcci OP 1 ol ,!• Ij J O^Q 2_
,

CO?!Of 2ul7 MKThfi^ ' S INATRA

;o3|ar.3of,' C A V I f c S 9 n 2 - ! 3

Sign-Out on Participant Signature Sneet
s t e p Act iv i ty t n l l u i Tim# (irrc)

1 64 All participants leave the Key Management Facmty,
sign the Participant Signature Snoet. and note their
e x i t t i m e . i

6 5 CA reviews EWs script and stgps it,

|CA Signature 1} t 2 ' % S

Sign Out of Facility
Step Activity I n i l t e i Tim# (POT)

1 66 FO returns phones, laptops, and other items to !
participants and logs their exit times. Partioparrts
return wlentification vests to the FO Participants are i
now free to depart.

! /
' k - • i

Stop Audio-Visual Recording
step A c t i v i t y i n i t i a l T i m e ( P O r i

6 7 SA stops audio and vid^o re<xjrding. i
— i 11 i Hi 00.^

Packe; Cleanng House
Page 12D! 29
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: O
Smart Card Sign Out Sheet from Key Ceremony 9

D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , J a n u a r y 1 0 . 2 0 1 4

Re-Package OP Cards

Step A c t i v i t y i n i t i a l Time (UTC)

3 5 CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-on strip to the EW.

4 It 5

Re-Distribution of Cards

Step Activ i ty I n i t i a l Time (UTC)

3 6 CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry. 4 m i

7

Smart Card Sign Out Sheet

c o t Card Type T E B # P r i n t o d N a m e Sig feature D a t e T i m e E W

C 0 1
1

OP 1 Of 7 Steve FELDMAN 1 / 1 0 / 1 4 t
C O S OP 2 Of 7 Michael SINATRA 1 / 1 0 / 1 4

%
m i

C O S OP 5 of 7 I S t e p n a n S O M O G Y t a — ' 1 / 1 0 / 1 4 \ i V 1/
Optionally leave facility

step A c t i v i t y I n i t i a l T i m e ( U T C )

3 7 Optionally, all participants can now leave the room if 1
the room is closed and sealed until everyone's |
r e t u r n .

â /a

P a c k e t C l e a r i n g H o u s e P a g e 8 o f 3 1
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D N S S E C K e y C e r e m o n y S c r i p t M o n d a y , N o v e m b e r 2 3 , 2 0 1 5

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

DNSSEC Key Ceremony Script Wednesday. March 26. 2014

Re-Package OP Cards

35 'CA places each OP card with pre-printed warning |
slip In Its own new TEB and records the TEB # In the ■
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
t e a r - o f f s t r i p t o t h e E W j

o t H V

Re-D ls t r i bu t l on o f Ca rds

36 iCA calls each CO to retrieve their smartcards. As
each GO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

C 0 3 O P 3 o t 7 J a a p A K K E R H U I 5 ^

C 0 6 ! O P 6 o f 7 L I M C h o o n S 3 '

; C07 ; OP 7 o< 7 Gdufao UPADHAYA \ o T l A

D a t e T i r o a E W

3 . ' 2 b ; i 4

Optionally leave facility

37 : Optionally, all participants can now leave the room If
the room Is closed and sealed until everyone's
r e t u r n .

Packet Clearing House Page 8 of 31
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremony Script Friday, December 12, 2014

Re-Package OP Cards

1 A c t i v i t y I n i t i a l Time (UTC)

3 6 CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in theEW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW. - / / /7,y;

Re-Distribution of Cards

s t e p Act iv i ty I n i t i a l Time (UTC)

3 7 CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry. i

Smart Card Sign Out Sheet
C O f f Card Typo T E B # P r i n t e d N a m e S i g n a t u r e D a t e T i m e E W

C 0 1 OP 1 of 7 S t e v e F E L D M A N 1 2 / 1 2 / 1 4 i i n i
C 0 2 OP 2 of 7 Michae l S INATRA 1 2 / 1 2 / 1 4 1
C 0 4 OP 4 of 7 E r i c A L L M A N 1 2 / 1 2 / 1 4 M . ' / t i
Optionally leave facility
s t e p Act iv i ty I n i t i a l Time (UTC)

3 8 Optionally, all participants can now leave the room ifthe room is closed and sealed until everyone's
r e t u r n . _ J L
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Appendix: R
Smart Card Sign Out Sheet from Key Ceremony 12

DNSSEC Key Ceremony Script

Re-Package OP Cards

Monday, February 9, 2015

Step A c t i v i t y I n i t i a l Time (UTC)

3 5 OA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EWs copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW. m - i

Re-Dist r ibut ion of Cards

s t e p A c t i v i t y i n i t i a l Time (UTC)

3 6 O A c a l l s e a c h C O t o r e t r i e v e t h e i r s m a r t c a r d s . A s
each CO receives and Inspects their cards, they
verify, date and sign the EWs copy of the sign out
sheet below and EW initials their entry. 01'^\

Smart Card Sign Out Sheet

CO# Card Type

0 0 3 OP 3 of 7 Kim DAVIES ̂ 2 / 9 / 1 5 0747
0 0 6 O P S o f ? m i L E E H a n - C h u a n 2 / 9 / 1 5 074-7 >
0 0 7 O P 7 o f 7 G a u t a b U PA D H AYA 2 / 9 / 1 5

Optionally leave facility

Step A c t i v i t y I n i t i a l Time (UTO)

3 7 Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
r e t u r n .

Packet Clearing House Page 10 of 37

Packet Clearing House Page 38 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: S
Smart Card Sign Out Sheet from Key Ceremony 13

P a c k e t C l e a r i n g H o u s e P a g e 3 9 o f 4 0
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Appendix: T
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday, July 27, 2012

4 '

1 6

1 7

2 1

CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone;

d a t e

If the timezone is not set to UTC;

c d / e t c /

r m l o c a l t i m e

I n - s / u s r / s h a r e / z o n e i n f o / U T C l o c a l t i m e

Set time to match the wall clock:

d a t e m m d d H H M M Y Y Y Y

Verify:

d a t e

1 8

1 9

2 0

CA opens a terminal window.

CA ca lcu la tes sha256 checksum o f the boot -DVD.
CA may proceed with additional steps while this
process completes. When the checksum is
complete, CA reads it aloud, four digits at a time.

s h a Z S S s u m / d e v / c d r o m

EW records the sixty-four digit boot-DVD checksum

l D £ r > l f 9 c ^ C _ 0 £ f / '
fds? / j y iB g /26

3/?^ / !?£ / 38 /1?
B > 9 c < f 2 / i y / ^ f £ ? c
other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 1,
reproduced for convenience in the appendices of
th i s documen t .

CA connects USB hub to laptop.

C A r e m o v e s H S M F D K S K - H S M - 0 1 B - S J C f r o m T E B
and plugs Into a free USB slot on the laptop; waits
for 0/S to recognize the FD. CA lets participants
view contents o f HSMFD then c loses FD window.

n : n

n : v >

i : ^ t

/7.-3y

/ ? . ^ i

\ 1 : 2 1
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