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DNSSEC Key Ceremony Script

Monday, November 23, 201

Sign In to Facility

Activity

FO has all participants sign in on Facility Sign-In
Sheet before entering the Key Management Facility.

Initial

Time (PST)

2 |FO reviews emergency evacuation procedures and
other relevant information with participants.

3 |FO collects and stores participants' cell phones and
computers outside the Key Management Facility.

Cameras and other recording devices are permitted
in the Key Management Facility.

SC may retain and use a computer during the
ceremony.

4 |FO verifies the functioning of audio and video
recording.

Enter the Key Management Facility

Step Activity

5 |As the participants enter the Key Management
Facility, the EW verifies the identity of each by
examining a government-issued photo identification,
notes the type and number of each piece of
identification, and the participant’s entry time on the
Participant Signature Sheet.

Participants should not sign the sheet until the end
of the ceremony.

As the participants are identified each is issued an
identification vest.

Initial

Time (PST)

997
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Ground Rules

Activity Initial Time (PST)

6 |CA previews ground rules and break procedures
with participants.

- We follow the script step by step.

- Each step is read aloud by CA prior to its
performance.

- Upon the completion of each step, its completion
and the time of completion are announced for the
record, and the EW records the completion time and
initials his copy of the script.

t
- If any participant notices a problem or believes that 7 77
an error has occurred, that participant should
interrupt immediately, and the participants should
agree upon a resolution prior to proceeding.

- Any significant discrepancies or deviations from the
script will be recorded by the EW on the provided
Exception Sheets.

- Questions and suggestions for improvement are
welcome at any time, will be incorporated into the
record, and contribute to the quality of this and future
ceremonies.
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Verify Time and Date

Step Activity Initial Time (PST)

7 |EW reads aloud and records the date
(month/day/year) and time (UTC) using an NTP-
synchronized clock visible to all. Participants verify
that the time is correct. .
TH

Date: I//Z'}/Zo/f
Time: [7"47 /

While this and previous steps are recorded using
local time, subsequent steps and any associated
logs follow this common source of time and are
recorded in UTC.

Verify UPS

Step Activity Initial Time (UTC)

8 |If there is a UPS (uninterruptible power supply), then

- CA verifies that the UPS is connected to and 7: j
receiving power from the electric grid and that it is / ‘ L/
charged.

- CA verifies that the audio recorder is receiving
power from the UPS.
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Remove Equipment from Safe

Activity Initial Time (UTC)

SC opens the safe and records this action as an
entry in the safe’s log sheet.

[2%7

10 |SC collects the following items from the safe:
- KSK-HSM-01B-SJC HSM
- boot-DVD

- laptop

...and any other items that may be required,
indicating removal of each with any applicable TEB ;
or serial numbers in the safe’s log sheet. SC also / 7 j S
provides any necessary power supplies and cables.
Equipment is placed on the work surface visible to
all partipants.

If the immediately preceeding key ceremony was
also held in this same facility, the HSMFD is also
collected from the safe. If the preceeding key
ceremony was performed in a different facility, any
HSMFD from the preceeding key ceremony may be
used, provided it's still in its TEB and the TEB
number and integrity are verified.

11 |CA reads out KSK-HSM-01B-SJC HSM TEB and
serial numbers while EW checks that they match

those recorded in the script from the most recent key

ceremony performed at this site. _% % ﬂ «-/ ¢ D/L}
TEB# A4128457

Serial# K1011066

12 |CA reads out boot-DVD, laptop, and HSMFD TEB
numbers while EW checks that they match those
recorded in the script from the most recent key

ceremony performed at this site.

DVD TEB# A28410717
Laptop TEB# A4128458

HSMFD TEB#
}217.5’5/07/8’
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Collect OP Cards

Step Activity Initial Time (UTC)

13 |CA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
most recent ceremony each participated in,
reproduced for convenience in the appendices of y

this document. Different COs may appear on / g /O
different pages. Note any discrepancies. CA places

the OP cards in plain view on the work surface,
removing cards from TEBs, discarding used TEBs
but saving warning slips for reuse.

Set Up Laptop

Step Activity Initial Time (UTC)

14 |CA removes the boot-DVD and laptop from their
TEBs, showing participants that the laptop contains
no boot devices.

surface, connects laptop power to the UPS. Any
external monitor or projector may be powered from
either the grid (or the UPS if it’s large enough).

CA places the boot-DVD and the laptop on the work .
‘7/ | %19

Power the laptop on, booting it from the DVD.

During the boot process, make sure the output on

the laptop screen is also visible on any external

monitor or projector.

Booting from the DVD may generate warnings of

kernel crash, which can be ignored if it continues to
boot.

15 |CA logs in as root. u77// /g,z/
16 |CA opens a terminal window. % / / 5/" 2|
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DNSSEC Key Ceremony Script

Monday, November 23, 2015

17

CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:

date

If the timezone is not set to UTC:

cd /etc/

rm localtime

ln -s /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verify:

date

e

18

CA disables screen saver by typing

xset s off

(while sleep 1800;do xset -dpms;done&)
Then closes the window by typing

exit

Now, using the GUI menu, in

“System” -> “Preferences” -> “Screensaver”

uncheck “activate screen saver when computer is
idle”

Click “Close”. In

“System” -> “Preferences” -> “More Preferences” ->
“Power Management”

Ensure both sliders in “Running on AC” are set to
“never”.

Click “Close”.

. lgjz(a

19

CA opens a terminal window, which we will refer to
as the “checksum window”. In this window the CA
starts the calculation of the sha256 checksum of the
boot-DVD. This calculation takes about 9 minutes to
complete and the results will be verified in a later
step; this step is considered complete as soon as
the command is issued.

sha256sum /dev/cdrom

/A
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DNSSEC Key Ceremony Script

Monday, November 23, 2015

20

CA connects USB hub to laptop.

7/

[8:27

21 |CA removes HSMFD from its TEB, connects it to the 4
laptop, and waits for operating system to recognize P
the FD. CA lets participants view contents of / X S E
HSMFD then closes FD window.
Start Logging Terminal Session
Step Activity Initial Time (UTC)

22

CA opens a new terminal window, which we will
refer to as the “command window”. In this window
the CA will change the default directory to the
HSMFD and start capture of terminal output to a file:

cd /media/HSMFD

script script—20151123.log

7

/833

Step
23

Start Logging HSM Output

Activity

CA inspects the HSM TEB for evidence of tampering
and removes the HSM from its TEB; discards the
TEB and connects the ttyUSBO null modem serial
adaptor and cable.

Initial

Y.

Time (UTC)

18134

24

CA connects the ttyUSBO null modem serial adaptor
and cable to the laptop, completing the serial
connection between laptop and HSM.

7

|8:35

25

CA opens a new terminal window, which we will
refer to as the “ttyaudit window”. In this window the
CA will start logging HSM serial output by executing

cd /media/HSMFD
ttyaudit /dev/ttyUSBO
Note: Do not unplug USB serial port adaptor from

the laptop until instructed, as this causes logging to
stop.

7/

8:36
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Verify DVD checksum
Step Activity Initial - Time (UTC)
26 |In the “checksum window” CA uses the “hexread”
program to have the sha256 checksum of the boot-

DVD read aloud by the laptop.

./hexread

CA will paste the checksum into the “hexread”
program at the appropriate prompt.

If the “hexread” program fails, CA will read the
checksum aloud, four digits at a time.

EW verifies that the checksum of the boot-DVD is: l g,, </0
7DE4 31F9 C33D DFEF

9089 AB56 13A3 8126

708A 3AC1 A784 38A7

B9C9 2A4F 52A1 F87C

Participants may compare this with the boot-DVD
checksum calculated during Key Ceremony 6,
reproduced for convenience in the appendices of
this document.

CA closes the terminal window by typing

exit

Connecting offline HSM (KSK-HSM-01B-SJC)
Activity Initial Time (UTC)
CA connects UPS power to the HSM. Status

information will appear in the “ttyaudit window” and "
the “Ready” LED on the will HSM blink. After its self- / ? 6//

test the HSM will display the text “Set Online”
indicating that the HSM is in the initialized state and
the “Ready” LED will be off.
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Activate HSM
Step Activity Initial Time (UTC)

28 |CA sets the HSM online using the “Set Online” menu
item and three of the OP cards. The “Ready” LED
should illuminate.

Use OP cards 1, 4 and 7, and PIN 11223344. \7 /5 r?{?‘
{

Note that the HSM will always refer to cards 1, 2 and
3, regardless of our numbering.

29 |CA connects Ethernet cable between laptop and
HSM and tests network connectivity between laptop
and HSM by entering

‘
ping 192.168.0.2 /y/ (/é

in the “command window” and looking for responses.
Press Citrl-C to stop the ping program.

30 |CA inserts the flash drive labeled “SCRIPTS” into a

free USB slot and waits for operating system to (
recognize the FD. When the new window for the / g ; q 8
mounted device appears, close that window.

31 |CA copies the compressed scripts from the drive
labeled “SCRIPTS” and calculates the checksum of

the tar file. / X rSD
4

ls /media/SCRIPTS

cp -p /media/SCRIPTS/scripts-
20151123.tar.gz .

sha256sum scripts-20151123.tar.gz
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Start generating Keys and Keybundles

Step Activity Initial Time (UTC)

32 |CA copies the shell scripts that will generate new
keys and bundles by executing:

tar -xzvof scripts-20151123.tar.gz
cp -p makeallhsmfiles /opt/dccom

cp -p exkey /opt/dccom

cp -p keybundle-generate.20141212 CSiE?
/opt/dccom /

mkdir /tmp/pch
cp -p 20151123.kc_script_gen.out /tmp/pch

cp -p /opt/dnssec/aep.hsmconfig /tmp/pch

33 |CA copies the encrypted ZSKs by executing:

cd /tmp/pch ; IC{/' /(0

makeallhsmfiles

34 |CA starts key and signature generation by
executing:

keybundle-generate.20141212 <
20151123.kc_script_gen.out ' C1'[ 8
/

The data file contains a line for each zone for which
ZSKs will be rolled or generated. The process of
generating ZSKs and KSKs and creating keybundles
(KSK signed DNSKEY RRsets) will take some time.
KSKs and ZSKs will automatically be received by the
laptop in encrypted form and deleted from HSM as
each zone is completed. The keys are stored in
Afmp, which is a memory based file system.

this step is considered complete as soon as the
command is issued.
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Re-Package OP Cards

Step Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and reads the TEB number
aloud. The EW records each TEB number in the / ? ' 37
'

smart card sign out sheet in his copy of the script,
reading it aloud for verification and taking the TEB
tear-off strip for his records.

Re-Distribution of Cards

Activity Time (UTC)

36 |CA calls each CO to retrieve their smart cards. As
each CO receives and inspects their cards, they
verify, date and sign the EW’s copy of the sign out
sheet and the EW initials each entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Date Time

CO1|OP10t7 (A28 (074 |Steve FELDMAN Zég 11/23/15 /”’3?

CO4i0P40t7 | A2FL(07 b 3 Eric ALLMAN ™ |11/23/15
Y956
CO7|OP70f7 | A 23’4//0 72 _ |Gaurab UPADHAYA H1/23/15 ‘q’g, 3 7

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone’s
return.
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Pack and store Keys and Keybundles

Step Activity Initial Time (UTC)
38 |CA waits for key generation script to complete. / “
g p / 22508
39 [CA generates the archive destined for the signing
HSMs by executing:

tar -cvzf /media/HSMFD/20151123.kb.tar.gz
zsk*.hsm *.keybundle.tar.gz
*.keybundle.tar.gz.sha256 2> errors

>4
The redirection of stderr to the “errors” file is to }D ;9 5
capture any error messages which may result. This
file should be empty, and if so, should be deleted:
cat errors
rm errors
40 |CA archives all results including encrypted KSKs for
future use by executing:
tar -cvzf
/media/HSMFD/20151123.session.tar.gz . 2> (5
errors ;ZCDI

cat errors

Irm errors

41 |CA creates a snapshot of any changes to DB files by

executing:
cd /media/HSMFD \7 25 00

tar -czf 20151123.KSK-HSM-01B-
SJC.db.tar.gz *.db

42 |CA calculates checksums of all files on the HSMFD:

find . -type f -print0 | xargs -0 -n 50

sha256sum 2{ 5 b»—(

If that command fails, the following will suffice ’
instead:

sha256sum *
Finally, to keep an eye on available space, execute:

df -h
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43 |CA deletes the files on the SCRIPTS FD and
unmounts by executing:

rm —rf /media/SCRIPTS/* 2/ ,lﬁcs/

umount /media/SCRIPTS

and removes the SCRIPTS FD for reuse.

Return HSM to a Tamper Evident Bag

Step Activity Initial Time (UTC)
44 |CA presses the RESTART button on the HSM and

waits for the self-test to complete. CA then /

disconnects the HSM from power and laptop (serial Z( 4 0 g

and Ethernet), placing the HSM into a new TEB and /
sealing it. / /

45 [CA reads out TEB number and HSM serial number
and allows participants to verify them while the EW F {
records the TEB and HSM serial numbers here:

; O
TEB# A4I28960 21.07
HSM Serial#: K10/(066

Stop Recording Serial Port Activity

Activity Initial Time (UTC)

46 |CA terminates HSM serial output capture by
disconnecting the USB serial adaptor from the
laptop. CA then exits out of the “ttyaudit window”.

exit

Display HSM Flash Drive Contents

Activity

47 |CA displays contents of HSMFD by executing: 7/

ls -ltr
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DNSSEC Key Ceremony Script

Stop Logging Terminal Output

Activity

CA stops logging terminal output by typing “exit” in
the “command window”:

exit

Monday, November 23, 2015

Initial

Time (UTC)

49

CA calculates sha256 checksum of the logfile by
executing:

sha256sum script-20151123.1og

CA may use the “hexread” program to read the hash
of the checksum, or read it aloud.

EW records the sixty-four digit hash:

AT [22F 1544 18IS~
3386 F28] £59¢ OIFD
P326 8156 3[4 840
SESL SEI? A2 3)CA

Step
50

Backup HSM Flash Drive Contents

Activity

CA plugs a blank FD labeled “HSMFD” into the
laptop waits for it to be recognized by the operating
system as HSMFD_ and copies the contents of the
HSMFD to the blank drive by executing:

cp -Rp * /media/HSMFD_

CA then unmounts new FD using

umount /media/HSMFD_

CA then removes HSMFD_ from the laptop and
places it a new TEB and seals; reads out TEB

number and shows item to participants while the EW
records the TEB number here:

TEB A234(0738

This copy will later be stored in the on-site audit
bundle.

Initial

Time (UTC)

21:(7
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DNSSEC Key Ceremony Script

Monday, November 23, 2015

51 |CA performs this activity a second time to create a
second copy.
TEB# A2841(0739
This copy will later be stored in the off-site audit / AR
bundle.
52 |CA performs this activity a third time to create a third
copy.
TEB# A 28410749 Z/ 27
This copy will later be stored in the EW audit bundle.
53 |CA performs this activity a fourth time to create a
fourth copy.
7 4 / 2{-
TEB# A 284/075Y 7 4
This copy will later be placed in the safe.
54 |CA performs this activity a fifth time to create a fifth
copy.
TEB# 4 29410755 ~1.28
This copy will later be sent to the other KSK
generating country.
55 |CA performs this activity a sixth time to create a

sixth copy.
TEB# A 28410750

This copy will later be CA’s copy. CA will later
upload the contents to the published archive.

/

Z/;Z?

Packet Clearing House
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DNSSEC Key Ceremony Script

Return HSMFD to a Tamper Evident Bag

Step
56

Activity

CA unmounts HSMFD by executing:
cd /tmp

then

umount /media/HSMFD

Monday, November 23, 2015

Initial

Time (UTC)

21:3®

CA removes HSMFD and places it in a new TEB and
seals; reads out TEB number and shows item to
participants.

EW records TEB # here.

TEB# A 284(0257

/

5135

Return Boot-DVD to a Tamper Evident Bag

Step
58

Activity
CA executes:
shutdown —h now

removes DVD and turns off laptop.

Initial

/

Time (UTC)

5 (52 ]

CA places boot-DVD in new TEB and seals; reads
out TEB number and shows item to participants.

EW records TEB number here:
TEB# A284/075¢

%

2(:31

Return Laptop to a Tamper Evident Bag

Step
60

Activity

CA disconnects power and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB number and shows item to
participants.

EW records TEB number here:
TEB# A4128Y¢1

Initial

Time (UTC)

2192
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Return Power Supplies, USB Hub, and Cables

Step Activity Initial Time (UTC)

61 |CA places HSM power supply and laptop power ,
supply, USB hub, serial cable, USB serial adapter,

power and networking cables in a bag. This need not

be a TEB as it is only used for convenience.

-l

62 |SC returns items to the safe. SC records return of
each item on the safe’s log with TEB number, name
of item, date, time, and signature with a second
participant initialing each entry.

- KSK-HSM-01B-SJC HSM

- laptop 2/ ’ y7
- original HSMFD above

- fourth HSMFD backup
-DVD

Power supplies and cables need not be stored in the
safe if space is constrained.

log sheet and returns the log sheet to the safe. SC

63 |SC records a closing action as an entry in the safe’s ‘f
closes safe. EW verifies that it is locked.

25T

Sign-Out on Participant Signature Sheet

Activity Initial Time (UTC)

64 |All participants leave the Key Management Facility,
and on the Participant Signature Sheet note their g B
exit time and sign. 7, ( 5

Stop Audio-Visual Recording
Activity Initial Time (PST)

65 |FO stops audio and video recording.
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Script review

Activity Initial Time (UTC)

66 |CA reviews EWs script and signs it:

. (4 . 2 56
CA Signature /}’ / -7

Sign Out of Facility

Activity Initial Time (PST)

67 |FO returns phones, computers, and any other items
to participants and logs their exit times on the facility :
sign-in sheet. Participants return identification vests 2/ S 7
to the FO. Participants are now free to depart. ‘
Copy and Store the Script
Step Activity Initial Time (PST)

68 |EW makes at least three color copies of his script:
one for the off-site audit bundle, one for the on-site
audit bundle, one for himself, copies for other
participants as requested, and delivers the original to

the SC. r
11S7)
The two audit bundles each contain:

- output of signer system - HSMFD

- copy of EWs key ceremony script

- audio-visual recording

- logs from the Facility Physical Access Control

- SC attestation (A.2 below)

- the EW attestation (A.1 below)

all in a TEB labeled “Key Ceremony 11/23/2015”,
dated and signed by EW and CA. One bundle will be
stored by the SC along with equipment. The second
bundle will be kept securely offsite.

The fifth copy of the HSMFD will be sent to the other
key signing facility.

CA retains any remaining materials (e.g. extra
HSMFD) for next key ceremony preparation and
analysis.
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Appendix A:
Key Ceremony Script Attestation
(by EW)

I hereby attest that the Key Ceremony was conducted in accordance with this script and

that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: OZC"V‘F ‘/ W \);VK/QW

Signature: 7 @

Date: ///23/2"”)
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CALIFORNIA ALL PURPOSE ACKNOWLEDGMENT CIVIL CODE § 1189

/

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

State of California

County of 5“” /qu'f‘eo )
| ' /?"‘3/2‘OIf before me, Ad}’/‘(/ W Jé/O/Q’J

HereInsert Name and Title of the Officer

Date .
personally appeared M// ///AM f: W00 &7160 C k

Name(s) of Signer(s)

who proved to me on the basis of satisfactory evidence to be the person(s) whose name(s) is/are
subscribed to the within instrument and acknowledged to me that he/she/they executed the same in
his/her/their authorized capacity(ies), and that by his/her/their signature(s) on the instrument the person(s),
or the entity upon behalf of which the person(s) acted, executed the instrument.

| certify under PENALTY OF PERJURY under the laws
of the State of California that the foregoing paragraph
is true and correct.

PO ) WITNESS my ha nd officjal seal.
= LARRYW JORDAN - :

Commission” # 2024037 '

Notary Public - California § Signature 2 .

~ San-Mateo Coungy = ; ;
My Comm: Exp:res Jun 7,2017, / Slgneature of Npjery Fublic

Place Notary Seal Above

OPTIONAL
Though this section is optional, completing this information can deter alteration of the document or
fraudulent reattachment of this form to an unintended document.

Description of Attached Document

Title or Type of Document: Document Date:

Number of Pages: Signer(s) Other Than Named Above:

Capacity(ies) Claimed by Signer(s)

Signer’s Name: Signer’s Name:

[0 Corporate Officer — Title(s): UJ Corporate Officer — Title(s):

U Partner — [OLimited [ General U Partner — [ Limited [ General

U Individual [J Attorney in Fact O Individual [J Attorney in Fact

[J Trustee [ Guardian or Conservator [ Trustee [J Guardian or Conservator
] Other: J Other:

Signer Is Representing: Signer Is Representing:
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Appendix B:
Access Control System Attestation
(by SC)

| have reviewed the physical access control system and not found any discrepancies or

anything else out of the ordinary.
Attached is the audited physical access log.

Printed Name: ch’ L\QOODCQCK
Signature: % Z ﬁ
7

Date: N0/ 23 2015
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Packet Clearing House
5728 Ruger Straet, Box 20920
The Presidicof San Francisco
San Francisco, California
04129-0920 USA
+1 415 831 3100 main
+1 415 831 3101 fax

1600 Shattuck Avenue
Facilities Sign-In Sheet

R | PemrROWLAND 5|1:%8 |1
CA2 |  Ashley JONES 5|42 Y0

EW |  Lanry JORDAN 51 9 yf (410
Co1 | Steve FELDMAN ey o et B 4320 |3l

co4 Eric ALLMAN 5| 4:22 (8755
CO7 | Gaurab UPADHAYA 5 [ 5 | e
sct | sitwoobcock || 5|9:32.11%-5/
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PCH DNSSEC Key Ceremony Entry/Exit Log

’ Enter‘ Exit ’ Initial ’

Bree W00 o A P o,
ﬂgé//@/ 6@9% )( H%p
Cheve Ceblr R < \{ o
Cran ya'bo L)(ym’%«m E 19 4
Lt ;4//ww J X [ #4)
/4/4//[;/ Jordlay A [74]
Bree L oavtes K 7q:&/
(Yo Celdan |2 205 |
foore ,4/L 201 2 20.5)
ZNN/ Tottor A 26578
fibley Fory X ol
Gauyab Lﬁ’%ﬂ(\j( X 20:C¢
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DNSSEC Key Ceremony 14

CA2 Ashley JONES
EW Larry JORDAN
CO1 Steve FELDMAN
CO4 Eric ALLMAN
co7 Gaurab UPADHAYA
SC1 Bill WOODCOCK

Packet Clearing House

Participant Signature Sheet

Monday, November 23, 2015

y—I—/ZS/ 15

# >

PASY |

11/23/15

(73

51 5

11/23/15

M

2t 5

11/23/15

(74

2=

11/23/15

(47

g\‘.SZ

11/23/15

(7:¢7

Tl

Page 1 of 1



DNSSEC Key Ceremony Script Monday, November 23, 2015

PCH DNSSEC Key Ceremony Script Exception Form
Step ‘ Activity ‘ Initial l Time

1 EW Describes exception and action here:

WE PI5IZAED 4T 512 3T /?25

TR E s A4S BP0 THE
gtzzacefsmrIE S FE 00T
ST S FD.

20 THFT VT CowTRNY

Ve 4
sl e ’ (/J/L/@Lf Wl 75

& o F7ENAME
(NcotPECTES =

vr

JE 0JfclcATED Vg s A SATTUES
) I THE N NATE

11237
N pateEa~ 195 A 17 E N

W SEBET THE “Frezmamzs'’ A2
W 2B NEW oS, AV JLA D THE
va) cofy, LAy N& THZ
OLify Wt cofF oV wt ODFIED.

2 EW notes date and time of key ceremony exception
and signs here:

7 | 17w
A7/

* End of DNSSEC Key Ceremony Script Exception *

I
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PCH DNSSEC Key Ceremony Script Exception Form

Activity

1 EW Describes exception and action here:

SC/'//]L /<f}/ 56"/fho/¢;v Z/

#/Y was 1w €rr00 Step
H1L ret TELH#A2 502,
el wras A/S/V)Fﬂw//y

HY wstced of [F/
HN28Y /071§

[§.6/

2 EW notes date and time of key ceremony exception
and signs here: ”
Signature:

Va4

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script

Appendix C:
Abbreviations Used in This Document
Roles

CA

Ceremony Administrator

Monday, November 23, 2015

EW External Witness

SC Security Controller

CO Crypto Officers

FO Facilities Officer

R Registry Representative

Other Abbreviation

TEB  Tamper Evident Bag
(MMF Industries, item #2362010N20 small or #2362011N20 large)

HSM Hardware Security Module

FD Flash Drive

AAK  Adapter Authorization Key

SMK Storage Master Key

oP Operator

SO Security Operator

Packet Clearing House
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix D:
Letter and Number Pronunciation

Character Call Sign Pronunciation

Alfa AL-FAH

Bravo BRAH-VOH
Charlie CHAR-LEE
Delta DELL-TAH
Echo ECK-OH
Foxtrot FOKS-TROT
Golf GOLF

Hotel HOH-TEL
India IN-DEE-AH
Juliet JEW-LEE-ETT

Kilo KEY-LOH
Lima LEE-MAH
Mike MIKE

Novemb NO-VEM-BER
er

Oscar  OSS-CAH
Papa PAH-PAH
Quebec KEH-BECK
Romeo ROW-ME-OH
Sierra SEE-AIR-RAH
Tango TANG-GO
Uniform YOU-NEE-FORM
Victor VIK-TAH
Whiskey WISS-KEY
Xray ECKS-RAY
Yankee YANG-KEY
Zulu Z00-LOO

N<XXsS<CHWIPQPUO ZErXC«—IOTMTMOUOD>»

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER
5 Five FIFE

6 Six SIX

7 Seven  SEV-EN
8 Eight AlT

9 Nine NIN-ER
0 Zero ZEE-RO

Packet Clearing House Page 24 of 40



DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: E
Card Distribution from Key Ceremony 1

DNSSEC Ky Cermmony Scnpt Tussgay Aprd 26, 201

Distribute Cards

| Bl w2 Bmisc number of personnel &1 s key
| ceremony, cands wil e distributed in groups that
| MIATTHRE Mudl-parsdd 209G reguitersents. A

i SLORAGUDTE Ky DBNETCRTY Wil NEISINDUle Cands B the |
| frad Poiders. Esch groug of cands shall be placed
| wngthae TED whiss fsmbaes e feconded Selow on

| S EWs scnpt

L1048 ;‘SQ;U,SDLDN %
Tene ALIOFTHTFE | -7// §139m,
o t0 GO, Stewe FELDMAN f g |

106 | SMKS 508 0P

reme ALIOFy 983 // 543/
f !

ars snbusted 1 OO, Stewve FELOWAN for
cofrvayanss o G045 Steptun SOMOGY!

108 | EMKZ, 502 OP2 /

eseATIOTYIRY —7/1’ g s,

@a o O0F, Mhaed SINATHA

107 | SMK3, 503, OF3 i Al
s A0 Y18Y 7 grsem

| G0 1o D00, Kim DAVIES

108 | SMIKE, 08 OPS

rens A 21079952 /ARGl
| are antrusted v OO3, G DAVIES. ke commyance B |
| ©O8. LEONG Kang Tha

| 108 | SMK 4 304 0P | 7

20 e COA, Jonny MARTIN

110 | SMK7?, BO7, OFT ] -
eme ALI0§HTE] {f g5

srn ardrusind b S04, Jonny MARTIN %o conveyance
o CO7. Gaurah UPADHAYA.

Packat Claanng Hause Fage 26 of 34
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: F
Smart Card Sign Out Sheet from Key Ceremony 1

ONSSEL ®ey Ceremany Sorgl Tuesday, Apri 28, 2011

Smart Card Sign Out Sheet

R2ICTTOLS | momrmion | Ze

| |cov|sore? 21095012 hihm‘j&‘,&—\ s 3y ¢ 1".2
e s w:uvﬁ.uaqs-ﬂ!{ S FELDMAN | Az 'h},ﬂ:
ooa | Rz Azfotl?fc,!gfwuﬂmm 4
| [ooe|wawr ﬂ}_.( I ?505-7%%5:%'&;

jCOs | DR so? mszj—g,‘@f Tarws. FELDAAN %l{: ;mn Df’"

- —

l COS | BOSoF 7 AP—IE‘ ?fﬁﬂd B TELIWANN M w3 50
e | s :A 1o a’Vﬁ"i Fawes FELDMRAN g E -t
SOl | CF gl T nllﬂ?‘f‘ifi Wi CbvES g T Eg

| ma;sefmr Azm;yqy;;; 'mnm; myn,‘ 55T |
._—-—‘C‘Ol Sh B P ﬂlfa 7?7’.{" Ko CAVE S . ' a{;
écc.v R rore A 2.19(1'?‘,7?.1’ Jarey WA " » .ﬁ/ [/ | fﬁ{f

\ ;cur 8OT? ‘rqsz?f?({ ey MARTI . I , | ewmm 855
. !:c:,- B 7 7 I‘q J..H:W {f}' Jorrry MARTIY J lw : e 5

_,a{l:mﬂsmmr HZ/E’?SRC‘F Wik SMATHA | nf“ ; k
G| OPyer? ﬂl}ﬂ?fm? e DHAER . ST g o2 _11/
: : , v/
| [confsa3er 03 g5y D) e s wamm e o f
__aom su-c:mféﬂu 0 g 50 0| = omces s oo -y
Gl 0 i 1V MG T2E,
J ;c&fsr}dar AL’Q ?55@3 Jaresg VAR . H mv«-vrgrsf f
AP [ mmear | p 210 Pspd =rmn [~ A ] — f 5V f

s
<
o

RS

g
RS

Pacim Clesanng Housa Pagn 30 of 34
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

NNEEET Ray Seacw - ——— e »
NNSREC Koy Ceramony Sorg Worciay May 10 200

Smart Card Sign Out Sheet

oW ¢

o PSR P — 77 =
N Al il TF 270 2 5 1 il TR & Al L/
W L AL Leqrdl et | Bk T oy

R gl haind N T A 1LY (R r:i‘&ruf;{,,

'“. 7 ; b ; V A S

k'\ ‘.‘_‘_‘_n’“ ‘ ST T L ﬂ;“lf?-{»‘“f?} a ey MAAST I Cpgz' 'ﬁl

1 S &b ! ¢ AARETEG SoN T

Rl T2 17 = O N T

t"\\'u‘ ‘f—__g_ﬁ T 'A’r?zy ‘_1{‘?23 mefucuocn (€ €y | 32" (o) [/
s 7 | LT T af

S LA

Jamrry WA 5 i
=
SR ¥, it TR
S M—
3 285 e P

o 4142 — (o

Paces? Clens o 1 e -
FACeAT Lsanng Hogse ;’JS‘I‘S L i
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Geremony Script Monday, June 20, 2011

Smart Card Sign Out Sheet

Card Type TEB # Printed Name Signature Date Time EW

CO#

Steve FELDMAN 6/20/11

81 5¢(

COt

OP10of 7

N \Grough n
CO3|0P3of7 |\ {420 VY| Kim DAVIES | 62011 | QTS| /\(
X

CO4|0P4at7 | IN\GY o] VL onmy MARTIN d W / 6/20/11 O’:q’?
CO6 |OP6Gof 7 P‘\G\louﬁ'\o LIM Choon Sai 4¢H] R 62011 |1 | N

corior7oi7 |\&) S} 69| Gaurab UPADHAYA % &0 (07.4g | A7
= pot

ENCYSING BAsS :
CO1: B erogRIs
03 A )a20 4’13
co 97 A\Ro4ge |
CO 61 Beno yR6Y
£o07: A1920436T

Packet Clearing House Page 10 of 17
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DNSSEC Key Ceremony Script

Appendix

Monday, November 23, 2015

Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script Friday, January 20, 2012

Re-Package OP Cards

Initial

Initial

Activity Time (UTC)

60 ' CA places each OP card with instruction slip in its own
| new TEB and records the number in the smart card sign
| out sheet below.

Re-Distribution of Cards

Activity

Time (UTC)

{ CA calls each CO to return their smartcards. As each
i | CO receives and inspects their cards, they fill out the
1 | sign out sheet below and EW initials their entry.

| Note new outer bags in sheet below.

i
{

Smart Card Sign Out Sheet

Card Type TEB # Printed Name Signature Date Time EW

:COZ OP20i7 \01G20¢qED | Mcnsel SINATRA S

éooz so02o017 17'20775'2 Michael SINATRA WM%‘.‘;&DJ’”"E 2o ¥

\cos|opaot7 A/yz 04/777 Jonny MARTIN A}(V(AJL"' 1120112 ?_049

o Wiy 2oggsglmmen [ AR = 27 ]

cos |OP5 0t 7 4/720 757 | stonan SOMOGYu:f%’,“/\/\' 12012 | e | T
a5

N e T = T 7

OSSP RAG

Packet Clearing House Page 10 of 20
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DNSSEC Key Ceremony Script

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremony Script Friday, Aprii 27, 2012

Smart Card Sign Out Sheet

co1 ‘ZP;; A | Q’ID‘HS{ Steve FELDMAN 4r7/12 (yuH /

g
co1 -30“1;,17 3” 2fé7 Steve FELDMAN gg — 412712 {3\17' /

cosjor 3;7 A 3 ” U[ C Kim DAVIES Wmmz IP 'lé éé
cos g%/é}r A 3] 28 7 2)ximoavies W/Zmnz /7/’/0‘ ?,/
—/
cosloP 4ot A 5 ” ZS'A)’ Jonny MARTIN t\'“ A },. arR712 '8:4’) /
cos %%E; ﬂ 3, ‘ Zg ‘1 3 | sonny MARTIN C\M/Q, o ez |84

Sign-Out on Participant Signature Sheet

60 |All participants leave the Key Management Facility, —
sign the Participant Signature Sheet, and note their g d SO
exit time. 1
61 |CA reviews s script and signs it. )/
\ . Y S-L
CA Signature™ <

“ T
Sign Out of Facility

participants and logs their exit times. Participants are
now free to depart.

63 |SA stops audio and video recording.

Packet Clearing House Page 11 of 24
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

DNSSEC Key Ceremony Script Wednesday, May 30, 2012

Re-Distribution of Cards

i 63 |CA calls each CO to return their smartcards. As

ieach CO receives and inspects their cards, they fill | . "f |
jout the sign out sheet below and EW initials their 4 i / q ‘
jentry. Note new outer bags in sheet below

Smart Card Sign Out Sheet

corjor 10| A28 Jogag [omerasm ~ e 1900
| ovir~ 1/ a8 ’
L;L)ugSO’mr ﬂzy‘; 108 2.6 | Steve FELOMAN j Ssone Iﬁ,(

™ , o >3 | > 7 /
Co2|0P 2017 ﬂLS"/IOqA‘ |Michasl SINATRA %M{aﬂ‘ﬂ 5/30/12 /?{/1_ .
loe Q(uf-v /

| Y20t 7 AQ?(//O {Lg Michael SINATRA UM€M,Q:2§\F." 2 /YA'IL
CQ« OP40t7 ﬂ 2,8‘{ JD8L7  Jonny MARTIN d/u/bQ/ . P /C{f{q
}:{34'90 40f7 A w‘{l DgZ} ng}nny MARTIN ; dtwj- 830412 !?:[?

SN N

Packet Clearing House Page 12 of 27
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

DNSSEC Key Ceremony Script Friday, July 27, 2012

Re-Distribution of Cards

67 |CA calls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their

entry. Note new outer bags in sheet below.

Smart Card Sign Out Sheet

OP10t7 A 28Y/0 8/& |steve FELDMAN k; 7712 0{5(

i 7 4 :
CO1 |GuterTOT7 T Steve FELOMAN —— TS

|
CO4|OP 40f 7 Al%7/08’7 Jonny MARTIN t\‘ M (e 10!9 ‘é,/
COMeumrToT7 | Oy A i e o e R
COS{0P 50f 7 'f/ S SOMOG ; ' %/'

o A 2% 05/7 tephan s =g 712 f2m\G y
A, 74

COS [Suter5rot 7] ST SOMOG Y 727/
Packet Clearing House Page 12 of 28
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceremony Script Friday, December 14, 2012

Re-Package OP Cards

Activity Initial Time (UTC)
65 |The CA piaces each OP card with pre-printed

warning slip in its own new TEB and seals TEB,
hands the EW the tear-off strip from the TEB to
record.

Re-Distribution of Cards

Activity Initial Time (UTC)

29:46

66 |The CA calls each CO to return their smartcards. As |
I each CO receives and inspects their cards, they fill | ——
! out the sign out sheet below and the EW initials their ;
| %
I

Smart Card Sign Out Sheet

Card Type Printed Name Signature

cot|op 107 ﬂ 294/08 O Steve FELDMAN %ﬂc 121412(9 9 §

CO2{0P 20t 7 Alg(/bgo Lf ;M'chaet SINATRA h‘_Q:‘Qag)E_xznmz 20%7/
OP4ot7 5/\1.8‘//0803 Jonny MARTIN Q)VIA,Q_ 12/1411220445 7/

(%)
O
8

Packet Clearing House Page 13 of 30
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

ONSSEC Key Ceramony Scrigt Thursday, September 12, 2013

Re-Distribution of Cards

63 |CA calls each CO to retrieve their smartcards. As y
| \each CO recewves and inspects their cards, they N <
verify, date and sign the EW's copy of the sign out
sheet below and EW intials their entry

o )
S
.

L o

\!

N

Smart Card Sign Out Sheet

{ |
COV0P 1 at?

ﬁ’?—rﬂf }08{}2_:‘:‘%-,& FELDMAN i A——

| | | i
jcozjorzotz 14 XU IDR0N ".l-r:rmw SINATRA M@:&—:mm 1
SO OP 3orT Al‘zq | Q%QG [Hen CAVIES W\' a2y

—

Sign-Out on Participant Signature Sheet

64 (All participants leave the Key Management Faciity, ‘ ! s |
' lsign the Participant Signature Sheat, and note ther | ~/ / 1, §3 |
jexit time. 1‘ | }

i : . ; —t |
| 65 CA reviews EWs scnpt and sigos it P / ; |
; (CA Signature ! Gt e N, { / j 122:%5

Sign Out of Facility

66 |FO returns phones, laptops, and other tems 1o

| participants and logs their exit times. Participants | e c S8
return wentification vests to the FO. Participants are // 3 { |
now free to depart. i

- S , foia L

Stop Audio-Visual Recording

SA stops audio and vides recording. (60
., | 4« / 2

Facke! Clearing House Fage 12 of 28
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: O
Smart Card Sign Out Sheet from Key Ceremony 9

DNSSEC Key Ceremony Script Friday, January 10, 2014

Re-Package OP Cards

w
7]
. -]

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below, |

reading it aloud for verification and giving the TEB | [
[tear-off strip to the EW.

Re-Distribution of Cards

Initial

36 |CA calls each CO to retrieve their smartcards. As .
each CO receives and inspects their cards, they §
verify, date and sign the EW's copy of the sign out ’ i ¥ 'l

isheet below and EW initials their entry.

7

CO# Card Type TEB # Printed Name Signature Date Time EW

CO1{0P 1017 ,1)_8‘”07’)4/ Steve FELDMAN 11014

cozlorzotr |ADE /0773 |Mchasi sinaTRA !‘“ g ‘:g:lmm
co5|0P50f7 A 2_3‘//0 77 2 siephan somoGyi ‘ﬁ,; = '

11014

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if |
i the room is closed and sealed until everyone's [\) A
return. |
I ]
Packet Clearing House Page 8 of 31
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Re-Package OP Cards

Activity Initial Time (UTC)

| 35 CA places each OP card with pre-printed warning |
slip in its own new TEB and records the TEB # in the |
EW's copy of the smart card sign out sheet below, | THYy
reading it aloud for verification and giving the TEB | /Q/ 4
tear-off strip to the EW

Re-Distribution of Cards

Step Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As
leach CO receives and inspects their cards, they .
|verify, date and sign the EW's copy of the sign out / ok« <
|sheet below and EQW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

cm[op 3ol7 | Jaap AKKERHUIS AP0 3

SO ST I (1

CO6{0OP 6O 7

A T/Y o1
e ad

CO7/0P70l7 | Gaurab UPADHAYA §A7_?u‘ o114 - 32614 s QY P

Optionally leave facility
Activity Initial Time (UTC)
37 ijOptionany. all participants can now leave the room if |

the room is closed and sealed until everyone's
return.

Page 8 of 31
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremony Script Friday, December 12, 2014

Re-Package OP Cards

Activity Initial Time (UTC)
36 |CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

37 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they

verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Date Time
CO1{OP 10f7 AZZ‘//O'I} L{ Steve FELDMAN %&b( 12112114 17"7
y
CO2{0P 20f7 A 237[/0 735 Michael SINATRA ¢ 12/12114 (q “K
CO4|0P 4 0f 7 Eric ALLMAN 2n214 ’
4 of A287//0736 ric EIM: 1 1 149:/% 7

Optionally leave facility

Activity Initial Time (UTC)

38 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return.

Packet Clearing House Page 9 of 35
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: R
Smart Card Sign Out Sheet from Key Ceremony 12

DNSSEC Key Ceremony Script Monday, February 9, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the

EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards
Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As

each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

CO3|0P30f7 A‘L%L{- 978 2 |kim DAVIES

2, N
CO8|OP 6 of 7 ﬂ 9\34'1 O% C}fEE Han-Chuan M( 2915 | ) FHF )(\,
CO7|0P 70f 7 Aaﬁ“bo e Gaurab UPADHAYA % 2/9/15 07‘13 N

Optionally leave facility

YN

37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's
return.

Packet Clearing House Page 10 of 37
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: S
Smart Card Sign Out Sheet from Key Ceremony 13

DNSSEC Key Ceremony Script Friday, September 25, 2015

Re-Package OP Cards

Activity initial Time (UTC)

35 |CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature

CO1{OP 10t7 AU‘“ D) Ly Steve FELDMAN .—-JC::‘W/S“S lQ,} 7
COsJ0P4atT | ) @ ¢ [ 72 §|ErcALIAN ,5(/%\_ orsns || 9:/4

cosiopsat7 | 8Y | 72, stephan SOMOGYI <; & }\ Jaun srsis | 9.1\

Optionally leave facility
Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's
return.

Packet Clearing House Page 10 of 38
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DNSSEC Key Ceremony Script Monday, November 23, 2015

Appendix: T
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday, July 27, 2012
16 |CA opens a terminal window. ‘ .
v/ NERT
17 |CA verifies the time zone, date, and time on the /
laptop and synchronizes it if necessary.
Display the current time and timezone: ﬂ
date

/%2

If the timezone is not set to UTC:

cd /etc/

rm localtime

ln -s /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verify:

date

18 |CA calculates sha256 checksum of the boot-DVD.
CA may proceed with additional steps while this
process completes. When the checksum is '3 7
complete, CA reads it aloud, four digits at a time. l -) .

sha256sum /dev/cdrom

19 |EW records the sixty-four digit boot-DVD checksum

1DEY 3F9 ¢330 DFLF
7089 ABSE [2A3 8126 193
2084 3Ac A28Y 3847 Y
B9cq 2R% s28/ F87C

J‘J Other participants may compare this with the boot-
,\-\3 7 DVD checksum calculated during Key Ceremony 1,
5 \? reproduced for convenience in the appendices of
s & this document.

5?&2\3" 20 |CA connects USB hub to laptop. ‘7} / 7 i )
QSE\/L\\/ 21 |CA removes HSMFD KSK-HSM-01B-SJC from TEB
\ AV 117: 29

and plugs into a free USB slot on the laptop; waits
for O/S 1o recognize the FD. CA lets participants
view contents of HSMFD then closes FD window.

Packet Clearing House Page 4 of 28
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