Packet Clearing House
5728 Ruger Street. Box 20020
The Presidio of San Francisco
San Francisco, California
04120-00920C USA
+1 415 831 3100 main
+1 415 831 3101 fax

DNSSEC Key Ceremony Script
Friday, September 25, 2015

Sign In to Facility PoT

Activity Initial Time (FST)

1 |FO has all participants sign in on Facility Sign-In

4
Sheet before entering the Key Management Facility. / 7
/ 7 74 p
2 |FO reviews emergency evacuation procedures and / ,
other relevant information with participants. / 7 9/ 7 i
3 |FO collects cell phones, laptops, etc. 4
Cameras are permitted in the Key Management , /D
Facility. 7 ) p
/N

SC is allowed to use his laptop.

4 |FO verifies the functioning of audio and video >
recording. (7% 5[§ D'A,q,
/

Enter the Key Management Facility ( Of

Step Activity Initial Time (FST)

5 |As the participants enter the Key Management

Facility, the EW verifies the identity of each by 7, 5'// 4
examining a government-issued photo identification, ‘ /f"‘
notes the type and number of each piece of

identification, and the participant's entry time on the %
Participant Signature Sheet.

Note that participants do not sign the sheet until the
end of the ceremony.

As the participants are identified, the identification
placards are distributed.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Ground Rules fer

Step Activity Initial Time (F3T)

6 |CA previews ground rules and break procedures
with participants.

- We follow the script step by step.
- Each step is read aloud by CA prior to it being

performed. ?’_ fg/
(

- When a step is complete, it is announced that it is
complete plus the time.

- If a participant disagree, it is important to speak up,
so everyone agrees that things are done properly.

- Questions and suggestions for improvement are
welcome.

Verify Time and Date / / //

Activity Initial Time (PST)

7 |EW reads aloud and records the date
(month/day/year) and time (UTC) using an NTP-

synchronized clock visible to all. Participants verify
that the time is correct.

Date: ?/Z,S’m,b
Time: /6 /S 5
This and all subsequent entries into this script and

any associated logs should follow this common
source of time.

Verify UPS

Step Activity Initial Time (UTC)

8 |If there is a UPS (uninterruptible power supply), then

- CA makes sure the UPS is connected to the % / 706

electric grid and that it is charged.

- CA also makes sure that the audio recorder is
plugged into the UPS.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Remove Equipment from Safe

Step Activity Initial Time (UTC)
9 |SC opens safe and makes entry in log sheet /

indicating opening of safe. 7 /7’0 Z.
10 [SC collects the following items from the safe:

- KSK-HSM-01B-SJC HSM
- boot-DVD

- laptop ‘{ 17: ‘f})
and any other items that may be scheduled for

removal indicating removal of each with
corresponding TEB number in the safe log. SC also
provides any necessary power supplies and cables.
Equipment is placed on table visible to all partipants.

If the key ceremony prior to this one was in this
facility, the HSMFD is also collected from the safe. If
the key ceremony prior to this one was not
performed in this facility, any HSMFD from the
previous key ceremony is then produced in it's TEB,
having been brought in by one of the participants.

11 |CA reads out KSK-HSM-01B-SJC HSM TEB and
serial number while EW checks that it matches the
TEB # recorded in the script from the previous key
ceremony.

¢
TEB# A3112578 ”' Lf(o

Serial# K1011066

12 |CA similarly reads out boot-DVD, laptop, and
HSMFD TEB numbers while EW checks that they
match the TEB # in the script from the previous key

ceremony. ( ’) .( q b
DVD TEB# A28410793
Laptop TEB# A3112579
HSMFD TEB# A28410771
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Collect OP Cards

Step Activity Initial Time (UTC)

13 |CA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
prior ceremony, reproduced for convenience in the
appendices of this document. Different COs may —
appear on different pages. Note any discrepancies. / j 5
CA places the OP cards in plain view on the table, / /
removing cards from TEBs, discarding used TEBs

but saving warning slips for reuse.

Set Up Laptop

Step Activity Initial Time (UTC)
14 |CA takes boot-DVD and laptop out of their TEBs.

CA places the boot-DVD and the laptop on the table,
connects laptop power to the UPS, external monitor
power can be plugged to grid power or the UPS (if

the UPS is considered big enough). \ (g‘lo “(

When these items are powered on, boot the laptop
using the DVD.

During the boot process, make sure the output on
the laptop screen is also sent to the external
monitor/projector.

Booting from CD may generate warnings of kernel
crash, which can be ignored if it keeps on booting.

15 |CA logs in as root. — léfO L&
16 |CA opens a terminal window. ‘/(/ [8:08
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DNSSEC Key Ceremony Script Friday, September 25, 2015

17 |CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:

date

If the timezone is not set to UTC:

cd /etc/

rm localtime

ln -s /usr/share/zoneinfo/UTC localtime 2;(Z>ég
Set time to match the wall clock: { /

date mmddHHMMYYYY
Verify:

date

18 |CA disables screen saver by typing

Xxset s off

(while sleep 1800;do xset -dpms;done&)
Then closes the window by typing

exit { 9 :(O
Now, using the GUI menu, in

“System” -> “Preferences” -> “Screensaver”

uncheck “activate screen saver when computer is
idle”

Click “Close”. In

“System” -> “Preferences” -> “More Preferences” ->
“Power Management”

Ensure both sliders in “Running on AC” are set to
“never”.

Click “Close”.

19 |CA opens a terminal window, which we will refer to
as the “checksum window”. In this window CA starts .
the calculation of the sha256 checksum of the boot- g . I 0
DVD. This takes about 9 minutes to complete. This

step is complete after issuing this command.

sha256sum /dev/cdrom

20 |CA connects USB hub to laptop. 7/ , g : ”
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DNSSEC Key Ceremony Script Friday, September 25, 2015

21 |CA removes HSMFD from the TEB, connects it to
the laptop, and waits for O/S to recognize the FD. ' p

CA lets participants view contents of HSMFD then g /j

closes FD window. ‘

Start Logging Terminal Session

Step Activity Initial Time (UTC)

22 |CA opens a new terminal window, which we will

refer to as the “command window”. In this new

window CA will change the default directory to the

HSMFD and starts capture of terminal output to a / g ‘ / 7
{

file:
cd /media/HSMFD

script script—20150925.1log

Start Logging HSM Output

Step Activity Initial Time (UTC)

23 |CA inspects the HSM TEB for tamper evidence and
removes it from TEB; discards TEB and plugs

ttyUSBO null modem serial adaptor and cable to the / g ‘ /5"
back. (
24 |CA connects the HSM to the laptop using the USB j ' I 6
serial adapter. I Y:
/
25 |CA opens a new terminal window, which we will /

refer to as the “ttyaudit window”. In this window the
CA will start logging HSM serial port output by

executing l 8 " / 7

cd /media/HSMFD

ttyaudit /dev/ttyUSBO

Note: DO not unplug USB serial port adaptor from
laptop as this causes logging to stop.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Verify DVD checksum
Step Activity Initial Time (UTC)

26 |In the “checksum window” CA uses the “hexread”
program to have the sha256 checksum of the boot-
DVD read aloud by the laptop.

hexread

CA will copy/paste the checksum into the “hexread”
program at the appropriate prompt.

If the use of the “hexread” program does not sound / g, Z /
properly, CA will read aloud himself, four digits at a
time.

EW verifies that the checksum of the boot-DVD is
the following:

7DE4 31F9 C33D DFEF

9089 AB56 13A3 8126

708A 3AC1 A784 38A7

B9C9 2A4F 52A1 F87C

Other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 6,
reproduced for convenience in the appendices of
this document.

CA then closes the terminal window by typing

exit

Connecting offline HSM (KSK-HSM-01B-SJC)

Step Activity Initial Time (UTC)

424

appear on the serial logging screen in the “ttyaudit
window” and the “Ready” LED on the will HSM blink.
After the self test the HSM display will have the text
“Set Online” indicating that the HSM is in the
initialized state. The “Ready” LED is off.

27 |CA connects power to HSM. Status information will 4
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Activate HSM

Step Activity Initial Time (UTC)

28 |CA sets HSM online using the “Set Online” menu
item and three (3) OP cards. The “Ready” LED
should illuminate.

Use OP cards 1, 4 and 5, and PIN 11223344, [ i1 §
The HSM will always refer to cards 1, 2 and 3,

regardless of our numbering (possibly) being
different.

29 |CA connects Ethernet cable between laptop and
HSM and tests network connectivity between laptop
and HSM by entering

(
ping 192.168.0.2 l 81Z7

in the “command window” and looking for responses.
Press Ctrl-C to stop the ping program.

USB slot and waits for O/S to recognize the FD.
When the new window for the mounted media

30 |CA inserts flash drive labeled “SCRIPTS” into a free 7
appears, close that window.

[§:30

31 |CA copies the compressed scripts from the drive
labeled “SCRIPTS” and calculates the checksum of
the tar-file.

8.3
1s /media/SCRIPTS [ !

cp -p /media/SCRIPTS/scripts-
20150925 tar.gz =

sha256sum scripts-20150925.tar.gz
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Start generating Keys and Keybundles
Step Activity | Initial Time (UTC)

32 |CA copies shell scripts that will be used to generate
new keys and bundles by executing:

tar -xzvof scripts-20150925.tar.gz
cp -p makeallhsmfiles /opt/dccom
cp -p exkey /opt/dccom

(4
cp -p keybundle-generate.20141212 I Cg . 3_3
/opt/dccom

mkdir /tmp/pch
cp -p 20150925.kc_script gen.out /tmp/pch

cp -p /opt/dnssec/aep.hsmconfig /tmp/pch

33 |CA copies encrypted backups of the ZSKs by
executing:

§'3
cd /tmp/pch (

makeallhsmfiles

34 |CA starts key and signature generation by
executing:

keybundle-generate.20141212 <
20150925.kc_script _gen.out

The data file contains a line for each zone for which / gf } C
ZSKs will be rolled or a new zone will be generated.

This will take a long time generating ZSKs and KSKs
as necessary and creating keybundles (KSK signed
DNSKEY RRsets). KSKs and ZSKs will
automatically be backed up in encrypted form and
deleted from HSM as each zone is completed. The
backed up keys are stored in /tmp, which is a
memory based file system.

This step is complete when the CA has issued the
command above.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Signature Date

CO1|OP 10f7 AUL“ 072_(/ Steve FELDMAN %Cf—’mﬁns [C((E :7
CO4|OP 4 0f 7 AZK g//o 72 5 |Eric ALMAN 5//%_ 9/25/15 17"/4 ‘f/

cos|opsot7 | A7) 8Y [ 72, sterhan SOMOGYI 42_6/\ AN 191\ %

v g

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's
return.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Pack and store Keys and Keybundles

Activity Initial Time (UTC)

CA waits for key generation script to complete.

39 |CA generates the archive destined for the signers by
executing:

tar -cvzf /media/HSMFD/20150925.kb.tar.gz
zsk*.hsm *.keybundle.tar.gz
* .keybundle.tar.gz.sha256 2> errors

The redirection of stderr to the “errors” file is to make 1& 3 (./
possible error messages from the command
execution easily noticable. This file should be empty:

cat errors

Im errors

40 |CA archives all results including encrypted KSKs for
future use by executing:

tar -cvzf ,
/media/HSMFD/20150925.session.tar.gz . 2> ZD 3(/
errors /

cat errors

Ir'm errors

41 |CA creates a snapshot of any changes to DB files by
executing:

cd /media/HSMFD 2 D ,3.5-
‘

tar -czf 20150925.KSK-HSM-01B-
SJC.db.tar.gz *.db

42 |CA calculates checksums of all files on the HSMFD:

find . -type f -print0 | xargs -0 -n 50
sha256sum

. I 20,36
If that command fails, the following will suffice

instead:
sha256sum *

Finally, to keep an eye on available space, execute:

df -h
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DNSSEC Key Ceremony Script Friday, September 25, 2015

43 |CA deletes the files on the SCRIPTS FD and
unmounts by executing:

rm —rf /media/SCRIPTS/*
LO’I L/O

umount /media/SCRIPTS

and removes the SCRIPTS FD for reuse.

Return HSM to a Tamper Evident Bag

Activity Initial Time (UTC)

CA presses RESTART button on the HSM and waits
for self test to complete. CA then disconnects HSM )0 ?(2_,

from power and laptop (serial and Ethernet), placing
HSM into a new TEB and seals.

45 |CA reads out TEB # and HSM serial #, shows item
to participants while EW records TEB # and HSM
serial # here.

ress A912895"7 2094
Hsm seriaie: KIOLIOG 6

Stop Recording Serial Port Activity

Activity Initial Time (UTC)

46 |CA terminates HSM serial output capture by
disconnecting the USB serial adaptor from the
laptop. CA then exits out of the “ttyaudit window”.

exit

Backup HSM Flash Drive Contents
Activity Initial Time (UTC)

47 |CA displays contents of HSMFD by executing
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DNSSEC Key Ceremony Script

Friday, September 25, 2015

48

CA plugs a blank FD labeled “HSMFD” into the
laptop waits for it to be recognized by the O/S as
HSMFD_ and copies the contents of the HSMFD to
the blank drive by executing

cp -Rp * /media/HSMFD

CA then unmounts new FD using

umount /media/HSMFD

CA then removes HSMFD_ from the laptop and 2 O, 5’7
places it a new TEB and seals; reads out TEB # and
shows item to participants while EW records TEB #
here.
resr AL /[0 7/ 9
This copy will later be stored in the on-site audit
bundle.
49 |CA repeats this activity a second time to create a
second copy.
ek ARB¥ /0720 22/57

This copy will later be stored in the off-site audit
bundle.

50

CA repeats this activity a third time to create a third
copy.

TEB# A;{Sé‘/O?Z.I

This copy will later be stored in the EW audit bundle.

21:0]

51

CA repeats this activity a fourth time to create a
fourth copy.

ress N4 87/ 0722

This copy will later be placed in the safe.

(4

2002

52

CA repeats this activity a fifth time to create a fifth

rees A5 /072 3

This copy will later be sent to the other KSK
generating country.

2104

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Stop Logging Terminal Output

Step Activity Initial Time (UTC)

53 |CA stops logging terminal output by entering “exit” in
‘command window”. i

‘ 20/%
exit

54 |CA calculates sha256 checksum of the logfile by
executing.

sha256sum script-20150925.1log

CA may choose to use the “hexread” program, and
copy/paste, to read the hash of the checksum.

EW records the sixty-four digit hash

G6bL 17D] £BY7 6887 2053
285B SPYY 2AFF 9790
Ab20 01&F Ol FSf) OICF
3126 R38C 714 D¢+

Return HSMFD to a Tamper Evident Bag
Step Activity Initial Time (UTC)

55 |CA unmounts HSMFD by executing
cd /tmp

then Z{ .' Qg

umount /media/HSMFD

56 |CA removes HSMFD and places it in new TEB and
seals; reads out TEB # and shows item to

participants. 2 , .' 07
EW records TEB # here.

ress A289/0 718

Packet Clearing House Page 14 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

Return Boot-DVD to a Tamper Evident Bag

Step Activity Initial Time (UTC)
57 |CA executes:

shutdown —h now s WW

removes DVD and turns off laptop.

58 |CA places boot-DVD in new TEB and seals; reads
out TEB # and shows item to participants.

EW records TEB # here. Z / ()7
tes¢ A289/07/7

Return Laptop to a Tamper Evident Bag

Step Activity Initial Time (UTC)

59 |CA disconnects power, and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB #; shows item to participants.

EW records TEB # here. 2_ I . / ’

rese A4/ 2845 8

Return Power Supplies, USB Hub, and Cables

Activity Initial Time (UTC)
60 |CA places HSM power supply and laptop power

supply, USB hub, USB serial adapter, power and
networking cables in a bag. This need not be a TEB
as it is only used for convenient packaging.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

61 |SC returns items to the safe. SC records return of
each item on the safe log with TEB #, printed name,
date, time, and signature with a second participant
initialing each entry.

- KSK-HSM-01B-SJC HSM

- laptop 2 /
- original HSMFD above 2 /‘ 8
- fourth HSMFD backup
-DVD

Power supplies and cables need not go in the safe, <
but can be stored separately.

62 |SC closes safe. EW verifies it is locked. ‘7 / 2/ 7

Sign-Out on Participant Signature Sheet

Activity Initial Time (UTC)
All participants leave the Key Management Facility,
sign the Participant Signature Sheet, and note their 2
exit time. 21
64 |CA reviews EWs script and signs it. )
\ '\\ J
CA Signature \ 72 Z/, 26
= NG
S ’ I

Sign Out of Facility

Activity Initial Time (PST)

65 |FO returns phones, laptops, and other items to

participants and logs their exit times. Participants
return identification vests to the FO. Participants are
now free to depart.

Stop Audio-Visual Recording

Activity

66 |FO stops audio and video recording.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Copy and Store the Script

Activity Initial Time (PST)

EW makes at least 2 colour copies of his or her
script: one for off-site audit bundle, one for on-site
audit bundle, copies for other participants as
requested, and retaining the original.

The two audit bundles each contain:

- output of signer system - HSMFD

- copy of EWs key ceremony script

- audio-visual recording

- logs from the Facility Physical Access Control

- SC attestation (A.2 below)

- the EW attestation (A.1 below)

all in a TEB labeled “Key Ceremony 09/25/2015”,
dated and signed by EW and CA. One bundle will be
stored by the SC along with equipment. The second
bundle will be kept securely offsite.

The “fifth copy” of the HSMFD will be sent to the
other key signing facility.

CA keeps any remaining materials (e.g. extra
HSMFD) for next key ceremony preparation and
analysis.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix A:
Key Ceremony Script Attestation
(by EW)

I hereby attest that the Key Ceremony was conducted in accordance with this script and

that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: oZ Crry /,[_/} .lﬂlur

/
Signature: z ZM - Q’f/—/

Date: 7/ 2 'Y/ 20/ r
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CALIFORNIA ALL-PURPOSE ACKNOWLEDGMENT CIVIL CODE § 1189

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

State of California )

County of _ San Y ate® )
On ?/25//2‘3 23 before me, \[arfy LU ..):9/’4“"’

Date = Hefe Insert Name and Title of the Officer

personally appeared L(/'{ ///404 k WOO Co C,A

Name(s) of Signer(s)

I~

who proved to me on the basis of satisfactory evidence to be the person(s) whose name(s) is/are
subscribed to the within instrument and acknowledged to me that he/she/they executed the same in
his/her/their authorized capacity(ies), and that by his/her/their signature(s) on the instrument the person(s),
or the entity upon behalf of which the person(s) acted, executed the instrument.

| certify under PENALTY OF PERJURY under the laws
of the State of California that the foregoing paragraph
is true and correct.

WITNESS my ha d official seal.

Signature “) /M - @‘V/A/
/éignature of % Public

LARRY W. JORDAN
Commission # 2024037
Notary-Public-- California
/ San-Mateo County:

> My Comm.-Expires Jun 7, 2

PLYNN

017

Place Notary Seal Above

OPTIONAL
Though this section is optional, completing this information can deter alteration of the document or
fraudulent reattachment of this form to an unintended document.

Description of Attached Document

Title or Type of Document: Document Date:

Number of Pages: Signer(s) Other Than Named Above:

Capacity(ies) Claimed by Signer(s)

Signer’s Name: Signer’s Name:

O Corporate Officer — Title(s): U Corporate Officer — Title(s):

U Partner — [OLimited [ General U Partner — [ Limited [J General

O Individual [J Attorney in Fact J Individual ] Attorney in Fact

[J Trustee J Guardian or Conservator [ Trustee (J Guardian or Conservator
] Other: J Other:

Signer Is Representing: Signer Is Representing:

©2014 National Notary Association = www. NahonalNotary org « 1-800- US NOTARY (1-800-876- 6827) ltem #5907

P (9 o 2P



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix B:
Access Control System Attestation
(by SC)

I have reviewed the physical access control system and not found any discrepancies or
anything else out of the ordinary.
Attached is the audited physical access log.

Printed Name:@ o=tse C?)OODM Al

Signature: T — =

Date: 55977 Zg'— Q&/{_
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DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH

Packet Clearing House
5728 Ruger Straat, Box 20920
The Presidio of San Francisco
San Franciscao, California
94129-0920 USA
+1 415 831 3100 main
+1 415 831 3101 fax

1600 Shattuck Avenue
Facilities Sign-In Sheet

YD)

Entr\y_‘!’_ime Exit Time

= =

Signature Date

9/25/15

FO Peter ROWLAND

Robert MARTIN- ! '
CA LEGENE M\&—\l\ 9125115 9%&7
4

4 -~
EW | Larry JORDAN 9/25/15 7, %

/4 g
CO1 | Steve FELDMAN % 9/25/15 Z{ ‘\[_$

£ by =
= /

co4 Eric ALLMAN j?/ : 9/25/15 ?: ¢ s

- T ®)
CO5 | Stephan SOMOG%7 % 9/25/15 ﬁ \( >
SC1 | Bill WOODCOCK W o255 9 ;/?

(

R Ashley JONES W/ 9/25/15 7 C/P
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix C:

Abbreviations Used in This Document

Roles

CA Ceremony Administrator
EW External Witness

SC Security Controller

CO Crypto Officers

FO Facilities Officer

R Registry Representative

Other Abbreviation

TEB  Tamper Evident Bag
(MMF Industries, item #2362010N20 small or #2362011N20 large)

HSM  Hardware Security Module
FD Flash Drive

AAK  Adapter Authorization Key
SMK Storage Master Key

OoP Operator

SO Security Operator
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix D:
Letter and Number Pronunciation

Character Call Sign Pronunciation
Alfa AL-FAH
Bravo BRAH-VOH
Charlie CHAR-LEE
Delta DELL-TAH
Echo ECK-OH
Foxtrot FOKS-TROT
Golf GOLF

Hotel HOH-TEL
India IN-DEE-AH
Juliet JEW-LEE-ETT

Kilo KEY-LOH
Lima LEE-MAH
Mike MIKE

Novemb NO-VEM-BER
er

Oscar OSS-CAH
Papa PAH-PAH
Quebec KEH-BECK
Romeo ROW-ME-OH
Sierra SEE-AIR-RAH
Tango TANG-GO
Uniform YOU-NEE-FORM
Victor VIK-TAH
Whiskey WISS-KEY
Xray ECKS-RAY
Yankee YANG-KEY
Zulu Z00-LOO

N<Xs<CcCc-H®n0WIOTVO ZErXCTITOTMmMOO®T >

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER
5 Five FIFE

6 Six SIX

7 Seven SEV-EN
8 Eight AlT

9 Nine NIN-ER
0 Zero ZEE-RO
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DNSSEC Key Ceremony Script

Appendix: E
Card Distribution from Key Ceremony 1

Friday, September 25, 2015

DNSEEC Koy Ceramory Scnpt

Distribute Cards

Sleg

103 | Due %0 Smitsc number of pacsontsl &1 s cey
| cerwmony, cards wil Se distributed in groups That
| PRI MUD-Pcon JONH rigquizements A
| BLOBSQUENT Kay SBNETOTY W Mo Einbute CaE B e !
| frwd hoigers. Esch group of cards shall be piaced n
| anoiiee TEDB whoss numbses and fionnied below on
; i EW's scnpt

Tussaay Aprd 2%, 2001

| 104

—
| SAIKT, BD1, DP1

TeRe ALIOTHTFE

go to CO1. Steve FELDMAN

108

| SMKS. 505 095

TR ALIOTY FES

ars snimussed o OO, Sisve FELOWAN for
sanveyence 1o GOS8 Steghuan SOMOGY!

108

EMHKZ 502 OP2
ress A 2I0F Y T8

ga o CO2 Moraed SINATRA

x"\.
i‘z
¥

a7

| EMK3, 503, 0F3

teme A X109 YP5Y

| 20w CO0 Kim DAVIES

08

SaE, 506 OFS

reme A 21079752

ara antrumed 1 053 b DAVIEES b comssyancs 10

G068, LEONG Kang Tha

0e

SMK 4 504 0P

| TEBS /g' -‘{/IC?YV 80

go br CO4 Jonny MARTIN

Raldl

N s ————

SMHK7, 807, OPF7

eme ALl §HTET

| arw erwrusted o S04, Jonny MAHTIN, for conveyence

o CO7, Gaurab UPATIHAYA
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: F
Smart Card Sign Out Sheet from Key Ceremony 1

ONSSEC Koy Ceremany Sorgi Tuesday, Apri 38, 20m

Smart Card Sign Out Sheet

»cm e Lo BUU{?}’QB wen FELCAAN @{P{ D Sty
(R N0 Ser '&m"ﬂ\h IS 1/
= |5 g up gl [ | B e | il kot
cor | v ? Azm?j‘c;;g:wmwm v  — 2{”5?-1/
[ eau;éwwr ﬂ}_[&?&'ﬁﬁﬁwﬂvww . & :‘%“;'?.ta-, A gf
- (002 | SMMRT | gt g piog | e ShATIA TR VI }2;,5@7'
wm ot ALIDFSLOT e (g v va HY
O el el R A L Eea . G =) o 7
P | pag g seny| e _— |l 2
004 | oPsar? MUB?FSOS": oy WA klu&p - 'ﬁw .of;
| ] Yapogso03 = M U™ Jonlgse |
A [omear | 4 210 P sppg = [~} ) wn |8 5| %
ot [orsar | 0 fog ot | mem ioum %{# w.wfb_&,;
con [0 7 3 |y 5000 semreionmn | L Taamnr [yo gl
— 2P A 0 pypg O L 130 3
Cos|oPeaT 109109 yqey |omomes J - g L3 /
| [ooe 0897 [ gzi09¢ gg7 | momes sz B
0O | BARES T ﬂ 10 Ty 7’-& RemDAVES || _ Viﬁo ¥€3 |
eor jorrer 709 yqqy | eamw |\l (] e ] pgg ]
N I 777 il (17 O el
m YT B NV WG i
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

DNSESEC Bay Seremany Sores

Smart Card Sign Out Sheet

o plN g3 o b, ponr )

w PULIRBAY,

AV TR QI T LD 33 e

i ! ‘
| / = TN 7= L ey - R
Ryl AIIT0Yfeg mlrman iy oy [P
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Ceremony Script Monday, June 20, 2011

Smart Card Sign Out Sheet

CO# | Card Type TEB # Printed Name Signature Date Time EW

©/20/11

42%/2}( | 8rom | OTSA
‘}W/ 6/20/11 07.-((_?,
="

co6|oP6ot7 | f\ . Dqg—\u LIM Choon Sai 620111 |G §0
corior7ot7  |R\4) BV 6% | Gaurab UPADHAYA /(‘/2‘:/_‘;? 6/20/11 o'l-qu

OP10of7 | \‘\LDQQ”‘» Steve FELDMAN

CO3|0P30t7 | \\ {4 2o QW Kim DAVIES

co4forPaot7 | I\ VAo ] VL[ Jonny MARTIN

b SN Y [

ZNCDSING BasS :

COL1: B grog s
031 A )a204813
co 97 A\’Rrou g |
060 Byeyo uR6Y
o7 A1920486T
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DNSSEC Key Ceremony Script

Appendix: |

Friday, September 25, 2015

Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script

Re-Package OP Cards

Activity

60

| CA places each OP card with instruction slip in its own
{new TEB and records the number in the smart card sign |
{ out sheet below. i

Friday, January 20, 2012

Initial

7

Time (UTC)

5
1
!
;
i
|
s

Re-Distribution of Cards
Activity

| CA calls each GO to return their smartcards. As each
| CO receives and inspects their cards, they fill cut the
| sign out sheet below and EW initials their entry.

| Note new outer bags in sheet below.

Initial

Smart Card Sign Out Sheet

CO# | Card Type

TEB #

Printed Name

Signature

Date

CO2 |OP20t7 A /9 20({7 §O | Michael SINATRA Mms#_, 1420112 2 e
|co2|s02o0f7 17'20 4(75'2 Michael SINATRA wwg{g,m\wzonz 205

CO4 {OP4of7 A/?Z 04/74/7 Jonny MARTIN ,\}(M 112012 1@ %

- =~ 1o
CO4{SO 4017 A/7 20 7753 Jonny MARTIN '\ ¢ M 172012 ZCA"’( ﬁ
CO5|OP50t7 4 /72 9] ?47;7 Stephan somoem:‘}:;_ ,1\\/4‘/\' 12012 | ke ‘[
cos gi:gﬁ A lf]@‘ﬂf% Stphan SOMOGN (e | va0n2 | cen,
fS ’Je, mr - ,
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremony Script Friday, April 27, 2012

Smart Card Sign Out Sheet

CO1/0P 10f7 A | QZD‘f?&'.S/ Steve FELDMAN 42712 {ng {_'
Quftr /
cot so;;ln 3| 2856 ) |severeoman Q L —  |smnz (34%

= - :
cos|oP3of7 ﬂS” 2510 |moavies W—amnz !P’(é
cos Cs%a)é:?r 14 2] [ 2.5 7 2)cmoaves M_/?fzmz /7 /:{J‘

CO4{OP 4017 m 3 ” ZS-&)/ Jonny MARTIN Q}M , },. 4727112 18247

7

cos %‘{57 ﬂ 3“ qu 3 Jonny MARTIN (\M\;&/ ez | (&

Sign-Out on Participant Signature Sheet

\\\\

R N

AN

~

60 Al participants leave the Key Management Facility,

—
sign the Participant Signature Sheet, and note their d SO
exit time. t

8
61 |CA reviews EMUs script and signs it. y
| /L
CA Signature™~ f <

\3 LJ

Sign Out of Facility

82 |FO returns phones, laptops, and other items to
! participants and logs their exit times. Participants are
! now free to depart.

Stop Audio-Visual Recording

63 |SA stops audio and video recording.

Packet Clearing House Page 11 of 24
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

DNSSEC Key Ceremony Script Wednesday, May 30, 2012

Re-Distribution of Cards

| 63 |CA calis each CO to return their smartcards. As i
| ieach CO receives and inspects their cards, they fill 5 « [ |
iout the sign out sheet below and EW initials their 4 | / q ‘ ({
jentry. Note new outer bags in sheet below §
4 1

Smart Card Sign Out Sheet

|CO1{0P 1 0t 7 Au\”wzy %.‘.Szmn FELDMAN /
%\uu‘\ ;::Q Yot? ﬁ 17# IDS 2-623‘6'9:. FELDMAN ‘ ‘ /
%:;o:» op »{la 4 2_5"{'107'4‘ M.cmc biNATRA M{(;{/_\ Is30n2 l?,'/l- Z;
| v o ) f

[co2|{S0 2017 A 1 g 7/0!& 'Mr:f‘vae: szsi.arai UM{«}A,C./Z%N 5/3012 /7‘/1_ /Z
|co4/0P 40t 7 A qu JD8Z7  Jonny MARTIN d” ll Q ) 5/30/12 /c{.‘{(( 7'
;304 QO 407 A 17(// DB’Z} Jonny MARTIN dkwj- 5/30/12 [?:’71
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DNSSEC Key Ceremony Script

Appendix: L

Friday, September 25, 2015

Smart Card Sign Out Sheet from Key Ceremony 6

DNSSEC Key Ceremony Script

Re-Distribution of Cards

67 |CA calls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their

entry. Note new outer bags in sheet below.

Friday, July 27, 2012

Smart Card Sign Out Sheet

OP10t7 Azsy/aglé

! |
| Steve FELDMAN | M 0( 5(
7 .
CO1|omterTorT teve FELD r

[Lr2ar4

Jonny MARTIN | \ M
( L

7127112 ZDH ‘é,

cosloP aof7 Al%7/08’7

COMOomErasT7 |

TOTTITY A

Z vl

CO!

w

Stephan SOMOGY!| <:§" g

727112 f2m\Q //r
v

s A2 §/0817

COS|BwtersorrT |S@p

V'~

7/27/1
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DNSSEC Key Ceremony Script

Appendix: M

Friday, September 25, 2015

Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceremony Script

Re-Package OP Cards

Activity

record.

65 [The CA places each OP card with pre-printed
warning slip in its own new TEB and seals TEB,
hands the EW the tear-off strip from the TEB to

Friday, December 14, 2012

THET

Time (UTC)

Re-Distribution of Cards

Activity

Initial

66 |{The CA calls each CO to return their smartcards. As |

lentry.

Ly

i

3 {each CO receives and inspects their cards, they fill | \,/
| jout the sign out sheet below and the EW initials their |

5 i

20046

Smart Card Sign Out Sheet

CO# Card Type Printed Name

OP10t7 qu 9‘//08 O;_Sneve FELDMAN

Signature

22045 |

CO2|0OP 2017 ﬂ lg (./pgo 47( ;M»chaez SINATRA

CO4|0OP 40f 7 A lg L./l 08(; } %Jonr\y MARTIN

207/
12114112 EZOq_L
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

ONSSEC Key Caramony Script Thursday, Soptember 12, 2013

Re-Distribution of Cards

63 |CA calls each CO to retrieve their smaricards. As

\each CO receives and inspects their cards, they el ] A
i verily, date and sign the EW's copy of the sign out ; [ 4 S 2 |
| sheet below and EW inttials their entry ; / / | g |
} ‘ f | ;

i - . H i nok

Smart Card Sign Out Sheet

ICO1|OP 1ot ?

A’L?Ll }CE’Q z Srauve FELOMAN

oziorzetr A TYLY DG [ Michae! SINATRA K E; @ S ' w1213 |
- i = ! v }‘. l‘ ’ !
{‘_:L}J oraerr AT 5.’_{ 103 O xm cAvIES M w1ana 'etﬁ )

Sign-Out on Participant Signature Sheet

| 84 (Al participants leave the Key Managemeant Faci ty, | f ~
isign the Participant Signature Sheet, and note thesr | —F |/ Y. §3 |
|exit tme. [y 2.5 |
{ 4 |

| 85 (CA reviews EWs seript and signs it / . [ Q

| < N . i e | . {
(CA Signature M’\.{:L%\ -/ /, 22:%5

Sign Out of Facility

66 |[FO returns pnones, laptops, and other tems o
participants and logs their exit times. Participants | -—-j,’/
{return identificabion vests to the FO. Participants are /‘/

‘[now free to depart
{

Stop Audio-Visual Recording

Packet Clearing Haouse Fage 12 of 25
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: O
Smart Card Sign Out Sheet from Key Ceremony 9

DNSSEC Key Ceremony Script Friday, January 10, 2014

Re-Package OP Cards

Activity initial Time (UTC)

35 [CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB |
{tear-off strip to the EW. }
H

Re-Distribution of Cards

Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As .
each CO receives and inspects their cards, they | p i
verify, date and sign the EW's copy of the sign out } { / [ 5/( / 5 i

isheet below and EW initials their entry.

Smart Card Sign Out Shest

Card Type TEB # Printed Name Signature Date Time EW

cotloP1ot7 ﬂ2-8‘“077‘/ Steve FELOMAN ’%’:—:’ 11014

cozlorzot7 |ADET/DT73 |Mchae smaTrA Sﬁhﬂ-«%\yé 110/14
coslopset7 A LEY /0 7L sepnan somoew % © lons

Optionally leave facility

Activity initial Time (UTC)

| 37 |Optionally, all participants can now leave the room if | _ A

| the room is closed and sealed until everyone's | | /\)

i ireturn. g l

Packet Clearing House Page 8 of 31
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Re-Package OP Cards
Step Activity Initial Time (UTC)

| 35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign oul sheet below, THY
reading it aloud for verification and giving the TEB /Q/ o
tear-off strip to the EW

Re-Distribution of Cards
Step Activity Initial Time (UTC)
36 |CA calls each CO to retrieve their smartcards. As
|each CO receives and inspects their cards, they .
Iverify, date and sign the EW's copy of the sign out 7 o%'-k(
|sheet below and EW initials their entry

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

i
co3jor 3
|

Jaap AKKERHUIS Azh\g-l-l % g?,——‘ 3/26/14

) Sa ‘H‘z?‘-f \o 1’]1. H-T AL

CO8|OP 6ol 7

COTIOP7of 7  Gawab UPADHAYA  |R2ZB& V0TS woena | Kb v

Optionally leave facility
Activity Initial Time (UTC}

37 Optionally, all participants can now leave the room if

the room is ciosed and sealed until everyone's
return
Packet Clearing House Page 8 of 31
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremony Script Friday, December 12, 2014

Re-Package OP Cards

Activity Initial Time (UTC)

36 |CA places each OP card with pre-printed warnin
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below, / )
1977 1

reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards
Activity Initial Time (UTC)

37 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they

verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO1|{OP 10f7 A287/0 73 4/ Steve FELDMAN %;b( 12/12/14 17’7
CO2{0OP 20f 7 A 287’/0 735 Michael SINATRA % 12112114 IGIK
CO4|0OP 4 0f 7 Azgylo 736 Eric ALLMAN ] M‘ 12112114 19/ 7

Optionally leave facility

Activity Initial Time (UTC)

38 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return,

Packet Clearing House Page 9 of 35
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DNSSEC Key Ceremony Script

Appendix: R

Friday, September 25, 2015

Smart Card Sign Out Sheet from Key Ceremony 12

DNSSEC Key Ceremony Script

Re-Package OP Cards

tear-off strip to the EW.

Activity

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the

EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB

Monday, February 9, 2015

Initial Time (UTC)

Re-Distribution of Cards

Activity

36 |CA calls each CO to retrieve their smartcards. As

each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Initial Time (UTC)

Smart Card Sign Out Sheet

CO# Card Type

CcOo3|OP30f 7 A‘L‘54 0750

Printed Name

Kim DAVIES

Sigaature

2/9/15 074'7

CO6|[OP 6 0f 7 aq Q\CM/[ O% ?IEE Han-Chuan

CO7|0P 7o 7 pc23"\°0 16 Gaurab UPADHAYA

W 2015 | )47+ )(\m
,% 25 |7)43] N

A

Optionally leave facility

return.

Activity

37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's

Initial Time (UTC)

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: S
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday, July 27, 2012

16

CA opens a terminal window.

[21¢

17

CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:
date

If the timezone is not set to UTC:

cd /etc

rm localtime

ln -s /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verify:

date

7}
/

7

[7/%2

18

CA calculates sha256 checksum of the boot-DVD.
CA may proceed with additional steps while this
process completes. When the checksum is
complete, CA reads it aloud, four digits at a time.

sha2S6ésum /dev/cdrom

| 1%

EW records the sixty-four digit boot-DVD checksum

10EY 3F9 (330 DFLF
7089 ABSE 1743 8/26

084 3Rl AX8Y 38A7
B9cq 29 s/ FBIC

Other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 1,
reproduced for convenience in the appendices of
this document.

[).3y

20

CA connects USB hub to laptop.

7/

/721

21

CA removes HSMFD KSK-HSM-01B-SJC from TER
and plugs into a free USB slot on the laptop; waits
for O/S to recognize the FD. CA lets participants
view contents of HSMFD then closes FD window.

1729

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form

Activity l Initial

1 EW Describes exception and action here:

HSM F P TE B
Ayl28 456

Roo T DVD ng’g #
A2g9/0727

[/Q/ %O/Tﬁg #
A Y/ 28 48%
K/

and signs here:

Signature: \7 &
S

* End of DNSSEC Key Ceremony Script Exception *

[7:%S

2 EW notes date and time of key ceremony exception %

Packet Clearing House



DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form
Step l Activity ‘ Initial ‘ Time

1 EW Describes exception and action here:

we 79,,;/ £ O szcuﬁe

20 ¢
$3-CY before q§-S2 d

2 EW notes date and time of key ceremony exception
and signs here:
/ ICH -4

Signature: Z p
7/

L4

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form

Activity ‘ Initial |

1 EW Describes exception and action here:

Fric All mar’ ard 7/ 2135 pn
_g‘}/cf/m/\/ 50M°7V’°

le £+ the (eremony
wi Thout 5‘7”"‘/7 ovt

2 EW notes date and time of key ceremony exception
and signs here:

/ //

* End of DNSSEC Key Ceremony Script Exception *
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Participant Signature Sheet

Citizen Identification Entry Time | Exit Time

Signature Form of Identification

ship Number 2 uTC uTC

CA1 | Robert MARTIN-LEGENE | DK m 0L / @ 209290 Sz | eSS v
EW Larry JORDAN us 7 /L//_ pe / n NI sCsa Sez%t1 25, / A ‘,ﬁ’b 'é/ 2%
CO1 Steve FELDMAN us %C{)/ pL/C’A /1/60/?6 4/?— Sez%tés, } (9 :5/6 %\

Co4 Eric ALLMAN us DL/CA N 70 ¢pecs 362%155' /é’f'f
CO5| Stephan SOMOGYI | US 0 [—/ (A A 6195747 i (65 ¢

SC1|  Bil WOODCOCK us M D L/ A |A)p b5 sept 25, | w7 (2 =0
R Ashley JONES us % ﬂu WU 109456775 i /L5 ¢ YA
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DNSSEC Key Ceremony Script

Friday, September 25, 2015

PCH DNSSEC Key Ceremony Entry/Exit Log ?DT
‘ Enter | Exit ‘ Initial
LORETY AR Y IN-LToRR )« l0.09
- s ) — > \$ 103 %
ﬁé Al//&vmw 1//% 12:22
%‘M ’Fdé b G l/ \ﬁ’)&? \D“;” .S
43@&]/),\5 qu.asﬂ/ a % I'ees
Ve oo pere #2172
CRERS wpes WAt | 2z
O/Mf/y Jordlos~ X 422
AN -l ™ 229
Bree L )0 e | X T |1Z-20
Z | X )/ 3R
// /
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