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DNSSEC Key Ceremony Script
Friday, September 25, 2015

Sign In to Facility
Step Act iv i ty i n i t i a l Time (PiT)

I

n .

1 FO has all participants sign in on Facility Sign-In
Sheet before entering the Key Management Facility.

2 FO reviews emergency evacuation procedures and
other relevant information with participants. 7 /

3

i

FO collects cell phones, laptops, etc.

Cameras are permitted in the Key Management
Facility.

SC is allowed to use his laptop. / / ' fi /

4 FO verifies the functioning of audio and video
recording. / /

/

Enter the Key Management Facility

s t e p Act iv i ty i n i t i a l Time (For)

!
5 As the participants enter the Key Management

Facility, the EW verifies the identity of each by
examining a government-issued photo identification,
notes the type and number of each piece of
identification, and the participant's entry time on the
Participant Signature Sheet.

Note that participants do not sign the sheet until the
end of the ceremony.

As the participants are identified, the identification
placards are distributed.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

G r o u n d R u l e s f p t
Step Act iv i ty I n i t i a i Time (FST)

6 OA previews ground rules and break procedures
with participants.

- We follow the script step by step.

- Each step is read aloud by CA prior to it being
performed.
- When a step is complete, it is announced that it is
complete plus the time.
- If a participant disagree, it is important to speak up,
so everyone agrees that things are done properly.

- Questions and suggestions for improvement are
w e l c o m e .

1

/ /

Verify Time and Date

s t e p Act iv i ty I n i t i a i Time (PSQ

7 EW reads a loud and records the date
(month/day/year) and time (UTC) using an NTP-
synchronized clock visible to all. Participants verify
that the t ime is correct.

Date: ̂
T i m e :

This and all subsequent entries into this script and
any associated logs should follow this common
s o u r c e o f t i m e .

i. 'sj

Verify UPS

s t e p Act iv i ty i n i t i a i Time (UTC)

8 If there is a UPS (uninterruptible power supply), then

- CA makes sure the UPS is connected to the
electric grid and that it is charged.

- CA also makes sure that the audio recorder is

plugged into the UPS.
f m 6
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Remove Equipment from Safe

Step Act iv i ty I n i t i a l Time (UTC)

9 SC opens safe and makes entry in log sheet
indicating opening of safe. /7l5 2-

1 0 SC collects the following items from the safe:
- K S K - H S M - 0 1 B - S J C H S M

- b o o t - D V D

- laptop

and any other items that may be scheduled for
removal indicating removal of each with
corresponding TEB number in the safe log. 80 also
provides any necessary power supplies and cables.
Equipment is placed on table visible to all partipants.

If the key ceremony prior to this one was in this
facility, the HSMFD is also collected from the safe. If
the key ceremony prior to this one was not
performed in this facility, any HSMFD from the
previous key ceremony is then produced in it's TEB,
having been brought in by one of the participants.

f

f

1 1 O A r e a d s o u t K S K - H S M - 0 1 B - S J G H S M T E B a n d
ser ia l number whi le EW checks that i t matches the
TEB # recorded in the script from the previous key
c e r e m o n y .

T E B # A 3 1 1 2 5 7 8

S e r i a l # K 1 0 11 0 6 6
i (T IC

1 2 OA similarly reads out boot-DVD, laptop, and
HSMFD TEB numbers while EW checks that they
match the TEB # in the script from the previous key
c e r e m o n y . 4
D V D T E B # A 2 8 4 1 0 7 9 3

Laptop TEB# A3112579 /
H S M F D T E B # A 2 8 4 1 0 7 7 1
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Co l lec t OP Cards

Step Act iv i ty i n i t i a i Time (UTC)

13 OA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
prior ceremony, reproduced for convenience in the
appendices of this document. Different COs may
appear on different pages. Note any discrepancies.
OA places the OP cards in plain view on the table,
removing cards from TEBs, discarding used TEBsbut saving warning slips for reuse.

Set Up Laptop

s t e p Act iv i ty i n i t i a i Time (UTC)

1 4 OA takes boot-DVD and laptop out of their TEBs.

OA places the boot-DVD and the laptop on the table,
connects laptop power to the UPS, external monitor
power can be plugged to grid power or the UPS (if
the UPS is considered big enough).

When these items are powered on, boot the laptop
using the DVD.

During the boot process, make sure the output on
the laptop screen is also sent to the external
monitor/projector.

Booting from CD may generate warnings of kernel
crash, which can be ignored if it keeps on booting.

f 1 1

1 5 CA logs in as root. &:d4
1 6 CA opens a terminal window. a l S : o S
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DNSSEC Key Ceremony Script Friday, September 25, 2015

1 7 CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:
d a t e

If the timezone is not set to UTC:

c d / e t c /

r m l o c a l t i m e

I n - s / u s r / s h a r e / z o n e i n f o / U T C l o c a l t i m e

Set time to match the wall clock:

d a t e m m d d H H M M Y Y Y Y

Verify:
d a t e

i jS'M

1 8 CA disables screen saver by typing

x s e t s o f f

( w h i l e s l e e p 1 8 0 0 , - d o x s e t - d p m s ; d o n e & )

Then closes the window by typing

e x i t

Now, using the GUI menu, in

"System" -> "Preferences" -> "Screensaver"

uncheck "activate screen saver when computer is
i d l e "

Cl ick "Close" . In

"System" -> "Preferences" -> "More Preferences" ->
"Power Management"

Ensure both sliders in "Running on AC" are set to
" n e v e r " .

C l i ck "C lose " .

1 9 CA opens a terminal window, which we will refer to
as the "checksum window" . In th is w indow CA s tar ts
the ca lcu la t ion o f the sha256 checksum of the boot -
DVD. This takes about 9 minutes to complete. This
step is complete after issuing this command.

s h a 2 5 6 s u m / d e v / c d r o m

a
j )

1 r.
2 0 CA connects USB hub to laptop. i }Vll
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DNSSEC Key Ceremony Script Friday, September 25, 2015

2 1 CA removes HSMFD from the TEB, connects it to
the laptop, and waits for 0/8 to recognize the FD.
CA lets participants view contents of HSMFD then
c l o s e s F D w i n d o w. f IS:b

Start Logging Terminal Session

s t e p Act iv i ty I n i t i a i ■ime (UTC)

2 2 CA opens a new terminal window, which we will
re fer to as the "command window". In th is new
window CA will change the default directory to the
HSMFD and starts capture of terminal output to a
fi l e :

c d / m e d i a / H S M F D

s c r i p t s c r i p t — 2 0 1 5 0 9 2 5 . l o g

i} J

Start Logging HSM Output

s t e p Act iv i ty i n i t i a i 1■ime (UTC)

2 3 CA inspects the HSM TEB for tamper evidence and
removes it from TEB; discards TEB and plugs
ttyUSBO null modem serial adaptor and cable to the
b a c k . i 1 IS-

2 4 CA connects the HSM to the laptop using the USB
serial adapter. ^:lio

2 5

!

CA opens a new terminal window, which we will
refer to as the "ttyaudit window". In this window the
CA will start logging HSM serial port output by
executing

c d / m e d i a / H S M F D

t t y a u d i t / d e v / t t y U S B O

Note: DO not unplug USB serial port adaptor from
laptop as this causes logging to stop.

«:/7
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Verify DVD checksum
Step Act iv i ty I n i t i a l Time (UTC)

2 6 In the "checksum window" CA uses the "hexread"
program to have the sha256 checksum of the boot-DVD read aloud by the laptop.

h e x r e a d

CA will copy/paste the checksum into the "hexread"
program at the appropriate prompt.

If the use of the "hexread" program does not sound
properly, CA will read aloud himself, four digits at a
t i m e .

EW verifies that the checksum of the boot-DVD is
the following:

7 D E 4 3 1 F 9 C 3 3 D D F E F

9 0 8 9 A B 5 6 1 3 A 3 8 1 2 6

7 0 8 A 3 A C 1 A 7 8 4 3 8 A 7

B 9 C 9 2 A 4 F 5 2 A 1 F 8 7 C

Other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 6,
reproduced for convenience in the appendices of
t h i s d o c u m e n t .

CA then closes the terminal window by typing

e x i t

n
1

j

\%:is

Connecting offline HSM (KSK-HSM-01B-SJC)
Step Act iv i ty I n i t i a l Time (UTC)

2 7 CA connects power to HSM. Status information will
appear on the serial logging screen in the "ttyaudit
window" and the "Ready" LED on the will HSM blink.
After the self test the HSM display will have the text
"Set Online" indicating that the HSM is in the
initialized state. The "Ready" LED is off.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

A c t i v a t e H S M

Step Act iv i ty I n i t i a l Time (UTC)

2 8 CA sets HSM online using the "Set Online" menu
item and three (3) OP cards. The "Ready" LED
s h o u l d i l l u m i n a t e .

Use OP cards 1. 4 and 5, and PIN 11223344.

The HSM will always refer to cards 1, 2 and 3,
regardless of our numbering (possibly) being
d i f f e r e n t .

Y/
2 9 CA connects Ethernet cable between laptop and

HSM and tests network connectivity between laptop
and HSM by entering

p i n g 1 9 2 . 1 6 8 . 0 . 2

in the "command window" and looking for responses.
Press Ctrl-C to stop the ping program.

YA
t

,

3 0 CA inserts flash drive labeled "SCRIPTS" into a free
USB slot and waits for 0/S to recognize the FD.
When the new w indow fo r t he moun ted med ia
appears, close that window. i

3 1 CA copies the compressed scripts from the drive
l a b e l e d " S C R I P T S " a n d c a l c u l a t e s t h e c h e c k s u m o f
the ta r -fi le .

I s / m e d i a / S C R I P T S

c p - p / m e d i a / S C R I P T S / s c r i p t s -
2 0 1 5 0 9 2 5 . t a r . g z .

s h a 2 5 6 s u n i s c r i p t s - 2 0 1 5 0 9 2 5 . t a r . g z

4 / i ' 3
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Start generating Keys and Keybundles

Step Act iv i ty I n i t i a l Time (UTC)

3 2 CA copies shell scripts that will be used to generate
new keys and bundles by executing:

t a r - x z v o f s c r i p t s - 2 0 1 5 0 9 2 5 . t a r . g z

c p - p m a k e a l l h s m fi l e s / o p t / d c c o m

c p - p e x k e y / o p t / d c c o m
/ ) l

I f - i - ic p - p k e y b u n d l e - g e n e r a t e . 2 0 1 4 1 2 1 2
/ o p t / d c c o m

m k d i r / t m p / p c h T
c p - p 2 0 1 5 0 9 2 5 . k c _ s c r i p t _ g e n . o u t / t m p / p c h

c p - p / o p t / d n s s e c / a e p . h s m c o n fi g / t m p / p c h

3 3 CA copies encrypted backups of the ZSKs by
executing:
c d / t m p / p c h

m a k e a l l h s m fi l e s

3 4 CA starts key and signature generation by
executing:

k e y b u n d l e - g e n e r a t e . 2 0 1 4 1 2 1 2 <
2 0 1 5 0 9 2 5 . k c _ s c r i p t _ g e n . o u t

The data file contains a l ine for each zone for which
ZSKs will be rolled or a new zone will be generated.
This will take a long time generating ZSKs and KSKs
as necessary and creating keybundles (KSK signed
DNSKEY RRsets). KSKs and ZSKs will
automatically be backed up in encrypted form and
deleted from HSM as each zone is completed. The
backed up keys are stored in /tmp, which is a
memory based file system.

This step is complete when the CA has issued the
c o m m a n d a b o v e .

/ / /f'Jt
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Re-Package OP Cards

Step Act iv i ty I n i t i a i rime (UTC)

3 5 OA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Dis t r ibu t ion o f Cards

s t e p Act iv i ty I n i t i a l rime (UTC)

3 6 CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry. -//

Smart Card Sign Out Sheet
C O # Card Type T E B # P r i n t e d N a m e s igna tu re D a t e T i m e E W

C 0 1 OP 1 of 7 S t e v e F E L D M A N /} — - T^7§5/15

C 0 4 OP 4 of 7 A z s i / 6 7 z r E r i c A L L M A N 9 / 2 5 / 1 5 I ?:/i

C O S OP 5 of 7 A i s v / o y z i , Stephan SOMOGYI ^ 9 / 2 5 / 1 5 T

Optionally leave facility

s t e p Act iv i ty I n i t i a l Time (UTC)

3 7 Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
r e t u r n . ■ /
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Pack and store Keys and Keybundles

Step Act iv i ty I n i t i a l Time (UTC)

3 8 CA waits for key generation script to complete. 20. > 1
3 9 CA generates the archive destined for the signers by

executing;
t a r - c v z f / m e d i a / H S M F D / 2 0 1 5 0 9 2 5 . k b . t a r . g z
z s k * . h s m * . k e y b u n d l e . t a r . g z
* . k e y b u n d l e . t a r . g z . s h a 2 5 6 2 > e r r o r s

The redirection of stderr to the "errors" file is to make
possible error messages from the command
execution easily noticable. This file should be empty:

c a t e r r o r s

r m e r r o r s

f/
4 0 CA archives all results including encrypted KSKs for

future use by executing:

t a r - c v z f

/ m e d i a / H S M F D / 2 0 1 5 0 9 2 5 . s e s s i o n . t a r . g z . 2 >
e r r o r s

c a t e r r o r s

r m e r r o r s

i t
4 1 CA creates a snapshot of any changes to DB files by

executing:

c d / m e d i a / H S M F D

t a r - c z f 2 0 1 5 0 9 2 5 . K S K - H S M - O I B -

S J C . d b . t a r . g z * . d b
i 7t>;3s-

4 2 CA calculates checksums of all files on the HSMFD:

find . - t ype f - p r i n tO | xa rgs -0 -n 50
s h a 2 5 6 s u m

If that command fails, the following will suffice
i n s t e a d :

s h a 2 5 6 s u m *

Finally, to keep an eye on available space, execute:

d f - h

/ / 20/J6
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DNSSEC Key Ceremony Script Friday, September 25, 2015

4 3 OA deletes the files on the SCRIPTS FD and
unmounts by executing;

r m - r f / m e d i a / S C R I P T S / *

u m o u n t / m e d i a / S C R I P T S

and removes the SCRIPTS FD fo r reuse .

Return HSM to a Tamper Evident Bag

s t e p Act iv i ty I n i t i a i Time (UTC)

4 4 CA presses RESTART button on the HSM and waits
for self test to complete. CA then disconnects HSM
from power and laptop (serial and Ethernet), placing
HSM into a new TEB and seals. / l o : y j

4 5 CA reads out TEB # and HSM serial #, shows item
to participants while EW records TEB # and HSM
ser ia l # here.

T E B # 7
HSM Serial#: KlOll̂ ?̂G /

Stop Recording Serial Port Activity
s t e p Act iv i ty I n i t i a i Time (UTC)

4 6 CA terminates HSM serial output capture by
disconnecting the USB serial adaptor from the
laptop. CA then exits out of the "ttyaudit window".
e x i t /

Backup HSM Flash Drive Contents
s t e p Act iv i ty I n i t i a l Time (UTC)

4 7 CA displays contents of HSMFD by executing

I s - I t r / 1
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DNSSEC Key Ceremony Script Friday, September 25, 2015

4 8 CA plugs a blank FD labeled "HSMFD" into the
laptop waits for it to be recognized by the 0/S as
HSMFD_ and copies the contents of the HSMFD to
the blank drive by executing

cp -Rp * /media /HSMFD_

CA then unmounts new FD using

umount /media/HSMFD_

CA then removes HSMFD_ from the laptop and
places it a new TEB and seals; reads out TEB # and
shows item to participants while EW records TEB #
h e r e .

TEB# H ID 1!
This copy will later be stored in the on-site audit
b u n d l e .

2 o :n

4 9 CA repeats this activity a second time to create a
second copy.

T E B # i 0 7 2 o
This copy will later be stored in the off-site audit
b u n d l e .

/ 2.-0' ,^7

5 0 CA repeats this activity a third time to create a third
c o p y.

jEB*AZ8¥lD72.l
This copy will later be stored in the EW audit bundle. /

5 1 CA repeats this activity a fourth time to create a
fourth copy.

TEB# AZSV/072-1-
This copy will later be placed in the safe.

V '1>7-

5 2 CA repeats this activity a fifth time to create a fifth
c o p y.

T E B # 7 ^ ^
This copy will later be sent to the other KSK
generating country.

/ 2_r;£>v
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D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

Stop Logging Terminal Output
Step Act iv i ty I n i t i a l Time (UTC)

5 3 CA stops logging terminal output by entering "exit" in
" c o m m a n d w i n d o w " .

e x i t

5 4 CA calculates sha256 checksum of the logfile by
executing.

s h a 2 5 6 s u m s c r i p t - 2 0 1 5 0 9 2 5 . l o g

CA may choose to use the "hexread" program, and
copy/paste, to read the hash of the checksum.

EW records the sixty-four digit hash

U i > £ n o i
2 £ S £ > t a f f f i i o

— w

1 IP' .S3.

tihio aitB om F-^/D 0' c A
M I L A S K i m O f F F

Return HSMFD to a Tamper Evident Bag

s t e p Act iv i ty I n i t i a l Time (UTC)

5 5 CA unmounts HSMFD by executing

c d / t m p

t h e n
1

u m o u n t / m e d i a / H S M F D 1f Z / : a r

5 6 CA removes HSMFD and places it in new TEB and
seals; reads out TEB # and shows item to
participants.

EW records TEB # here .

TEB#/l2.FV/D7/g'
/ 2 1 .'̂ 7
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D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

Return Boot-DVD to a Tamper Evident Bag

Step Act iv i ty i n i t i a l Time (UTC)

5 7 O A e x e c u t e s :

s h u t d o w n — h n o w

removes DVD and turns off laptop. I f P f
5 8 OA places boot-DVD in new TEB and seals; reads

out TEB # and shows item to participants.

EW records TEB # here .

TEB# /12 9ifo 7/7
z / : d f

Return Laptop to a Tamper Evident Bag
s t e p Act iv i ty i n i t i a l Time (UTC)

5 9 OA disconnects power, and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB #; shows item to participants.

EW records TEB # here .

T E B # / I ^ 8

Return Power Supplies, USB Hub, and Cables

s t e p Act iv i ty I n i t i a l Time (UTC)

6 0
1

OA places HSM power supply and laptop power
supply, USB hub, USB serial adapter, power and
networking cables in a bag. This need not be a TEB
as it is only used for convenient packaging.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

6 1 SC returns items to the safe. SC records return of
each item on the safe log with TEB #, printed name,
date, time, and signature with a second participant
initialing each entry.
- K S K - H S M - 0 1 B - S J C H S M

- laptop

- original HSMFD above

- fourth HSMFD backup

- D V D

Power supplies and cables need not go in the safe,
but can be stored separately.

Z '

2///S

6 2 SC closes safe. EW verifies it is locked.

Sign-Out on Participant Signature Sheet

2A77

Step Act iv i ty I n i t i a l Time (UTC)

6 3 All participants leave the Key Management Facility,
sign the Participant Signature Sheet, and note their
exi t t ime. / /

6 4 OA reviews EWs script and signs it.

O A S i o n a t u r e / / 2//2fe

Sign Out of Facility

Act iv i ty

6 5 FO returns phones, laptops, and other items to
participants and logs their exit times. Participants
return identification vests to the FO. Participants are
now free to depart.

Time (PST)

n

Stop Audio-Visual Recording
Step Act iv i ty i n i t i a l Time (PST)

6 6 FO stops audio and video recording. 2/2-CP /̂ z
y
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Copy and Store the Script \

6 7

Act iv i ty

EW makes at least 2 colour copies of his or her
script: one for off-site audit bundle, one for on-site
audit bundle, copies for other participants as
requested, and retaining the original.

The two aud i t bund les each con ta in :

- output of signer system - HSMFD

- copy of EWs key ceremony script

- audio-visual recording

- logs from the Facility Physical Access Control

- SO attestation (A.2 below)

- the EW attestation (A.I below)

all in a TEB labeled "Key Ceremony 09/25/2015",
dated and signed by EW and CA. One bundle will be
stored by the SC along with equipment. The second
bundle will be kept securely offsite.

The "fifth copy" of the FISMFD will be sent to the
other key signing facility.

CA keeps any remaining materials (e.g. extra
HSMFD) for next key ceremony preparation and
analysis.

Time (PST)
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix A:
Key Ceremony Script Attestation
(by EW)
I hereby attest that the Key Ceremony was conducted in accordance with this script and
that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Pr i n ted Name :. 1

D a t e : 1/2 y/TJbi y
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C A L I F O R N I A A L L - P U R P O S E A C K N O W L E D G M E N T C I V I L C O D E § 1 1 8 9

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

S t a t e o f C a l i f o r n i a

County of Sa/u
On _ //zr/zg /-^ before me.

)

C i r - r y
Hdel tD a t e

personally appeared

[JJ-
. ^ H e r e I n s e r t N a m e a n d T i t l e o f t h e O f fi c e r

U/, Hii^ t i^ooj CO
Name(s) of Signer(s)

who proved to me on the basis of satisfactory evidence to be the person(s) whose name(s) is/are
subscribed to the within instrument and acknowledged to me that he/she/they executed the same in
his/her/their authorized capacity(ies), and that by his/her/their signature(s) on the instrument the person(s),
or the entity upon behalf of which the person(s) acted, executed the instrument.

LARRY W. JORDAN
Commission # 2024037
Notary Public - CaliforniaSan Mateo County p

M̂ComiĵExgirê )û

I certify under PENALTY OF PERJURY under the laws
of the State of California that the foregoing paragraph
is t rue and cor rect .

WITNESS my ha

Signature

Place Notary Seal Above
O P T I O N A L

Though this section is optional, completing this information can deter alteration of the document or
f r a u d u l e n t r e a t t a c h m e n t o f t h i s f o r m t o a n u n i n t e n d e d d o c u m e n t .

Descr ip t ion o f A t tached Document
Title or Type of Document:
Number of Pages: Slgner(s) Other Than Named Above:

Capacity(ies) Claimed by Signer(s)
Signer's Name:

D o c u m e n t D a t e :

□ Corporate Officer — Title(s):
□ P a r t n e r — □ L i m i t e d □ G e n e r a l
□ Indiv idual □ At torney in Fact
□ T r u s t e e □ G u a r d i a n o r C o n s e r v a t o r
□ Other:
Signer Is Representing:

Signer's Name:
□ Corporate Officer — Title(s):
□ P a r t n e r — □ L i m i t e d □ G e n e r a l
□ Ind iv idual □ At torney In Fact
□ T r u s t e e □ G u a r d i a n o r C o n s e r v a t o r
□ Other :
Signer Is Representing:

©2014 National Notary Association • www.NationalNotary.org ■ 1-8Q0-US NOTARY (1-800-876-6827) Item #5907

f P ( 7 f =



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix B:
Access Control System Attestation
(by SO)
I have reviewed the physical access control system and not found any discrepancies or
anything else out of the ordinary.
Attached is the audited physical access log.

P r i n t e d N a m e

Signature:

( ^ j O O b c ^

D a t e :

Packet Clearing House Page 20 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

P C H
Packet Clearing House
572 B Suger SIreet. Box 29920
T h e P r a s i d c o f S a n F r a n c i s c o
S a n F r a n c i s c o , C a l i l o r n i a
9 4 1 2 9 - 0 9 2 0 U S A
+ t 4 1 5 6 3 1 3 1 0 0 m a i n
+ 1 4 1 5 8 3 1 3 1 0 1 l a x

1 6 0 0 S h a t t u c k A v e n u e
Facilities Sign-In Sheet

R o l e N a m e Signature D a t e Entry Time E x i t T i m e

F O P e t e r R O W L A N D 9 / 2 5 / 1 5

C A R o b e r t M A RT I N -
L E G E N E 9 / 2 5 / 1 5 9'.%

E W Larry JORDAN fxYr
C 0 1 S t e v e F E L D M A N 9 / 2 5 / 1 5 I'HS
G 0 4 E r i c A L L M A N 9 / 2 5 / 1 5

»,

0 0 5 Stephen SOMOG^

'

9 / 2 5 / 1 5 i - . i e
S G 1 B i l l W O O D G O G K 9 / 2 5 / 1 5

R Ashley JONES 9 / 2 5 / 1 5

Packet Clearing House Page 21 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix C:
Abbrev ia t ions Used in Th is Document
R o i e s
O A Ceremony Administrator
E W E x t e r n a l W i t n e s s

S O Security Controller
C O Crypto Officers
F O F a c i l i t i e s O f fi c e r

R Registry Representative

O t h e r A b b r e v i a t i o n
TEB Tamper Evident Bag

(MMF Industries, item #2362010N20 small or #2362011N20 large)
HSM Hardware Security Module
F D F l a s h D r i v e

AAK Adapter Authorization Key
SMK Storage Master Key
O P O p e r a t o r
SO Security Operator

Packet Clearing House Page 22 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix D:
L e t t e r a n d N u m b e r P r o n u n c i a t i o n

C h a r a c t e r Ga i l S ign P r o n u n c i a t i o n

A A l f a A L - F A H
B B r a v o B R A H - V O H
0 C h a r l i e C H A R - L E E
D D e l t a D E L L - T A H
E E c h o E C K - O H
F F o x t r o t F O K S - T R O T
G G o l f G O L F

H H o t e l H O H - T E L

1 I n d i a I N - D E E - A H

J J u l i e t J E W - L E E - E T T

K K i l o K E Y - L O H
L L i m a L E E - M A H
M M i k e M I K E
N N o v e m b N O - V E M - B E R

e r

0 O s c a r O S S - C A H
P Papa P A H - P A H

Q Q u e b e c K E H - B E C K
R R o m e o R O W - M E - O H
S S i e r r a S E E - A I R - R A H
T Tango T A N G - G O
U U n i f o r m Y O U - N E E - F O R M
V V i c t o r V I K - T A H
w Whiskey W I S S - K E Y
X Xray E C K S - R A Y
Y Y a n k e e Y A N G - K E Y
z Z u l u Z O O - L O O

1 O n e W U N
2 T w o T O O
3 T h r e e T R E E

4 F o u r F O W - E R
5 F i v e F I F E

6 S i x S I X

7 S e v e n S E V - E N
8 Eight A I T

9 N i n e N I N - E R
0 Z e r o Z E E - R O

Packet Clearing House Page 23 of 38



D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

Appendix: E
Card Distribution from Key Ceremony 1

l > i S - S E i C K o v C c B T v o y S c n p t T t m O i V f A p r t 2 « . 3 0 1 1

D i « t r i t M f t e C a r d s

s t e p A c t n i l V i n l u a l T i m * 1
l a a Dii# M imuw rtjmiw ot p*r<orviM «i jrni kuy

ocromcny. carcHt w <13e Asnbutaa in grautw mat
i m i j i i - e a r t e i f t a c r t t t c * r * « j u » ! « n t i n i s a
; tuouqrjoni kav Dar«<ncyy t,t\ raa^unCaJu iMHi u i»4D
' *Tai txKJyi Ebch giojo n! ands ^^a^ tw piac«d r.
■ AAdf l i * Tte wnc«* rmtr tsmft w* ♦aonrded baiov on

1 ** EWt icitpt / /
i

1 1 0 4 ; SfcMtr SOI, OP1

T E B *

BO to CO I StrwsFELDMAN i j J' .' 3t/?Ai

1 0 6 ; S M t t e S O S O P S

r t i . fi U 0 r v f f y
B W s n h u s s a d t o C 0 1 S l a v * r t L D M A N f o r 1

I

1 - M

i

S M K 2 . S 0 2 a P 2

go to CO? Mcr-aw ShiOArnA

1 0 7 , S M K 3 , S 0 3 , O P 3 i

T E B B a V f d ' , ^
^ go to cm Kmt OA'JIFB i r f/Vt / fc i

I D S S M K S S O fi  O P 6 ,

T E B T W
ar« artiats*il to CC3 iGm 0AV4:S to* txjnMByanc* to ̂
C06 L£OMG Kong fno

1 0 »

1

4 S 0 4 0 P 4 y y

t [
B o t o C O * J t k w i y M A B T t t j f

<eiy^
r 110
1

5 M H 7 , E 0 7 O P 7

H f S ' '
•r»«rKru«t»OtoC04. .lontry MAH1IN to/Donvnyanc*
t o C 0 7 G a u r a C b P A D H A V A j

1
F f t d k a n H o u m S B o t Z ^ i

Packet Clearing House Page 24 of 38



ee io 93 aBedasnoH Buueaio ia>)OBd

«: woe BC»tjftjOWMO l«*3Bel

Kiiurn «MjS|yvaICO

Li9S)„«X!*'iMic
h^^h^QfZ}^ ifi

OBi03|

j^fiAA ^0'"2 J/ojrffj -era

i
It I
z

55 2

15 3

90:D '

snAvn uTf I ZUhiQfiVi jUffC® KO
sgwiwo «)•

U.SW

nUhiia\J\ sFtdO

i'UA^ Oil \f
mx>

KK>

1
unsoia, »*6oil«X3:

—>r'^vwCJXtt

jj
C >«0TOC

ln«i*

^ JS-S
I

MakfW* »-*»*• ipflL̂io/rXW6 rOO

^QSSla/zlflfat -r tea

%z
AM

?5 5H
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

" i v ' f : Wav :K- - i t ; ! - !

S.miirt Card Sign Out Sh«et
O O h t k i i w

t p - * !
• n o '

c c - i < ' . y * ' . i ■ v - » • !

C S > 1 o c - i —

• co« kllTP'fibZ I , T - r r

-22Z,^M±id^
N J

%.*.»•• « ;♦

cCbfg

C*>S'

V "• (\\noim . ' S r ^ A
■ i r " ' - • A u C p

C C t t .A • • A'

i

p, / ? zc vf vv
p j i z o i i fi

- C c?^-

- C o h
^ r o z -

c ^

rat k-? Ci(«i<if»5 !Oj«"
Paot! 25 a< 3?
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D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Ceremony Sc r ip t Monday, June 20 , 2011

Smart Card Sign Out Sheet
C O # Card Type T E B # P r i n t e d N a m e Signature D a t e T i m e E W

C G I , OP 1 of 7 C t a > / a E d r t l L i l A f k l U
e i - ' S I

o i e v e r ^ c L L / i v i A i N ^

0 0 3 O P S o f 7 K i m D A V I E S
1

6/20 /11 0 7 5 1 K
0 0 4 OP 4 of 7 Jonny MARTIN i l M / . 6 / 2 0 / 11 cn-np̂ r .
0 0 6 O P 6 o f 7 H M C t i o o n S a i : 6/20/11 c n - s ^ o r
0 0 7 OP 7 of 7 G a u r a b U PA D H AYA 6 / 2 0 / 11 QlLfq

^1- ^ 1^x0 c_^

C O H ' p i I

C O P

a ) y

P a c k e t C l e a r i n g H o u s e P a g e 1 0 o f 1 7
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: I
Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script

Re-Package OP Cards

Friday, January 20, 2012

S t e p A c t i v i t y I n i t i a l Time(UTC)

6 0 CA places each OP card with instruction slip in its own ■ j
new TEB and records thie numioer in the smart card sign : / /
o u t s h e e t b e l o w , ' f

R e - D i s t r i b u t i o n o f C a r d s

s t e p A c t i v i t y j I n i t i a l Time(UTC)
!

6 1

!
!

CA calls each CO to return their smartcards. As each 1 /
CO receives and inspects their cards, they fill out the | j/
sign out sheet below and EW Initials their entry, ' A-

; N o t e n e w o u t e r b a g s i n s h e e t b e l o w , '

Smart Card Sign Out Sheet

CO# Card Type P r i n t e d N a m e Signature

0 0 2

1 !

OP20I7 1 Mtchaei SINATRA j

1 / s o / 1 2

1

M
C O S M i c n a e i S i N A T R A 1 / 2 0 / 1 2

i 004 OP4 Of 7 ; Jonny MARTIN ̂ 1 / 2 0 / 1 2

J

C 0 4 ; S 0 4 0 . 7 Jonny MARTIN
(

1 / 2 0 / 1 2

1
c o s OP50.7 /liizo'ifs] S t e p h a n S O M O G Y U 1/20/12 -jf

i 1
i c o s ^^7 /j Siephan SOMOGYI -■— '

1 / 2 0 / 1 2 T

Packet Clearing House Page 10 of 20
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremony Script

Smart Card Sign Out Sheet

Friday, April 27, 2012

CO# Card Type

C01 'OP 1 of 7

Pnnied Name

0 0 3

C O S

C 0 4

0 0 4

2 1 1 7
oP3of7 f\2ll2JCL

j/i3//2A"72.W / '
OP 4 of 7 ^ 3 i l 2 ^ i S

Steve FELDMAN

K i m D A V I E S

K i m D A V I E S

Jenny MARTIN

1̂7 ̂ 3 I ̂  3 [Jonny MARTIN
Sign-Out on Participant Signature Sheet
Step Activity In i t ia i rime (UTCj

6 0

i

All participants leave the Key Management Faciilty,
sign the Participant Signature Sheet, and note their
e x i t t i m e . 1

6 1 CA reviews EVI^i^ript and signs it,

OA Sianatur3-yCl>3'~''̂ A
Sign Out of Facility
Step Activity In i t ia l Time (UTC)

1 62
t

FO returns phones, laptops, and other items to
participants and logs their exit times Participants are
now free to depart. -i! i

f

Stop Audio-Visual Recording
Step Activity I n i t i a l rime (UTC)

6 3 SA stops audio and video recording.
i r x - )

P a c k e t C l e a r i n g H o u s e P a g e i i o f 2 4

Packet Clearing House Page 29 of 38



D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

DNSSEC Key Ceremony Script

Re-D is t r ibu t ion o f Cards

Wednesday, May 30. 2012

S t e p A c i i v i t y Ini t ta i Time (UTC)

63 ! OA calls each CO to return their smartcards As
\ i each CO receives and inspects their cards, they fill

out the sign out sheet below and EW initials their■ 1 entry Note new outer bags in sheet below
i . i . - i

/ '?:(f

Smart Card Sign Out Sheet
c o » c j i a T v i * Pruttcfl Name 0 « B r j i m f W

COljoPioi? \ lOS'̂ f ;S!evefEi.DMAN
O ^ '

fOS 14 I ZELDMANC O l so > or / 5 /30/12

C02joe2̂CO? Q)*! 017 Mcnaei SINATRA |
CO4.OP4 017 f{Zî  ID Jonny MARTIN ̂

jOfiny MARTIN i d

IVH
6 / 3 0 / 1 2

5 / 3 0 / 1 2

5 / 3 0 / 1 2

5 / 3 0 / 1 2 I V i

P a c k e t C l e a r i n g H o u s e P a g e 1 2 o f 2 7

P a c k e t C l e a r i n g H o u s e P a g e 3 0 o f 3 8



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

DNSSEC Key Ceremony Script

Re-Distribution of Cards

Friday, July 27, 2012

Step A c t i v i t y I n i t i a l Time (UTC)

6 7 CA cal ls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their
entry. Note new outer bags in sheet below.

Smart Card Sign Out Sheet

C O # C a r d T y p e T E B # P r i n t e d N a m e S t g r t a t u r e D a t e T i m e E W

C 0 1 OPIOtZ IS'eveFELDMAN \ 7 f 2 7 n 2 1
C 0 1

: ' 1
1 S t e v e F E L D M A N

C 0 4

1

O P A o t r Jonny MARTIN \ hi) 7 / 2 7 / 1 2 M h
COA- o u i m 4 u ! '

c c ^ O P 6 o f 7 Stephan SOMOGYl 7 / 2 7 / 1 2

1

c o s :jOultl J u! ■SeprarrsOBiOtSn—
1

:7 /27 / l 2

Packet Clearing House Page 12 of 28
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceremony Script

Re-Package OP Cards

Friday, December 14, 2012

s t e p Act iv i ty I n i t i a l Time (UTC)

6 5 The CA places each OP card with pre-printed
warning slip in its own new TEB and seals TEB.
hands the EW the tear-off strip from the TEB to
r e c o r d . i f - iD i i i

Re-Dis t r ibu t ion o f Cards

s t e p A c t i v i t y I n i t i a l Time (UTC)

6 6 The CA calls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and the EW initials their i
en t ry.

Smart Card Sign Out Sheet
C O # C a r d Ty p e T E B # P r i n t e d N a m e S i g n a t u r e D a t e T i m e E W

1

C 0 1 O P 1 o f 7 f\l^H{DSOS; sieve FELDMAN 12/14 /12 2omS 1
C 0 2 O P 2 o f 7 fi l s m o i i Michael SINATRA

L

i a ' i 4 / i 2 / /
C 0 4 O P 4 o f 7 J o n n y M . A R T I N j J-iUiL. 1 2 / 1 4 / 1 2 2 o ^1

Packet Clearing House Page 13 of 30
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

ONiSSEC Key Cerenony Scnpt

Re-Dtstribution of Cards

Thursday, Soptoptbef 12. 2013

Actiyrty

63 I OA calls each CO to retrieve smartcards As
leach CO receives and nspacts their cards, they
verity date and sign the eWs copy ot the sign outsheet below and EW initials their entry

Time (UTC)

i f 'ZP

Smart Card Srgn Out Sheet

i

j c o i i o p i o t r i O ^ O
P r t r r t e d N a m * StgnotiiMt

C O ?

C 0 3

W*chfl i^ ' S INATMA

O o 4 b T i m e E W

At-̂ /oSoo '*<.*-1 CAVIt̂ S

Sign-Out on Parttcipani Signature S.neet
s t e p ActivHy I n l i i H Time (UrC)

i 64 lAII partlcioanfs leave the Kay Management Facr'ty
jsign the PaiDcipant Signature Sheet, and note their
e x i t t i m e . i

6 5 OA reviews EWs script and sigps it.
:CA Signature 11 V I - " i s

i

Sign Out of Facility'
Step Activity IniliatJ Time (POT)
6 6 ipQ returns pnones, laptops, and cthai items to i

participants and logs sheir exit times. Participants
return identification vtrsis to lf»e FO Participants are
now tree to depart. / \

\

Stop Audto-Visuai Recording
step A c t i v i t y I n i t l a i Time (POT|
6 7 SA stops audio ana video recording. f \

Packet Clearing Houisc
Page 12 oi 29
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: O
Smart Card Sign Out Sheet from Key Ceremony 9

D N S S E C K e y C e r e m o n y S c r i p t F r i d a y . J a n u a r y 1 0 . 2 0 1 4

Re-Package OP Cards

step A c t i v i t y i n i t i a l T i m e { U T C )

3 5 OA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEBtear-on strip to the EW. 4 ft 5

Re-Distribution of Cards

Step Activ i ty I n i t i a l Time (UTC)

3 6 OA cal ls each CO to retr ieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry. 4

7

Smart Card Sign Out Sheet

Optionally leave facility

s t e p Activity I n i t i a l Time (UTC)

3 7 Optionally, all participants can now leave the room If : ̂  (the room is closed and sealed until everyone's jLr e t u r n . i i g

P a c k e t C l e a r i n g H o u s e P a g e 8 o t 3 1
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D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

DNSSEC Key Ceremony Script Weanesday. March 26. 2014

Re-Package OP Cards

35 :CA places each OP card with pre-printed warning
slip In its own new TEB and records the TEB # in the'
EW's copy of the smart card sign oul sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW

Re-D is t r l bu t l on o f Ca rds

36 (OA calls each CO to retrieve their smartcards. As
■each CO receives and Inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet be low and In i t ia ls the i r en t ry.

Smart Card Sign Out Sheet

C O # Card Type T E B # P r i n t e d N a m e Signature O a t s T i m e E W

C 0 3 OP 3 ol 7

1 ' —

J a a p A K K E R H U I S , :i -

t

3 / 2 6 / 1 4

! '

C 0 6 O P 6 o ( 7 L tM Choon Sa ' 3 ' "26 /14

T "

CO7;0P7o(7 G d u i a b U P A D H A Y A 3 - 2 6 / 1 - 1

Optionally leave facility

37 Optionally, all participants can now leave the room rf
the room Is closed and sealed until everyone's
r e t u r n .

Packet Clearing Mouse Page 8 ol 31
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremony Script

Re-Package OP Cards

Friday. December 12, 2014

Act iv i ty I n i t i a l Time (UTC)
3 b OA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in theEWs copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW. i !

Re-Distribution of Cards

s t e p Act iv i ty I n i t i a l Time (UTC)
3 7 CA calls each CO to retrieve their smartcards. As

each CO receives and inspects their cards, they
verify, date and sign the EWs copy of the sign outsheet below and EW initials their entry. 1 i n i

Smart Card Sign Out Sheet
C O # Card Type T E B # P r i n t e d N a m e Signature D a t e T i m e E W

C 0 1 OP 1 of 7 Steve FELDMAN 1 2 / 1 2 / 1 4 m i l i
C 0 2 O P 2 o f 7 Micnaet SINATRA 1 2 / 1 2 / 1 4 1
C 0 4 OP 4 of 7 E r i c A L L M A N

1 2 / 1 2 / 1 4 1
Optionally leave facility
s t e p Act iv i ty I n i t i a l Time (UTC)
3 8 Optionally, all participants can now leave the room ifthe room is closed and sealed until everyone's

r e t u r n . 1

Packet Clearing House
Page 9 of 35
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: R
Smart Card Sign Out Sheet from Key Ceremony 12

D N S S E C K e y C e r e m o n y S c r i p t M o n d a y , F e b r u a r y 9 . 2 0 1 5

Re-Package OP Cards

S t e p A c t i v i t y I n i t i a l Time (UTC)

3 5 OA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EWs copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW. 4 ^

Re-Dist r ibut ion of Cards

S t e p A c t i v i t y I n i t i a l Time (UTC)

3 6 CA calls each CO to retrieve their smartcards. As
each GO receives and inspects their cards, they
verify, date and sign the EWs copy of the sign out
sheet below and EW Initials their entry. 01'?\

Smart Card Sign Out Sheet

C O # Card Type T E B # P r i n t e d N a m e Slp;iatiire Date T i m e E W

0 0 3 OP 3 of 7 Alft4io74& iKimDAVIES ̂ 2 / 9 / 1 5 0747
C 0 6 OP 6 of 7 L E E H a n - C h u a n 2 / 9 / 1 5 10747
C 0 7 OP 7 of 7 i O a u r a b U P A D H A Y A 2 / 9 / 1 5

Optionally leave facility

s t e p A c t i v i t y I n i t i a l Time (UTC)

3 7 Optionally, ail participants can now leave the room If
the room is closed and sealed until everyone's
r e t u r n .

P a c k e t C l e a r i n g H o u s e P a g e 1 0 o f 3 7

Packet Clearing House Page 37 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: S
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday, July 27. 2012

.4

.4'
4^

1 6

1 7

CA opens a terminal window.

1 8

19

2 0

21

CA verities the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:

d a t e

If the timezone is not set to UTC:

c d / e t c . '

r m l o c a l t i m e

I n - s / u s r / s h a r e . ' z o n e i n f o / U T C l o c a l t i m e

Set time to match the wall clock:

d a t e m m d d U H M M Y Y Y Y

Verify:

d a t e

CA calculates sha256 checksum of the boot-DVD.
CA may proceed with additional steps while this
process comp le tes . When the checksum is
complete, CA reads it aloud, four digits at a time.
s h a 2 5 6 s u m / d e v / c d r o m

EW records the sixty-four digit boot-DVD checksum

ion 3>IF9CJ3C

2 > A U 2 S A 7
B l a
Other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 1,
reproduced for convenience in the appendices of
th i s documen t .

CA connects USB hub to laptop.

CA removes HSMFD KSK-HSM-01B-SJC from TEB
and plugs into a free USB slot on the laptop: waits
for O/S to recognize the FD. CA lets participants
view contents o f HSMFD then c loses FD window.

n : n

l . ' J f

/7:3y

/7 . -2 f

Packet Clearing House Page 4 of 28
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D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

PCH DNSSEC Key Ceremony Script Exception Form

Step

EW Describes exception and action here:

Id'oil ^
0 ^ 0 ^

hf 1 ^

H^ l

2 EW notes date and time of key ceremony exception
and signs here:

S i o n a t u r e : / '

i
/ /

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing Flouse



D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

PCH DNSSEC Key Ceremony Script Exception Form

Packet Clearing House



DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form
Step Act iv i ty I n i t i a l T i m e

1 EW Describes exception and action here:

%

1

2 EW notes date and time of key ceremony exception
and signs here:

Signature: ̂
* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Friday, September 25, 2015

Participant Signature Sheet
R o l e N a m e

C i t i z e n

sh i p Signature F o r m o f i d e n t i fi c a t i o n
i d e n t i fi c a t i o n

N u m b e r
D a t e Entry Time

U T O
E x i t T i m e

U T O

C A 1 R o b e r t M A R T I N - L E G E N E D K
Sept 25,

2 0 1 5

E W Larry JORDAN U S 7 Sept 25,
2 0 1 5 lb 'A 2 / . ' Z t

C 0 1 S t e v e F E L D M A N U S pc/cA Sept 25,
2 0 1 5 1G

C 0 4 E r i c A L L M A N U S ^ y o i b z a
Sept 25,

2 0 1 5

C 0 5 Stephen SOMOGYI U S 0 /̂CA A ̂ '-V97(/i Sept 25,
2 0 1 5

S C I B i l l W O O D C O C K U S pL/cfi filOÔ OL Sept 25,
^ 2015 2 / - . s r

R Ashley JONES U S O U / o u l7o</(/^o??r
Sept 25,

2 0 1 5 kl-Xb

H

Packet Clearing House
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D N S S E C K e y C e r e m o n y S c r i p t F r i d a y , S e p t e m b e r 2 5 , 2 0 1 5

PCH DNSSEC Key Ceremony Entry/Exit Log
N a m e E n t e r E x i t I n i t i a l T i m e

I

\ la.o^

> la 3"?̂
J ĵjt-7 t Z ' ' 2 Z

l y
< t i s

>

X
fv -

> "(;X)
1 L X Jd
/ /

1

/

i
I
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