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DNSSEC Key Ceremony Script

Friday, September 25, 2015

Activity

FO has all participants sign in on Facility Sign-In
Sheet before entering the Key Management Facility.

Initial

2

Time (FST)

7’, Y 7/)/

FO reviews emergency evacuation procedures and
other relevant information with participants.

7. Fun

FO collects cell phones, laptops, etc.

Cameras are permitted in the Key Management
Facility.

SC is allowed to use his laptop.

.)/D

FO verifies the functioning of audio and video
recording.

77

Enter the Key Management Facility

Step
5

Activity

As the participants enter the Key Management
Facility, the EW verifies the identity of each by
examining a government-issued photo identification,
notes the type and number of each piece of
identification, and the participant's entry time on the
Participant Signature Sheet.

Note that participants do not sign the sheet until the
end of the ceremony.

As the participants are identified, the identification
placards are distributed.

Initial

.f

s
Time (FaT)
7S 17
e
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DNSSEC Key Ceremony Script

Ground Rules

Friday, September 25, 2015

Initial

for

Time (F3T)

Step Activity

6 |CA previews ground rules and break procedures
with participants.

- We follow the script step by step.

- Each step is read aloud by CA prior to it being
performed.

- When a step is complete, it is announced that it is
complete plus the time.

- If a participant disagree, it is important to speak up,
so everyone agrees that things are done properly.

- Questions and suggestions for improvement are
welcome.

e

Verify Time and Date

Step Activity

7 |EW reads aloud and records the date
(month/day/year) and time (UTC) using an NTP-
synchronized clock visible to all. Participants verify
that the time is correct.

Date: ?/ & S’ﬁ.b/)
Time: / . S6
This and all subsequent entries into this script and

any associated logs should follow this common
source of time.

Initial

%

frr

Time {PST)

757

Verify UPS
Step Activity
8 |[If there is a UPS (uninterruptible power supply), then

- CA makes sure the UPS is connected to the
electric grid and that it is charged.

- CA also makes sure that the audio recorder is
plugged into the UPS.

Initial

%

Time (UTC)

| 700
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Remove Equipment from Safe

Step Activity Initial Time (UTC)

9 |SC opens safe and makes entry in log sheet
indicating opening of safe. / 7’0 7.2

L4

10 |SC collects the following items from the safe:
- KSK-HSM-01B-SJC HSM
- boot-DVD

- laptop 7 1: ‘/P
and any other items that may be scheduled for

removal indicating removal of each with
corresponding TEB number in the safe log. SC also
provides any necessary power supplies and cables.
Equipment is placed on table visible to all partipants.

If the key ceremony prior to this one was in this
facility, the HSMFD is also collected from the safe. If
the key ceremony prior to this one was not
performed in this facility, any HSMFD from the
previous key ceremony is then produced in it's TEB,
having been brought in by one of the participants.

11 [CA reads out KSK-HSM-01B-SJC HSM TEB and
serial number while EW checks that it matches the
TEB # recorded in the script from the previous key
ceremony.

s
TEB# A3112578 | I Lf =

Serial# K1011066

12 |CA similarly reads out boot-DVD, laptop, and
HSMFD TEB numbers while EW checks that they
match the TEB # in the script from the previous key

ceremony. l /) '
DVD TEB# A28410793

Laptop TEB# A3112579
HSMFD TEB# A28410771
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Collect OP Cards

Step Activity Initial Time (UTC)

13 |CA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
prior ceremony, reproduced for convenience in the
appendices of this document. Different COs may
appear on different pages. Note any discrepancies. / f 5
CA places the OP cards in plain view on the table, / /
removing cards from TEBs, discarding used TEBs

but saving warning slips for reuse.

Set Up Laptop

Step Activity Initial Time (UTC)
14 |CA takes boot-DVD and laptop out of their TEBs.

CA places the boot-DVD and the laptop on the table,
connects laptop power to the UPS, external monitor
power can be plugged to grid power or the UPS (if

the UPS is considered big enough). \ %"o '-‘

When these items are powered on, boot the laptop
using the DVD.

During the boot process, make sure the output on
the laptop screen is also sent to the external
monitor/projector.

Booting from CD may generate warnings of kernel
crash, which can be ignored if it keeps on booting.

15 |CA logs in as root. ‘/t ]é: 0) L&

16 |CA opens a terminal window. *7/ [8:08
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DNSSEC Key Ceremony Script Friday, September 25, 2015

17 |CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:

date

If the timezone is not set to UTC:

cd /etc/

rm localtime

In -s /usr/share/zoneinfo/UTC localtime .
Set time to match the wall clock: / g’ D 8
date mmddHHMMYYYY
Verify:

date

18 |CA disables screen saver by typing

xset s off

(while sleep 1800;do xset -dpms;doneé&)
Then closes the window by typing

exit { 9 :(O
Now, using the GUI menu, in

“System” -> “Preferences” -> “Screensaver”

uncheck “activate screen saver when computer is
idle”

Click “Close”. In

“System” -> “Preferences” -> “More Preferences” ->
“Power Management”

Ensure both sliders in “Running on AC” are set to
‘never”.

Click “Close”.

19 [CA opens a terminal window, which we will refer to
as the “checksum window”. In this window CA starts . 0
the calculation of the sha256 checksum of the boot- g . I
DVD. This takes about 9 minutes to complete. This

step is complete after issuing this command.

sha256sum /dev/cdrom

20 |CA connects USB hub to laptop. 7/ } K : H

Packet Clearing House Page 5 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

21 |CA removes HSMFD from the TEB, connects it to
the laptop, and waits for O/S to recognize the FD. 5

CA lets participants view contents of HSMFD then g /}

closes FD window. £

Start Logging Terminal Session

Step Activity Initial Time (UTC)

22 |CA opens a new terminal window, which we will

refer to as the “command window”. In this new

window CA will change the default directory to the ’

HSMFD and starts capture of terminal output to a / g 4 / ﬁl
{

file:
cd /media/HSMFD

script script—20150925.1log

Start Logging HSM Output

Step Activity Initial Time (UTC)

23 |CA inspects the HSM TEB for tamper evidence and
removes it from TEB; discards TEB and plugs

ttyUSBO null modem serial adaptor and cable to the / g : / 5'
back. (

24 |CA connects the HSM to the laptop using the USB ; ' l é)
serial adapter. I Y '

25 [CA opens a new terminal window, which we will /

refer to as the “ttyaudit window”. In this window the
CA will start logging HSM serial port output by

executing l g : / 7

cd /media/HSMFD
ttyaudit /dev/ttyUSBO

Note: DO not unplug USB serial port adaptor from
laptop as this causes logging to stop.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Verify DVD checksum

Step Activity Initial Time (UTC)

26 |In the “checksum window” CA uses the “hexread”
program to have the sha256 checksum of the boot-
DVD read aloud by the laptop.

hexread

CA will copy/paste the checksum into the “hexread”
program at the appropriate prompt.

If the use of the “hexread” program does not sound / g,z, /
properly, CA will read aloud himself, four digits at a
time.

EW verifies that the checksum of the boot-DVD is
the following:

7DE4 31F9 C33D DFEF

9089 AB56 13A3 8126

708A 3AC1 A784 38A7

BOC9 2A4F 52A1 F87C

Other participants may compare this with the boot-
DVD checksum calculated during Key Ceremony 6,
reproduced for convenience in the appendices of
this document.

CA then closes the terminal window by typing

exit

Connecting offline HSM (KSK-HSM-01B-SJC)

Step Activity Initial Time (UTC)

27 |CA connects power to HSM. Status information will
appear on the serial logging screen in the “ttyaudit g 'z_f

window” and the “Ready” LED on the will HSM blink. ) ;

After the self test the HSM display will have the text

“Set Online” indicating that the HSM is in the

initialized state. The “Ready” LED is off.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Activate HSM

Activity Initial Time|(UTC)

28 |CA sets HSM online using the “Set Online” menu
item and three (3) OP cards. The “Ready” LED
should illuminate.

Use OP cards 1, 4 and 5, and PIN 11223344, [ gl 9] 8
The HSM will always refer to cards 1, 2 and 3,

regardless of our numbering (possibly) being
different.

29 |CA connects Ethernet cable between laptop and
HSM and tests network connectivity between laptop
and HSM by entering

r
ping 192.168.0.2 l 8127

in the “command window” and looking for responses.
Press Citrl-C to stop the ping program.

USB slot and waits for O/S to recognize the FD.
When the new window for the mounted media

30 |CA inserts flash drive labeled “SCRIPTS” into a free _7
appears, close that window.

[§:30

31 |CA copies the compressed scripts from the drive
labeled “SCRIPTS” and calculates the checksum of
the tar-file.

8.3
ls /media/SCRIPTS [ ‘

cp -p /media/SCRIPTS/scripts-
20150925.tar.gz .

sha256sum scripts-20150925.tar.gz
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Start generating Keys and Keybundles

{
Step Activity Initial Time %(UTC)

32 |CA copies shell scripts that will be used to generate
new keys and bundles by executing:

tar -xzvof scripts-20150925.tar.gz
cp -p makeallhsmfiles /opt/dccom
cp -p exkey /opt/dccom

(
cp -p keybundle-generate.20141212 I CK\ 3_3
/opt/dccom

mkdir /tmp/pch
cp -p 20150925.kc_script gen.out /tmp/pch

cp -p /opt/dnssec/aep.hsmconfig /tmp/pch

33 |CA copies encrypted backups of the ZSKs by
executing: // ;
cd /tmp/pch l g’ ; S

makeallhsmfiles

34 |CA starts key and signature generation by
executing:

keybundle-generate.20141212 <
20150925.kc_script_gen.out

The data file contains a line for each zone for which / gl } C
ZSKs will be rolled or a new zone will be generated.

This will take a long time generating ZSKs and KSKs
as necessary and creating keybundles (KSK signed
DNSKEY RRsets). KSKs and ZSKs will
automatically be backed up in encrypted form and
deleted from HSM as each zone is completed. The
backed up keys are stored in /tmp, which is a
memory based file system.

This step is complete when the CA has issued the
command above.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Re-Package OP Cards

Activity Initial Time|(UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards
Activity Initial Time|(UTC)

36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they ’
verify, date and sign the EW's copy of the sign out l 7 20
sheet below and EW initials their entry. ‘

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

/
CO1|OP 10f7 Awq [0) Z_(-/ Steve FELDMAN 7é‘/\ff_:’wz’sns q S —7
CO4|OP 4 of 7 AZ g 4.//0 72 §7| Eric ALLMAN 5{ /ﬂ_ 9/25115 || 7.'/é '%

cosjopsoft7  |N)8Y /D 72, Stephan SOMOGYI 4;— & '(\ /\vf\ 925115 | [9-|\ %

Optionally leave facility

Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Pack and store Keys and Keybundles

Activity Initial Thne(UTC)

CA waits for key generation script to complete.

39 [CA generates the archive destined for the signers by
executing:

tar -cvzf /media/HSMFD/20150925.kb.tar.gz
zsk*.hsm *.keybundle.tar.gz
* .keybundle.tar.gz.sha256 2> errors

The redirection of stderr to the “errors” file is to make 1@ 3 L{
possible error messages from the command
execution easily noticable. This file should be empty:

cat errors

Im errors

40 |CA archives all results including encrypted KSKs for
future use by executing:

tar -cvzf ’
/media/HSMFD/20150925.session.tar.gz . 2> 20 3(/
errors ‘

cat errors

rm errors

41 |CA creates a snapshot of any changes to DB files by
executing:

cd /media/HSMFD :2 ’
0,35

tar -czf 20150925.KSK-HSM-01B-

SJC.db.tar.gz *.db

42 |CA calculates checksums of all files on the HSMFD:

find . -type f -print0 | xargs -0 -n 50
sha256sum

. N 20/36
If that command fails, the following will suffice

instead:
sha256sum *

Finally, to keep an eye on available space, execute:

df -h
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DNSSEC Key Ceremony Script Friday, September 25, 2015

43 |CA deletes the files on the SCRIPTS FD and
unmounts by executing:

rm —rf /media/SCRIPTS/*
-LOl’ L/o

umount /media/SCRIPTS

and removes the SCRIPTS FD for reuse.

Return HSM to a Tamper Evident Bag

Activity Initial Time|(UTC)
44 |CA presses RESTART button on the HSM and waits
for self test to complete. CA then disconnects HSM )0 g
from power and laptop (serial and Ethernet), placing $ 72—

HSM into a new TEB and seals.

45 |CA reads out TEB # and HSM serial #, shows item
to participants while EW records TEB # and HSM
serial # here.

TEB# A ‘//2 8Ys™ 7 ] o. ‘[Sl
Hsm seriait: K10 (DG 6

Stop Recording Serial Port Activity

Activity Initial Time (UTC)

46 |CA terminates HSM serial output capture by
disconnecting the USB serial adaptor from the
laptop. CA then exits out of the “ttyaudit window”.

exit

Backup HSM Flash Drive Contents

Activity Initial Time (UTC)
47 |CA displays contents of HSMFD by executing

Packet Clearing House Page 12 of 38



DNSSEC Key Ceremony Script

Friday, September 25, 2015

48

CA plugs a blank FD labeled “HSMFD” into the
laptop waits for it to be recognized by the O/S as
HSMFD_ and copies the contents of the HSMFD to
the blank drive by executing

cp -Rp * /media/HSMFD_

CA then unmounts new FD using

umount /media/HSMFD_

This copy will later be stored in the off-site audit
bundle.

26,57
CA then removes HSMFD_ from the laptop and !
places it a new TEB and seals; reads out TEB # and
shows item to participants while EW records TEB #
here.
est ALEL/D 7/ 9
This copy will later be stored in the on-site audit
bundle.
49 |CA repeats this activity a second time to create a
second copy.
tesy ALBY¥ /0720 22057

50

CA repeats this activity a third time to create a third

S AR8470721

This copy will later be stored in the EW audit bundle.

20|

51

CA repeats this activity a fourth time to create a
fourth copy.

ress A28 7/ 0722

This copy will later be placed in the safe.

2/.02

52

CA repeats this activity a fifth time to create a fifth

s AAEH 072 3

This copy will later be sent to the other KSK
generating country.

2 [0y

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Stop Logging Terminal Output

Activity Initial Time (UTC)

53 [CA stops logging terminal output by entering “exit” in
‘command window”. p

| 7048
exit

54 |CA calculates sha256 checksum of the logfile by
executing.

sha256sum script-20150925.1og

CA may choose to use the “hexread” program, and
copy/paste, to read the hash of the checksum.

EW records the sixty-four digit hash

G66E 17D] FBY7 688 2053
2858 SDYY 2AFF 9790
A20 01&F OIvp FSI) OICF
3126 AH38C 780 O¢fF

Return HSMFD to a Tamper Evident Bag

Step Activity Initial Time (UTC)
55 |CA unmounts HSMFD by executing
cd /tmp

then 2_ / .' QS/

umount /media/HSMFD

56 |CA removes HSMFD and places it in new TEB and
seals; reads out TEB # and shows item to

participants. 2 |07
EW records TEB # here.

ress ALST/0 718
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Return Boot-DVD to a Tamper Evident Bag

Step Activity Initial Time (UTC)
57 |CA executes:

shutdown —h now " ZW

removes DVD and turns off laptop.

58 |CA places boot-DVD in new TEB and seals; reads
out TEB # and shows item to participants.

EW records TEB # here. Z /' [)7
tes¢ A287/07/7

Return Laptop to a Tamper Evident Bag

Step Activity Initial Time (UTC)

59 |CA disconnects power, and any other connections
from laptop and puts laptop in new TEB and seals:
reads out TEB #; shows item to participants.

EW records TEB # here. Z { ,' / ’

rese A4/ 28458

Return Power Supplies, USB Hub, and Cables

Activity Initial Time (UTC)
60 |CA places HSM power supply and laptop power

supply, USB hub, USB serial adapter, power and
networking cables in a bag. This need not be a TEB
as it is only used for convenient packaging.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

61 [SC returns items to the safe. SC records return of
each item on the safe log with TEB #, printed name,
date, time, and signature with a second participant
initialing each entry.

- KSK-HSM-01B-SJC HSM

- laptop / ; / 8
- original HSMFD above 2 4

- fourth HSMFD backup
-DVD

Power supplies and cables need not go in the safe, /
but can be stored separately. )

62 |SC closes safe. EW verifies it is locked. 7 / Z / N / 7

Sign-Out on Participant Signature Sheet

Step Activity Time (UTC)

All participants leave the Key Management Facility,
sign the Participant Signature Sheet, and note their 2
exit time. 21
64 |CA reviews EWSs script and signs it. )
g J
CA Signature @ﬂ%& 72 2-/, 26
(=

—— =
Sign Out of Facility

Activity Initial Time (PST)

65 |FO returns phones, laptops, and other items to

participants and logs their exit times. Participants
return identification vests to the FO. Participants are
now free to depart.

Stop Audio-Visual Recording

Activity Initial Time (PST)

66 |FO stops audio and video recording.
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DNSSEC Key Ceremony Script

Copy and Store the Script

67

Activity

EW makes at least 2 colour copies of his or her
script: one for off-site audit bundle, one for on-site
audit bundle, copies for other participants as
requested, and retaining the original.

The two audit bundles each contain:

- output of signer system - HSMFD

- copy of EWs key ceremony script

- audio-visual recording

- logs from the Facility Physical Access Control

- SC attestation (A.2 below)

- the EW attestation (A.1 below)

all in a TEB labeled “Key Ceremony 09/25/2015”,
dated and signed by EW and CA. One bundle will be
stored by the SC along with equipment. The second
bundle will be kept securely offsite.

The “fifth copy” of the HSMFD will be sent to the
other key signing facility.

CA keeps any remaining materials (e.g. extra
HSMFD) for next key ceremony preparation and
analysis.

Friday, September 25, 2015

Initial Time (PST)

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix A:
Key Ceremony Script Attestation
(by EW)

| hereby attest that the Key Ceremony was conducted in accordance with this script and

that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: OZ‘W"‘Y ( j_ / .,)Dfﬂluy

7
Signature: z ZV . Q«f@/

Date: 9/2 y/2%1s
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CALlFORNIA ALL- PURPOSE ACKNOWLEDGMENT CIVIL CODE § 1189

A notary public or other officer completing this certificate verifies only the identity of the individual who signed the
document to which this certificate is attached, and not the truthfulness, accuracy, or validity of that document.

State of California )

County of __ San MU afe® )
On 7/23//20 /5 before me, \[a-r’V //U erﬂﬂ ;

Date = Hefre Insert Name and Title of the Officer

personally appeared [/(/( ///404 /: Woo Cové
Name(s) of Signer(s)

’

who proved to me on the basis of satisfactory evidence to be the person(s) whose name(s) is/are
subscribed to the within instrument and acknowledged to me that he/she/they executed the same in
his/her/their authorized capacity(ies), and that by his/her/their signature(s) on the instrument the person(s),
or the entity upon behalf of which the person(s) acted, executed the instrument.

| certify under PENALTY OF PERJURY under the laws
of the State of California that the foregoing paragraph
is true and correct.

WITNESS my ha nd official seal.
Commission # 2024037

Notary-Public - California % o /M O”_Wé/

7 San-Mateo County Signature
] : Mx Comm. Exglres Jun 7, 2017 [ /éignature of f\%y Public

LARRY W. JORDAN

Place Notary Seal Above

OPTIONAL
Though this section is optional, completing this information can deter alteration of the document or
fraudulent reattachment of this form to an unintended document.

Description of Attached Document

Title or Type of Document: Document Date:

Number of Pages: Signer(s) Other Than Named Above:

Capacity(ies) Claimed by Signer(s)

Signer’'s Name: Signer's Name:

[J Corporate Officer — Title(s): ] Corporate Officer — Title(s):

[J Partner — [J Limited [J General [J Partner — [JLimited [J General

[J Individual [J Attorney in Fact [J Individual [J Attorney in Fact

[J Trustee [0 Guardian or Conservator ] Trustee ] Guardian or Conservator
[J Other: [J Other:

Signer Is Representing: Signer Is Representing:

©2014 National Notary Association « www.NationalNotary.org + 1-800-US NOTARY (1-800-876-6827) Item #5907

~ —

—e?



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix B:
Access Control System Attestation
(by SC)

| have reviewed the physical access control system and not found any discrepancies or

anything else out of the ordinary.
Attached is the audited physical access log.

Printed Name:ﬁ [~ C\/)OODM CAL
Signature%%/ i~ S

Date: 27T 25 Q&/ﬁf—_
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DNSSEC Key Ceremony Script

CH

Packet Clearing House
572 B Ruger Straet, Box 29020
Ths Prasidioof San Francisco
San Francisco, California
34129-0020 USA
+1 416 831 3100 main
+1 4156 831 3101 fax

Friday, September 25, 2015

1600 Shattuck Avenue
Facilities Sign-In Sheet

FO Peter ROWLAND

Robert MARTIN-
G LEGENE
EW Larry JORDAN

CO1 Steve FELDMAN

CO4 Eric ALLMAN

CO5 Stephan SOMOG Y~

SC1 Bill WOODCOCK

R Ashley JONES

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix C:
Abbreviations Used in This Document

Roles

CA Ceremony Administrator
EW  External Witness

SC Security Controller

CO Crypto Officers

FO Facilities Officer

R Registry Representative

Other Abbreviation
TEB  Tamper Evident Bag
(MMF Industries, item #2362010N20 small or #2362011N20 large)

HSM Hardware Security Module
FD Flash Drive

AAK  Adapter Authorization Key
SMK  Storage Master Key

OP Operator

SO Security Operator
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix D:
Letter and Number Pronunciation

Character Call Sign Pronunciation

Alfa AL-FAH
Bravo BRAH-VOH
Charlie CHAR-LEE
Delta DELL-TAH
Echo ECK-OH
Foxtrot FOKS-TROT
Golf GOLF

Hotel HOH-TEL
India IN-DEE-AH
Juliet JEW-LEE-ETT
Kilo KEY-LOH
Lima LEE-MAH
Mike MIKE

Novemb NO-VEM-BER
er

Oscar OSS-CAH
Papa PAH-PAH
Quebec KEH-BECK
Romeo ROW-ME-OH
Sierra SEE-AIR-RAH
Tango TANG-GO
Uniform YOU-NEE-FORM
Victor VIK-TAH
Whiskey WISS-KEY
Xray ECKS-RAY
Yankee YANG-KEY
Zulu Z00-LOO

N<Xs<CH0WIOUO ZErX«~TomMmmMmoUOoWD>»

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER
5 Five FIFE

6 Six SIX

7 Seven SEV-EN
8 Eight AlT

9 Nine NIN-ER
0 Zero ZEE-RO
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: E
Card Distribution from Key Ceremony 1

DNSEEC Key Ceremony Scnpt Tuascay Aprd 26, 2011

Distribute Cards

: 133 | Due 2 dmitac number of parsonnel &1 1t key | \

I | ceremony, cards wil Se disributed in groups that ‘

| AR Mu-Oarson CONUG reGuaterments A /
SLDSSQUEN! Ky CONGMONTY Wil Ie3SINtute 2an08 1 thaw | 57
l fral holdecs. Each group af cards shal! be piaced n

Anothae TEB wheee NumEses an tecornsed bekow on /
‘ ha EW's script

| 108 | SwK1, 501, OPY I

g0 0 CO' Stewe FELOMAN

108 | SMKS. SOS5. OPS

e ALIOFY 93 | f/ ‘ 843/
7/

are entrussad 1o OO, Steve FELOMAN for

conveysnce 1 COS Stephan SOMOGY!

106 | BMK2. 802 0P2 ’ /
ressA21094985 ‘ ’7/" .Y Spngy
99 to CO2. Michaet SINATRA / ;

107 | 8MK3, 503, 0F3 \ ‘ b

| |rems A%101 418Y 7 EAem

| 90 1 CO3. Kirm DAVIES

108 | SAWSE, SO& OFs

reme A 210 7492 7 G s

fre antrymad 1o CC3 0m DAVES & LONVEYANoe 10
CO6, LEOMNG Keng Tha

} | TEB# )Q 1/6?_77 89 — /,// ‘3“'{7/5«

§0 o CO4, Jonny MARTIN

>

: 110 | SMK7, 807, OF7 ’ .{ -2

| | | .') »
| AL 949! | it
e ortrusted © CO4, Jonry MAHRTIN %o cunvoyance
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: F
Smart Card Sign Out Sheet from Key Ceremony 1

ONSBSEC Koy Ceremony Sogit Tuesday Aprd 28, 20

Smart Card Sign Out Sheet

cot [ arrer R‘“O?f&/j

e

FELDMN p s

1% a2l Al
)‘ 201’50vv.' Saowe FELDVAN : o 85 ‘{/
- | A2109Soi2 | AL A

— | SO Mvdvﬁuoqs.oll Sheve FELLMAN ‘A V azs IGIL
1 L 4
O | OFFaT | Merget SINATRA
Azio9sorn | 1

l ‘m!sozsu Al/gfyggﬁwws«u'm h} ;I ST 20' | ﬁ'

e OCR  SMK T AZ/D?Spoy‘uﬂ‘““"u B .l»?sln Zafs L,r
o | or3er ﬁZID%'O.')? e DAVIEN - l"”"‘?s‘l _,y

424

‘ ' “im DAVES (A ) | azmm y
‘ COy | 8Od ! Al‘f 0?50 “ ANES p | 2 - &0 L‘SCI 'f
400 | M 307 AU 01-’.‘“/ an CAOES IL“ l_;_ @ e o '-/

cmjorueu AIIO?J—MK' Joney MAATIN | lﬂ/ = ?g -’f.'
} At | Soans AZ/O?‘YQD;lmme'm

| =352 [ A

e b Y BT R 17, T e .\f AL e 9:5??
cos | oFsor 7‘42/075-@/ | Sawes FELOMAN P o | ’b,g,‘?;

[ P2 |A2]0 73000 mesrmouis .Jhu-; @ o0 |
(T A o pyag | T L s [ |20, %

COn [ CPéalT ‘nllntf‘/?fi m QAES M % S;‘j [‘r
l r:-ou‘-&‘uoc' AZIOfL{??") .; m DAVIES |T 34T &5% V/‘
— 08 | AN e ‘ﬂlfo 74/77&’ K DAVE & 4z ¥<3 'y'

icc-ioﬂrur AZ_IO‘Y‘{??SI,““'“"""‘ '\\ . | ez 3’55
\ leor | sor=r ﬂ2/°f’ﬁ¢7 Sorny MARTR CT{; !2; ; e 86!

—. (000 | v a7 Al/a‘,qrr}r | dwmey eaRTH 3\)\&["1’\9..‘_‘”“ gsg
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

Worcay May 30 201

Y " RIF20yF 35" |ttt
N/ s s e o
\:.\ (_\ Alf2odsy™ - =

1,1’““',,' | RIF209933 = ol Sl | s ':““3“(,/
Q\d‘ L R fhoga3i e e L'L--_#r"—"';»-*f’ ooy il

' 10 ) // < af‘)ﬁbz ! " ,_ }.“i "_’:1‘{_‘ % ngg “//
‘\\ e H ”7b :}0}0 {j q U/ v | O 7/17
\ . (fda ) :
Y Al0Y e o [
t‘\b\ g o8 e o A[?L'&‘:’!?Z% W l s o 1 N MY 1) Et{/
RS T ol 2o w0 %
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: H

Smart Card Sign Out Sheet from Key Ceremony 3

DNSSEC Key Ceremany Script Manday, June 20, 2011

Smart Card Sign Out Sheet

CO# | Card Type Printod Name Signature

oP1ot7 |y \C\LO‘-(Q'{ Stove FELDMAN X /’\
CO3[OP307 |\ |4 Loce@ W Kim DAVIES / | 620m ()7‘5"_\1 /(
B

CO4|OP4oct7 ‘\\‘\)QQ‘E'\’L Jonny MARTIN \/ W / 6720/11 O’:q’?
L7

CO6 |OP 6ol 7 P‘K\LOHS'\O LIM Choon Sas f

Co7(0P7ot? ék\e\)ﬁx{‘ 6§!cama umouawxé ‘{é_; 8/20/11 ia‘].,_n

ZNECDSING BAsS :
COL: B igroggIs
(03 A %20 4873
cO 9° A\Rrougn |
(0 61 Beyo yR6Y
07 A19204867(
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: |
Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script Friday, January 20, 2012

Re-Package OP Cards

Activity initial | Time (UTC)

80 | CA places each OP card with instruction slip in its own
new TEB and records the number in the smart card sign |
| out sheet below. i

Re-Distribution of Cards

Activity Initial Time (UTC)

CA calls each CO to return their smartcards. As each
CO receives and inspects their cards, they fill out the
sign out sheet below and EW initials their entry.

Note new outer bags in sheet below.

Smart Card Sign Out Sheet

CO# | Card Type TEB # Printed Name : Signature Date Time EW
CO2|0OP2ot7 A/qzo({?{o Michael SINATRA MMS: ‘ 142012
coz|s020t7 Alizo 4{75—2 | Michae! SINATRA WD««QV::&;RJ@”‘? 205 |

{CO4|OPaot7 A/?z 0(/?{/7 Jonny MARTIN F}M' 1120112 qugj
_{

CO4 SO 4017 hlf 20 7?53 Jonny MARTIN ;S ¢ M | eonz M
Cos |oPsat7 ‘\4/7205957 Stephan SOMOGYi4— o=, ’L'\. 12012 | > _ 4t

oNnee |
cos &5017 ;A '720%5% Stephan SOMOGY! K < U v2on2 |5 g\

O TSP RAG
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremony Script Friday, April 27, 2012

Smart Card Sign Out Sheet

|
cor CP;:L A1920Y§SS |Sieve Fecoman _j@/’( |
001%‘5}:7 3” 28 é 7 | Steve FELDMAN 9£ (_— Ea.?7/12 (7\17, A
CosjorP 3{:! 7 A 3 II UZ L :K:xr DAVIES W—UZWIZ IZ I@ é
cos %Cﬂf ASH 2.5 7 2ixmoavies (l dg % = P /7/’}4’ 3
1 -~
7

COs|OP 4ol 7 m 3 ” zgé-s t.}bnryM;«R?lr‘ &M }‘ 227112 :8:4.'

7

.,

\\\\

AN

CO4 %?Ef" ﬂ 3“ qu 3 ;menv MARTIN (V\/Q/ ez | &4

Sign-Out on Participant Signature Sheet

All participants leave the Key Management Facility,

-
sign the Participant Signature Sheet, and note their g d SO
exit time. ‘ ¢

] ' a
| 61 |CA reviews EMs \‘ ript and signs it y, YZ/
CA Signature i =S ! <

\l T

Sign Out of Facility

| 62 |FO returns phones, laptops, and other items to
participants and logs their exit imes Participants are|
now free to depart

Stop Audio-Visual Recording

63 |SA stops audio and video recording. [ g S"}
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Packet Clearing House Page 29 of 38




DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

DNSSEC Key Ceremaony Script Waednesday, May 30, 2012

Re-Distribution of Cards

| 63 |CA calis each CO to return their smartcards. As

leach CO receives and inspects their cards, they fill
out the sign out sheet below and EW initials their
|entry. Note new outer bags in sheet below

Smart Card Sign Out Sheet

| ; ' foﬂug”w}y Steve FELDMAN /%Q: {5.30:'2_

4

Li.w_'f ﬂ 294108 26 .""'“ FELDMAN é& - (3012 Iﬁl{ /
|CO2|0P 20t 7

locaR5EY Aasglodzs "= g0 = [ope| 7]
1":,-2. '.{'«:' T

_. .Az ?‘//0 £S5 'Mg—u.._-. SINATRA QW‘{MQ(;*“}&,Z '/f-'h?/

Pi
couoreaT pagqIpgE? wemun o
(S

3
R e

>

5/30/12 / Cr.(!‘( 7
1ICO4 QO'J;(;Pt/'V A w(// DXZ} Jonny MARTIN ;d 540/12 l?"1¥1
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

DNSSEC Key Ceremony Script Fnday, July 27, 2012

Re-Distribution of Cards

67 |CA calls each CO to return their smartcards. As
each CO receives and inspects their cards, they fill
out the sign out sheet below and EW nitials their

entry. Note new outer bags in sheet below

Smart Card Sign Out Sheet

corforrotr |9 9Y/D 8/6 |steve FELOMAN % 0(6( ;
| SRS 7 ‘
CO1 |GmterrTor Steve FELDMAN - eregars
COA?OP; of 7 Al%klloghzmm, MARTIN ,_\\‘ M (Q ) 7212 1019 ‘é{
co;i o7 T A — S
‘ T
COs|OP S ot 7 A 2 87/08/7[9—@13- s?-.cc);.vx <:/_<‘ — " rrinz m\c‘ ; /r
‘ 1 T 7
COS Suemsor T SeprarsoTIoaTT 72711
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceremony Script Friday, December 14, 2012

Re-Package OP Cards

Activity Initial Time (UTC)

65 |The CA places each OP card with pre-printed

warning slip in its own new TEB and seals TEB,
hands the EW the tear-off strip from the TEB to
record

Re-Distribution of Cards

Activity Initial Time (UTC)
66 |The CA calls each CO to return their smartcards. As

each CO receives and inspects their cards, they fill
out the sign out sheet below and the EW initials their
entry.

Smart Card Sign Out Sheet

e oot .. S T e
olorer Aagyogosemreom | fg e |ameaaous |
cozlorzor 0 9gYpBO ¢ Mense swaras hmghzm,z;zo%ﬂ
codorscr N28410803 [ampmemmn | U (. |ereions
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DNSSEC Key Ceremony Script Friday, Septem

Appendix: N
Smart Card Sign Out Sheet from Key Ceremony 8

ber 25, 2015

Re-Distribution of Cards

63 |CA calls each CO 1o retrieve ther smaricards As

leach CO receives and inspects their cards, they “f ) ;
\ vertly, date and sign the EW's copy of the sign out - ‘ ‘g
| sheet below and EW intials their entry /’/ | ¢
. I

DNSSEC Key Ceremony Script Thursday, September 12, 2013

Smart Card Sign Out Sheet

..‘;1 oP 1 of 'W A?.%l{ )080 Z Stave FELOMAN ‘ {: é i "

O2|0P 2007 A ‘L? L]’I O gc | IMichae sinaTRA

|coa o a e ATy 1QBOQ xmcavies

Sign-Out on Participant Signature Sheet

84 |All participants leave the Key Management Faci ty. / -
sign the Parucipant Signature Sheet, ang note their - ," ) §3
exit tme / 4 |

65 |CA reviews EWs script and signs it . [ ) T ‘
iCA Signature ST - = / / 221 %5

Sign Out of Facility

| 86 [FO returns pnones. laptops, and other tems 1o

|now free o depart

Stop Audio-Visual Recording

| 67 [SA SIOps audio and video recording

|participants ana logs their exit times. Particpants — D5 !
{return identification vests to the FO Participants are } ‘ /“'

Y100,

-

Packe: Clearing House Fage 12 ot 29

Packet Clearing House

Page 33 of 38



DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: O
Smart Card Sign Out Sheet from Key Ceremony 9

DNSSEC Key Ceremony Script Friday, January 10, 2014

Re-Package OP Cards

Step Aclivity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,

reading it aloud for verification anc giving the TEB |
tear-oft strip to the EW. l

Re-Distribution of Cards

Activity Initial

CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they &
verify, date and sign the EW's copy of the sign out {
{sheet below and EW initials their entry. ‘

Smart Card Sign Out Sheet

e

CO1/0P 1017 m 28410 77!{ IS’.&V& '-kLD'IA:\ ﬁ—[;‘ - 1o
coz|op 2ot7 MZ& F/0773 |mcnasisinatra M\R‘OM
OPS0of7 A137/07)L:S:epnzr SOMOGYI 4‘; — ’ '1.10/14

Cos

Optionally leave facility

37 |Optionally, all participants can now leave the room if
‘ the room is closed and sealed until everyone's
return.

Packet Clearing House Page 8 of 31
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: P
Smart Card Sign Out Sheet from Key Ceremony 10

DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Re-Package OP Cards
Step Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below
reading it aloud for verification and giving the TEB /Q/
tear-off strip to the EW 74

pTHUY

Re-Dstribution of Cards

Activity Time (UTC)

36 |CA calls each CO to retrieve their smartcards As
each CO receives and inspects their cards. they :
verify, date and sign the EW's copy of the sign out
sheet befow and EW initials their entry /

Smart Card Sign Out Sheet

CO¢ Card Type Printed Namo Signature Date

U
CO3|OFZat 7 laap AKKERHUIS A0 % y— azans 0&94 M
) S— <% e OFA
COBI0PH 7 LiM Choon Sa 7—\25"-{’\01—]1 }NE: 32614 ‘ M
coT OP 7 ol Gauian UPADHAYA | A28 \011Y - ~:“; PTCTRL . 1) ,\>/

Optionally leave facility

37 |Optionally, all participants can now leave the room if
the room is closed and sealec unti everyone's
return
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: Q
Smart Card Sign Out Sheet from Key Ceremony 11

DNSSEC Key Ceremeny Script Friday, December 12, 2014

Re-Package OP Cards

Activity Initial Time (UTC)

36 |CA places each OP card with pre-printed warning |
slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below, / .

] 1977

readinﬁ it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

37 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

| | el
CO1(OP 10t7 Azgwor]}c”mem:emwm %’\"B{ 12112114 /7’7 )

|

CO2|0P 2017 A)gy/0735 |M|cnael SINATRA _Jrﬁ Q @E :2/12/14 (9@

Co4joP 4ot 7 A137/0736l5"°"““"““ z 9%— 1212114 ) g s 7

Optionally leave facility

38 (Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return,
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: R
Smart Card Sign Out Sheet from Key Ceremony 12

DNSSEC Key Ceremony Script Monday, February 8, 2015

Re-Package OP Cards

Activity Initial Time (UTC)

35 |CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
EW'Ss copy of the smart card sign out sheet below,
readinf? it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards

Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type Printed Name Sigaature EW

coa%ov sor7 | A2B410758 |om DAVIES i s
& HF . ] 5 | W~

cos|oPsot7 H 9\8 l O’ff} :}i/LEE Han-Chua L/\ 2ens | )F4H )(\;:/

co7|0P70t7 p‘aﬁ“\bm ¢ jsauran UPADHAYA /% 215 |5743 /(\‘1:

Optionally leave facility

37 |Optionally, all participants can now leave the room if
the room is closed and sealed until everyone's
return.
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DNSSEC Key Ceremony Script Friday, September 25, 2015

Appendix: S
Boot-DVD Checksum from Key Ceremony 6

DNSSEC Key Ceremony Script Friday, July 27, 2012

16

CA opens a terminal window.

[2)1%

17

7
i

?

CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary

Display the current time and timezone:
date

If the imezone is not set to UTC:
cd /etc/

rm localtime

ln -8 /usr/share/zoneinfo/UTC localtime
Set time to match the wall clock:

date mmddHHMMYYYY

Verity:

date

2.2

18

CA calculates sha256 checksum of the boot-DVD.
CA may proceed with additional steps while this
process completes. When the checksum is
complete, CA reads it aloud, four digits at a time.

sha256sum /dev/cdrom

1734

EW records the sixty-four digit boot-DVD checksum |

10FY 3IF7 €330 DFLF |
7089 RBSE /743 8126

080 3ARcl A8 38R 7
BIcq 2R 24/ F87C

1.3y

and plugs into a free USB slot on the laptop; waits

view contents of HSMFD then closes FD window.

D
for O/S to recognize the FD. CA lets participants }

\/) Other participants may compare this with the boot-
] 7 DVD checksum calculated during Key Ceremony 1
f(;) “\? reproduced for convenience in the appendices of
A v. this document
2 -
N v 20 |CA connects USB hub to iaptop. | '
£e& | i | [7:2)
VoV 21 |CA removes HSMFD KSK-HSM-01B-SJC fom TEB |  ° ¥

|

17. 29

Packet Clearing House
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DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Entry/Exit Log PDT

‘Enter’ Exit ] Initial
} [(WASSTay AT 1N - L ToR%E !\><\ HO'.O? |

| D) e D {% \03%

Fie /4//MM //ﬁ Vi
o Feldioa, ACYIRY
<%6M/Jg gﬁb/\--:(:-‘l/ = Eeged

o
)i l/bWDcOCK z -

QRS whes et | 5 LR
| Q\Q)\L*EN\M\},\_LWN | 12 29 .
! B &DOO&OM— |~ ‘B’() \Z .20

SR X /4 |3:5°
;5 // | /
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DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form

Activity Initial

‘ 1 EW Describes exception and action here:

We gomy +0 excevite o
| 3y Ze e 8-S 2 e

2 EW notes date and time of key ceremony exception

and signs here:
/ yich #:4

Signature: {Z p
| / /

| 4

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form

Activity ’ Initial ’

1 EW Describes exception and action here:

Fric Allmar awd 7// 2!35pn

-gf’th‘“‘/ Somo7y,.
leF+ fhe Cesemory
W,lu/\w‘/’ 5‘7‘/'”7 out

2 EW notes date and time of key ceremony exception
and signs here:

o
/

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House



asnoH Bules| 19x0ed

o
B
(@)
S
O
o
C
.0
©
£
oY $£9/ e £ "~ ganor feusy H
; 'S¢ 1dag ©
" / S102 o _
J= 2 &9 w s [ %000000M Ilg | 1OS
- \w\ﬂw\ sie [ 5 ADONOS UBudels | 500
. '5g 1deg o
. >
s102 =
\n\M w\ 'Gg 1deg © NYWTIV 213 ¥00
, . -
S
! SL02 2]
® 134emals | 10D
/ % w\m ) @ ﬁ ‘6z 108G 5 NYWQ |
= o ) |
’ 5102 Aure _
L4 A 9s’ w\ 3 et NVQHOr Auen h M3
. _ 5102 ] e
R | ¢59 _ i 3IN3OITNILHYW HaqoH | 1YO
aln aln laquinN diys o
awyl ux3 | ewyy Anug °ieg wonwoytiepy | UCEHILeR! jo utiod aanjeubis T aweN o4

G102 'Seg Jequiadag ‘Aepli

199ys ainjeubis juedionied

1duog Auowala) Aey D3ISSNA



DNSSEC Key Ceremony Script Friday, September 25, 2015

PCH DNSSEC Key Ceremony Script Exception Form

Activity ‘ THE]

o1 EW Describes exception and action here: .

wsmFp TEBT
Ay128456 :
Kol 066
Boo pv D &
ﬂp_&"{/@?Z?

[/Q/ /LO/ /ﬁg#
| A Y 28 48%y |
| K/

[2:%S

and signs here:

Signature: \7 &
a4

2 EW notes date and time of key ceremony exception %

* End of DNSSEC Key Ceremony Script Exception *
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