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DNSSEC Key Ceremony 10 Script

Wednesday, March 26, 2014

Singapore

Sign In to Facility

Step
1

Activity
FO has all participants sign in on Facility Sign-In

Initial

Time (SGT)

Sheet before entering the Key Management Facility /(\;S}/ 4% 2 g
2 |FO reviews emergency evacuation procedures and
other relevant information with participants N/) I+ o
3 |FO collects cell phones, laptops, etc. Cameras are
permitted in the Key Management Facility. M I 3\
4 |SA verifies the functioning of audio and video
recording. M je 3\
Enter the Key Management Facility
Step Activity Initial Time (SGT)
5 |As the participants enter the Key Management

Facility, the EW verifies the identity of each by
examining a government-issued photo identification,
notes the type and number of each piece of
identification, and the participant's entry time on the
Participant Signature Sheet.

Note that participants do not sign the sheet until the
end of the ceremony.

As the participants are identified, the EW distributes
their role identification placards, for them to wear.

%

y o

e
Ry o\
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Ground Rules

Activity

6 |CA previews ground rules and break procedures
with participants.

Verify Time and Date

Step Activity Initial Time (SGT)

7 |EW reads aloud and records the date
(month/day/year) and time (UTC) using an NTP-
synchronized clock visible to all. Participants verify
that the time is correct.

Date: 3\1 ("\ 3-0\4’ j‘{\; A
Time: _ %@ ws

This and all subsequent entries into this script and
any associated logs should follow this common
source of time. '

Remove Equipment from Safe
Step Activity Initial Time (UTC).

8 Sg opens safe and makes entry in log sheet c
indicating opening of safe. 3
g opening N | e6s

9 |SC collects the following items from the safe:

- KSK-HSM-01-SIN HSM
- boot-DVD

- laptop
/\\»// 0659 .
- KSK-HSM-01-SIN HSMFD

and any other items that may be scheduled for
removal indicating removal of each with
corresponding TEB number of safe log. SC also
provides any necessary power supplies and cables.
Equipment is placed on table visible to all partipants.
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DNSSEC Key Ceremony Script

Wednesday, March 26, 2014

10

CA reads out KSK-HSM-01-SIN HSM TEB and
serial number while EW checks that it matches the
TEB # recorded in the script from the previous key
ceremony.

TEB# A3112531
Serial# K1011055

X

0S4

CA similarly reads out boot-DVD, laptop, and
HSMFD TEB numbers while EW checks that they
maitch the TEB # in the script from the previous key
ceremony.

DVD TEB# A19204866

Laptop TEB# A3112532

HSMFD KSK-HSM-01-SIN TEB# A19204865

N

70

Collect OP Cards

Step
12

Activity

CA collects OP cards from COs, reading out and
comparing TEB numbers with those recorded in the
prior ceremony, reproduced for convenience in the
appendices of this document. Different COs may
appear on different pages. Note any discrepancies.
CA places the OP cards in plain view on the table,
removing cards from TEBs, discarding used TEBs
but saving warning slips for reuse.

Initial

N3

Time (UTC)

0']\%/

Set Up Laptop

Step
13

Activity

CA places the boot-DVD and laptop on the table;
connects laptop power to grid (or UPS if available)
and external monitor or projector and boots laptop
from DVD.

Initial

Time (UTC)

/‘\N/ | ol -1
Booting from CD may generate warnings of kernel /
crash, which can be ignored if it keeps on booting.
14 |CA logs in as root.
15 |CA opens a terminal window. /\(\P// \2-¥
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

16 |CA verifies the time zone, date, and time on the
laptop and synchronizes it if necessary.

Display the current time and timezone:
date
If the timezone is not set to UTC:

cd /etc/

rm localtime 1
Q
ln -s /usr/share/zoneinfo/UTC localtime 4/// ‘S\

Set time to match the wall clock:
date mmddHHMMYYYY
Verify:

date

17 |CA disables screen saver by using the GUI menu.

o\321_

18 |CA calculates sha256 checksum of the boot-DVD.
CA may proceed with additional steps while this

NV
process completes (approx 9 minutes). When the N/
rd

checksum is complete, CA reads it aloud, four digits

o’\'-\\
at a time. Then closes the terminal window.

sha256sum /dev/cdrom

19 |EW records the sixty-four digit boot-DVD checksum
J0ER 2(¥9 c33D OFEF

Aokt AREE 13A3 ¥V 26

108A  2wcr ARy IBAT 575 O
Racq 2A4F sap| FRIC . )Q‘/ '

Other participants may compgre ﬁi?with the boot-
DVD checksum calculated during Key Ceremony 1,
reproduced for convenience in the appendices of
this document.

20 |CA connects USB hub to laptop.

21 |CAremoves HSMFD KSK-HSM-01-SIN from TEB,
connects it to the laptop, and waits for O/S to

recognize the FD. CA lets participants view contents 1 o\ %C]
of HSMFD then closes FD window. ~
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DNSSEC Key Ceremony Script

Start Logging Terminal Session
Step Activity
22 |CA opens new terminal window.

CA changes the default directory to the HSMFD and
starts capture of terminal output to a file:

cd /media/HSMFD

script script—20140326.1log

Wednesday, March 26, 2014

Initial

Time (UTC)

o152

Start Logging HSM Output

Activity

CA connects the HSM to the laptop using a serial

Initial

Time (UTC)

to start logging HSM serial port output. Note: DO
NOT unplug USB serial port adaptor from laptop as
this causes logging to stop.

cable. o1ls
N 3
24 |CA opens a second terminal screen and ensures its
default directory is also /media/HSMFD and
executes:
ttyaudit /dev/ttyUSBO /\P// o1¢ 6

v
Connecting offline HSM (KSK-HSM-01 B-S}J@’)

Step Activity

25 |CA inspects the HSM TEB for tamper evidence and
removes it from TEB; discards TEB and plugs
ttyUSBO null modem serial adaptor and cable to the
back.

Initial

AN

Time (UTC)

26 |CA connects power to HSM. Status information
should appear on the serial logging screen and after
self test the HSM display should say

“Set Online”

indicating the HSM is in the initialized state.

N
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DNSSEC Key Ceremony Script

Activate HSM

27

Activity

CA sets HSM online using the “Set Online” menu
item and three (3) OP cards. The “Ready” LED
should illuminate.

Use OP cards 3, 6, and 7, and PIN 11223344.

Wednesday, March 26, 2014

Initial

Time (UTC)

015'5"

28

CA connects Ethernet cable between laptop and
HSM and tests network connectivity between laptop
and HSM by entering

ping 192.168.0.2

on the laptop terminal window and looking for
responses. Ctrl-C to exit program.

oS 9g .

29

CA inserts flash drive labeled “SCRIPTS” into a free
USB slot and waits for O/S to recognize the FD.

0 & O

30

CA copies the compressed scripts from the drive
labeled “SCRIPTS".

cp -p /media/SCRIPTS/scripts-
20140326.tar.gz .

0 &S0

31

CA calculates sha256 checksum of the compressed
scripts on the drive labeled “SCRIPTS” and reads it
aloud, four digits at a time.

sha256sum scripts-20140326.tar.gz

EW records the sixty-four digit checksum of the file
"scripts-20140326.tar.gz”.

T4E€A BEFR BF31 oSy
£q2¢ ER9Y oé%'c T4\ E
OBaF ARBR 1956 R2AE
by Ly okE 2RED -

\Z

0RW04
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Start generating Keys and Keybundles

Step Activity Initial Time (UTC)

32 |CA copies shell scripts that will be used to generate
new keys and bundles by executing:

ls /media/SCRIPTS

tar -xzvof /media/SCRIPTS/scripts-
20140326.tar.gz

cp -p makeallhsmfiles /opt/dccom 9 q O\
cp -p exkey /opt/dccom J}?fiz//

cp -p keybundle-generate.20120530
/opt/dccom

mkdir /tmp/pch

cp -p 20140326.kc_script gen.out /tmp/pch
cp -p /opt/dnssec/aep.hsmconfig /tmp/pch

33 |CA creates encrypted backups of the ZSKs by
executing:

cd /tmp/pch /\“// oq o |

makeallhsmfiles

34 |CA starts key and signature generation by
executing:

keybundle-generate.20120530 <
20140326 .kc_script_gen.out

The data file contains a line for each zone for which
ZSKs will be rolled or a new zone will be generated. o4 :;L(
This will take a long time generating ZSKs and KSKs e

as necessary and creating keybundles (KSK signed

DNSKEY RRsets). KSKs and ZSKs will
automatically be backed up in encrypted form and
deleted from HSM as each zone is completed.

This step is complete when the CA has issued the
command above.
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Re-Package OP Cards

Activity Time (UTC)

35 |CA places each OP card with pre-printed warning

slip in its own new TEB and records the TEB # in the
EW's copy of the smart card sign out sheet below,
reading it aloud for verification and giving the TEB
tear-off strip to the EW.

Re-Distribution of Cards
Activity Initial Time (UTC)

36 |CA calls each CO to retrieve their smartcards. As
each CO receives and inspects their cards, they
verify, date and sign the EW's copy of the sign out
sheet below and EW initials their entry.

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

<
CO3|OP307 |Jaap AKKERHUIS  |A28U1a17 3 @%—-_: 364 |0FE X2
COB|OP6of7  |LIM Choon Sai A 2B 01T == |aeena oFyg M
CO7|OP70f7 |Gaurab UPADHAYA [R2¥K \oT114| < ':%”;?; snena |6 ,\>/ §

Optionally leave facility
Activity Initial Time (UTC)

37 |Optionally, all participants can now leave the room if

the room is closed and sealed until everyone's
return.
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DNSSEC Key Ceremony Script

Pack and store Keys and Keybundles

Activity

Wednesday, March 26, 2014

Initial

Time (UTC)

38

CA waits for key generation script to complete.

oq\7)

39

CA generates the archive destined for the signers by
executing:

tar czfv /media/HSMFD/20140326.kb.tar.gz
zsk*.hsm *.keybundle.tar.gz
* . keybundle.tar.gz.sha256

0432

40

CA archives all results including encrypted KSKs for
future use by executing:

tar czfv
/media/HSMFD/20140326.session.tar.gz .

o3>

41

CA executes:

cd /media/HSMFD

1s

to return to HSMFD and list contents.

oal3!

42

CA creates a snapshot of any changes to DB files by
executing:

tar czf 20140326.KSK-HSM-01-SIN.db.tar.gz
*.db

&

0] 32

43

CA zeroizes SCRIPTS FD and unmounts by
executing:

rm —rf /media/SCRIPTS/*
umount /media/SCRIPTS

and removes the SCRIPTS FD for reuse.

&

da3 -~

44

Return HSM to a Tamper Evident Bag

Activity
CA presses RESTART button and waits for self test

to complete. CA then disconnects HSM from power
and laptop (serial and Ethernet), placing HSM into a
new TEB and seals.

Time (UTC)

Packet Clearing House
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DNSSEC Key Ceremony Script

Wednesday, March 26, 2014

45

CA reads out TEB # and HSM serial #, shows item
to participants while EW records TEB # and HSM
serial # here.

TEB# vx1;\\f2.§?§;8?
HSM Serial#: K (0} ©55

\X

0427 .

46

Stop Recording Serial Port Activity

Activity

CA terminates HSM serial output capture by
disconnecting USB serial adaptors from laptop. CA
then exits out of serial output terminal window.

Initial

Time (UTC)

Backup HSM Flash Drive Contents

47

Activity
CA displays contents of HSMFD by executing

ls -1ltr

Initial

Time (UTC)

Q18

48

CA Iugs a blank FD labeled “HSMFD KSK-HSM-
01-SIN" into the laptop waits for it to be recognized
by the O/S as HSMFD__ and copies the contents of
the HSMFD to the blank drive for backup by
executing

cp -Rp * /media/HSMFD_

0439 .

49

CA unmounts new FD using
umount /media/HSMFD

and removes HSMFD_ from the laptop.

e

50

CA repeats this activity a second time to create a
second backup.

Oq%\

51

CA repeats this activity a third time to create a third
backup.

oAy

52

CA repeats this activity a fourth time to create a
fourth backup.

014 |,

53

CA places first backup HSMFD_ in a new TEB and
seals; reads out TEB # and shows item to
participants while EW records TEB # here.

TeBr By 2 ¥%\V\eNk3

By

Packet Clearing House
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

54 |CA places second backup HSMFD_ in a new TEB
and seals; reads out TEB # and shows item to
participants while EW records TEB # here.

Teer WS (o1 B oA

3

55 |CA places third backup HSMFD_ in a new TEB and
seals; reads out TEB # and shows item to
participants while EW records TEB # here.

b.
repe B 2B 085 b

%

56 |CA places fourth backup HSMFD_ in a new TEB
and seals; reads out TEB # and shows item to
participants while EW records TEB # here.

TEB# _ ) 2B O\E -

oG4S -

X

Stop Logging Terminal Output

Activity Initial Time (UTC)

57 |CA stops logging terminal output by entering “exit” in

remaining terminal window /Q?N; QqyX -

Return HSMFD to a Tamper Evident Bag

Step Activity Initial Time (UTC)
58 |CA unmounts HSMFD by executing
cd /tmp

then M &gl 'S

umount /media/HSMFD

59 |CA removes HSMFD and places it in new TEB and
seals; reads out TEB # and shows item to

participants.
EW records TEB # here. N// O a‘ m
TEB# P2SQ\0165
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Return Boot-DVD to a Tamper Evident Bag
Step Activity Initial Time (UTC)
60 |CA executes:

shutdown —h now

oas |

N

removes DVD and turns off laptop.

61 |CA places boot-DVD in new TEB and seals; reads
out TEB # and shows item to participants.

EW records TEB # here. 0948 2
TEB# B 2 ¥W\0186 /(\)3‘}/

Return Laptop to a Tamper Evident Bag
Step Activity Initial Time (UTC)

62 |CA disconnects power, and any other connections
from laptop and puts laptop in new TEB and seals;
reads out TEB #; shows item to participants.

EW records TEB # here. A3 3

TEB# M) 2589

&

Return Power Supplies, USB Hub, and Cables

Activity Initial Time (UTC)

63 gAprgeS HSM and laptop power gupplies,kUSB
ub, USB serial adapter, power and networking -
cables in a bag. This need not be a TEB as it is only /\\7‘7 oas
used for convenient packaging.

Packet Clearing House Page 12 of 31



DNSSEC Key Ceremony Script Wednesday, March 26, 2014

64 |SC returns items to the safe. SC records return of
each item on the safe log with TEB #, printed name,
date, time, and signature with a second participant
initialing each entry.
- KSK-HSM-01-SIN HSM
- laptop
- original HSMFD above

¥ /Q‘/ OC{‘:)/\
- fourth HSMFD backup
-DVD

Power supplies and cables need not go in the safe,
but can be stored separately.

65 |SC closes safe. EW verifies it is locked.

Sign-Out on Participant Signature Sheet

Activity Initial Time (UTC)

66 |All participants leave the Key Management Facility,
sign the Participant Signature Sheet, and note their

exit time. /‘Q} A 69 .

67 |CA reviews EWs script and signs it.

-~
CA Signature m—k N)/ e

Sign Out of Facility

Activity Initial Time (PDT)

68 |FO returns phones, laptops, and other items to

participants and logs their exit times. Participants
return identification vests to the SC. Participants are
now free to depart.

Stop Audio-Visual Recording

Activity Time (PDT)
69 | SA stops audio and video recording. /\(\;‘ -k—@‘e{ .
| €C6
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Copy and Store the Script

Activity Initial Time (PDT)
70 |EW makes at least 2 copies of his or her script: one
for off-site audit bundle, one for on-site audit bundle,

copies for other participants as requested, and
delivering the original and all copies to the SC.

The two audit bundles each contain:

- output of signer system - HSMFD

- copy of EWs key ceremony script

e _ co
- audio-visual recording / \
- logs from the Facility Physical Access Control
- SC attestation (A.2 below)
- the EW attestation (A.1 below)
all in a TEB labeled “Key Ceremony 03/26/2014",
dated and signed by EW and CA. One bundle will be
stored by the SC along with equipment. The second
bundle will be kept securely offsite.
CA keeps any remaining materials (e.g. extra

HSMFD) for next key ceremony preparation and
analysis.
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix A:
Key Ceremony Script Attestation
(by EW)

| hereby attest that the Key Ceremony was conducted in accordance with this script and
that any excpetions which may have occurred were accurately and properly documented
on the attached Script Exception Forms.

Printed Name: BROW- Rathi ™  SHAQR P

Signature: M

Date: 26 3. 2014

Abdul Rohim Sarip
N2013/0004
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Insert Notary Acknowledgement Here

H\é
 J
D)
oL =

S

= TS

S

=
=
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Appendix B:
Access Control System Attestation
(by SC)

I have reviewed the physical access control system and not found any discrepancies or
anything else out of the ordinary.

Printed Name: _ W14t £ 0c/4e0 Woobeoee 1V

Signature: /é s
o

Date: /V[ﬂ.@-—c‘ﬂ— 2(&/ 10/&/ [ %}09 6@7—’7
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CH

Packet Clearing House
572B Ruger Streel. Box 23920
The Presidic of San Francisco
San Francisco, California
94129-0920 USA
+1 415 831 3100 main

+1 415 831 2101 lax

Singapore DNSSEC KSK
Facility Sign-In Sheet

Entry Time Exit Time

Signature SGT SGT

Welson Waas
FO -AONG-Wei é ' 326014 | 14126 ]ﬁfﬁ“f
e =5
o | TRROTMBRTIN- 6 (/N\h\\\\\ 3/26/14 ( ({ 27 (g0
EW | Abdul Rohim SARIP /\\)3\/ 32614 | | (¢ ).C [6:0‘(
=z

Jaap AKKERHUIS . . . - ~
CO3 | acting on behalf of (_&:m:_ 3264 | (4.2 | [(p:50

Kim DAVIES

CO6 |  LIM Choon Sai — KQ 32614 | (- D5 | (%9

CO7 | Gaurab UPADHAYA ;//}Z/ - aend | d 26| (2 05{

e .
SA |Kabindra SHRESTHA %fﬁfﬁw ssria | | 4] 6 1 gO‘f

SC | Bl WOODCOCK // , aena | [ 4: 29| ( ‘5/: { 7
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Appendix C:
Abbreviations Used in This Document

Roles

CA Ceremony Administrator
EW External Witness

SA System Administrator
CcO Crypto Officer

SC Security Controller

FO Facility Operator

R Registry Representative

Other Abbreviations

TEB  Tamper Evident Bag (MMF Industries, item #2362010N20 small or #2362011N20 large)
HSM Hardware Security Module

FD Flash Drive

AAK  Adapter Authorization Key

SMK Storage Master Key

OoP Operator

tle) Security Operator
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Appendix D:

Letter and Number Pronunciations
Character Call Sign Pronunciation
A Alfa AL-FAH

B Bravo BRAH-VOH

C Charlie CHAR-LEE

D Delta DELL-TAH

E Echo ECK-OH

F Foxtrot FOKS-TROT
G Golf GOLF

H Hotel HOH-TEL

1 India IN-DEE-AH

J Juliet JEW-LEE-ETT
K Kilo KEY-LOH

L Lima LEE-MAH

M Mike MIKE

N November NO-VEM-BER
o) Oscar 0OSS-CAH

P Papa PAH-PAH

Q Quebec KEH-BECK

R Romeo ROW-ME-OH
S Sierra SEE-AIR-RAH
T Tango TANG-GO

U Uniform YOU-NEE-FORM
Vv Victor VIK-TAH

w Whiskey WISS-KEY

X Xray ECKS-RAY

Y Yankee YANG-KEY

Z Zulu Z00-LOO

1 One WUN

2 Two TOO

3 Three TREE

4 Four FOW-ER

5 Five FIFE

6 Six SIX

7 Seven SEV-EN

8 Eight AIT

9 Nine NIN-ER

0 Zero ZEE-RO
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DNSSEC Key Ceremony Script

Appendix: E
Card Distribution from Key Ceremony 1

Wednesday, March 26, 2014

DNSSEC Key Ceremony Scnpt

Distribute Cards

Tusstny Aprd 28 2041

103 | Due %o Smitec resmibar of personnet a1 s key | !

CerpmonTy, cands weil be disiributed In groups thai
MRritRA Mudl-0acshh SOND ragueermants A |
subsaquUent kiry Coremony Wil TedSInbue Cams B thae |
firad Folders. Each group of camds shall bo pisced n

| ot TED whose numbers Afe secnrded balow on
T EWs sonipe

/f

7/ g3 7!’%

104 | SMK1, BD1, OF1 ,
e Kl o |
reRe ALIOTY 256 7/ Vi3sf
50 0 CO1, Steve FELDMAN Y
05 | SMKS 505 OPS ;
i . y Q : T
\Teme ALIOFY 953 A | §43/m
{ | ars entrusted o COY, Steve FELOMAN, for FJ | !
' | corveyancs 1o CO6 Stephan SOMOG Y /
et e
| 108 lsw\'; 50z opz
| g J
| ’ . O & i _7—.‘ j - -
. |rese A LICTY 7RI {4 ¥ 5P
| 99 19 COQ. Michasd SINATRA f/
[ 1
| 107 | EMK3, 503, GP3 £y '

. s [ o
reae A 2109 G95¢ / Tem
| 39 % GO0, Kim DAVIES / :

108 | SAE, 08 OFS v 1
. -/ | €77
310 9¢ b !
eae A 210 14952 / ¥ 47a
arg antused i OG5 WKm DAVES. kv conweyance 7 |
| OB, LEONG Keng Tha |
105 SMK 4304 0P 7 f--—

| & ¥ J F o
| 17/ & ¢ ? 1

Teae fy < l.[f 4T 5C
| go o COM. Janay MARTIN

F L A !
| 110 [sum 507, OF7 | -f -8 |
| . % | | "' 5 f
rene A l!DiLﬁf‘f_ K d 7 8
are erdrusted & S04, Jonny MARTIN %o convoyanos
o CO7. Gourab UFATIHAYA
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Appendix: G
Smart Card Sign Out Sheet from Key Ceremony 2

Smart Card Sign Out Sheet

ald A ‘ Rld2 .:T g35” | id i— ris
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. i 1] Fg
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix: H
Smart Card Sign Out Sheet from Key Ceremony 3

PNSSEC Key Ceremony Scnipt Monday, June 20, 2011

Smart Card Sign Out Sheet

| COot EOP 10f7

I Y \g\LDt{Q‘L :‘S:eve FELDMAN “"""':“a?o;:'. ieq_ 5

| : bbbl
| [ | | / | ;
CO3{OP30t7 s l“ )_._.,qg '\‘-f‘! Kim DAVIES [/ ( ] A _,LG‘:"?"‘ !07-3'1 /Cf

!
ico;i:jp_:ng “\4)0%?'\1—9”“" MARTIN ‘ \/ {r/LI {’/. i-::zo«:-. O’}(p?jt’/l_
|cos ;or-am 7 Y Yaoysne jum Choon Sai 4 —"7;{% . 82011 |g]. §0

CO7iOP7at? PA\Q),Q_{‘ agé's.m.m UPADHAYA | (j;___:—.:) 2011 | 074

ENCOSING Bhes:
D1 Migroggng
C03° A )a20483
co 9° A\’Rro4g |
CO0 e By o 486y
07 A19204867(
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix: |
Smart Card Sign Out Sheet from Key Ceremony 4

DNSSEC Key Ceremony Script Friday, January 20, 2012

Re-Package OP Cards

Activity Initial Time (UTC)

| 60 !CA places each OP card with instruction slip in its own i ; [
new TEB and records the number in the smart card sign [ ' 20 (f_g f

out sheet below

Re-Distribution of Cards

Activity O THEY Time (UTC)

Step

CA calls each CO to return their smartcards. As each
CO receives and inspects their cards, they fiil out the /
sign cut sheet below and EW initials their ntry. / —
Note new outer bags in sheet below.

Smart Card Sign Out Sheet

.;,72}3?: Amzaqe_;a Mum..— SINATRA ‘U—,ms-k 1120112 | 2oy ’-7/
h;} A flo‘(f'j"z Mictiael SINATRA WM%Q‘R‘:EU-‘IZ 205 | .%
.,('

colorsar_ pjp2ogtg e N T mln
00t |s04017 A(g 20 445y ormyrsmmne | (/VJ onq
cos |oPsot7 4/?Zuﬁﬂwmhpnr *-.)M[“w{)_‘_’b 12012 | o gt
"“““"‘ AIBOGTY |somansomoon ko ;W;E,w\o

e-eﬂr‘iﬂ')@ G
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix: J
Smart Card Sign Out Sheet from Key Ceremony 5

DNSSEC Key Ceremany Scnpt Frigay, Apni 27, 2012
Smart Card Sign Out Sheet

;:.‘}' op ar;: jﬂ | ‘?'AL‘{?S-"/ Steve F _L-!‘ N .j_@’j( lar712 ['?\-!\'Lél
;L?C“S-U‘wcf“f' 3” 256 ? |Steve 7 | g ﬁ - <272 ‘(3‘”_ A/
¥ ? |

G
ry

Z—__\_wi ﬂ = H 2SLE  |kin oavies ﬁ
Ehhgﬂ"/a::"{/ ,QZH 2.5 7 Zium pavies

<

Sign-Out on Participant Signature Sheet

| 60 [All participants leave the Key Management Facility, | s
sign the Participant Signature Sheet, and note their — ‘ (b ! 5(_/
\exit time C i

i
—— ———— S— ——e 3 . ——— ‘
61 |CA reviews F%VJ?sc:ipi and signs it i |

ECA Srgnal—uife"\@"\rf’}“_/" [/L ‘
_ ] —X— 1

Sign Out of Facility

| 62 |FO retumns phones, laptops, and other items to ‘ y
Mo PIOpS, arn

{participants and logs their exit times. Participants are| —/

Enow free to depan ‘

Stop Audio-Visual Recording

| 83 |SA stops audio and video recording.

Packst Clearing House Page 11 of 24
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix: K
Smart Card Sign Out Sheet from Key Ceremony 5-1

Re-Distribution of Cards

63 |CA calls each COto ¢

each

Smart Card Sign Out Sheet

ovtrr ! /

Fote? 14204 [DF 14 (e renwn 2}({"

SR Raglo €28 M g -
Q55T Q2890625 weram s

h1sql0827
ALSY[D823 somyssr

e
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix: L
Smart Card Sign Out Sheet from Key Ceremony 6

DNSSEC Key Ceramony Script Friday, July 27, 2012

Re-Distribution of Cards

67 ICA calis sach CO to return their smartcards. As |
each CO receives and inspects their cards, they fill | — / |
out the Slgr‘ out sheet below and EW initials their ? 2|
entry. Note new outer bags in sheet below. JA / | ﬁ. o |

| ! |

Smart Card Sign Out Sheet

TR 2 3‘//58[6 f:eku _OMAD

e —
Bieve FELOMAN 7T

eerest_|p28Ys0gpglom JML QMW

JOTTTy A
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DNSSEC Key Ceremony Script Wednesday, March 26, 2014

Appendix: M
Smart Card Sign Out Sheet from Key Ceremony 7

DNSSEC Key Ceramony Script Friday, December 14, 2012

Re-Package OP Cards

Activity

| 65 [The CA places each OP card with pre-printed

warning siip in its own new TEB and seals TEB —»;/ D' LH
|hands the EW the tear-off strip from the TEB to L0, 1
;record | / 1

Re-Distribution of Cards

Activity initial Time (UTC)

| 66 [The CA calls each CO to return their smartcards. As

each CO receives and inspects their cards, they fill o // 0 "‘/(g
jout the sign out sheet below and the EW initials their / f 1 P
entry A

Smart Card Sign Out Sheet

CO# Card Type TEB # Printed Name Signature Date Time EW

T Q8080 gl |
i pOSYRB0 (e 0 lngde e 2o 1]
polereer 80803 o (GO [erespos] ]
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DNSSEC Key Ceremony Script

Appendix: N

Wednesday, March 26, 2014

Smart Card Sign Out Sheet from Key Ceremony 8

DNSSEC Key Careamony Script

Re-Di stribution of (-'dl-.-.l

As

ricards

83 |CA calls each CO 12  retrieve thei sma
v £ i they

each COr V
verity, date and
sheet below an

{sign the Participam ‘-';:,,n-!!uf Shael, an

exit tme

3} note thesr

65 |CA raviews EWs senpt and Signs it

4 e SV S~
CA Signature K.'_k,_t'_(.t\— S T

Sign Out of Facility

| 86 [FO returns phones idpmf;-t. and other items to
participants an 5 1 times. Participants
raturn identificabior the FO Par
now free %o depant

Stop Audio-Visual Recording

| B7 |SA stops audio and video recording

Packe! Clearing House

| 84 |All participants leave the Kay \drnage'm'w: Facifity,

tcipants are

Jrsday, September 12, 2013

{/ I
{| )
N 22:%5

/BT

Fage 12 of 20
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Note that the smart-card sign-out sheet from KC9 is not needed for KC10, as none of the

same smart-cards were used between the two ceremonies.



DNSSEC Key Ceremony Script Wednesday, March 26, 2014

PCH DNSSEC Key Ceremony Script Exception Form

Step ‘ Activity ' Initial I Time

1 EW Describes exception and action here:

-\ & -

leb”" AN 534 s j\"‘/ | gven
OQ‘ZM@\. ouﬁ‘\‘akr\-) b‘p s
C@“m.;,p Z

2 EW notes date and time of key ceremony exception
and signs here:

Signature: M

4

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House Page 1 of j



DNSSEC Key Ceremony Script Wednesday, March 26, 2014

PCH DNSSEC Key Ceremony Script Exception Form

Activity Initial

1 EW Describes exception and action here:
CP1g 2 O wremtisning 468
s cvt oM T

/Q&-A!U\U—' N {A(Q \\“\’
A e Cﬁ‘na\m;L .

2 EW notes date and time of key ceremony exception
and signs here:

Signature: W

7/

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House Page 2 of i



DNSSEC Key Ceremony Script Wednesday, March 26, 2014

PCH DNSSEC Key Ceremony Script Exception Form

Activity

1 EW Describes exception and action here:

5”“&@ \Ql - WwWe wi<
ONG IMSunn oy u‘: CRRvan s, A\;, 075 |
2% .

2 EW notes date and time of key ceremony exception
and signs here:

Signature: N//‘
~

"4

* End of DNSSEC Key Ceremony Script Exception *

Packet Clearing House Page 3 of j



DNSSEC Key Ceremony Script Wednesday, March 26, 2014

PCH DNSSEC Key Ceremony Script Exception Form
Step i Activity l Initial | Time

1 EW Describes exception and action here:

Twao F’cE‘S/ N EREZS A0

CKE /BN S oz aEETE . 201205 50"
WEVZ Mi55!0e TPar sclPE =D
A R TREFT & WS cpswad)
WITR) THE ¢ FELbLSIny - e
93BL 2914 Bork FB7Y )&“// *

B3R B5A 22728 DO A
1CBc 24¢F 72385 9574

148 27D3 ¢F 25 BF7

Wt s onTatp (VT
THRE tsee=D>

2 EW notes date and time of key ceremony exception
and signs here:

[

Signature: M
P

7

* End of DNSSEC Key Ceremony Script Exception *
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DNSSEC Key Ceremony Script

Wednesday, March 26, 2014

PCH DNSSEC Key Ceremony Entry/Exit Log

I Name ‘Enter Exit ‘ Initial ' Time
1 O PROHAYY Cgaveb a: 14| A4 ;’:{;‘;} Aloq.
2 A BaknA QY lax | o | Qe
3
4
5
6
7
8
9
10
1
12
13
14
15
16

Strike out unused lines when done.

Packet Clearing House

Page 1 of _L



L jo | abeyd

asnol Bules|) 19¥oed

a1n

awil }x3

21N
awiy Anug

aled

102 ‘92 yosep ‘Aepsaupspp

Jaguinn
uonEoRIUSP]|

uoneaynuap)
1O W04

ainjeubis

199Yys ainjeubis juedioinied

diys
uazing

. L$-90 |, 10ze xroQssmd i\&\\\
i " 4 sn MO0OQ0OOM lig 0s
85 4 29590 4h ok e A
5 \ i
£ - om0 |rHeze| TLIXYWW spedeame ,\q_% % dN | VHLS3HHS eipuiges | vs
\ vwd P
N .,QP/ S 3&
baip KT |vugee|  LINTINO dN VAVHQAVdN Geines | 200
' /(u&u_ o
s = pow _ =
h 4o | Ke:9e vueee| oS i % A DS les uooy Wi 900
gwﬂvn uxdveomﬂ;m ,M.\ﬂr,\
_ A< Ss1d S3AIAYQ Wi
0S£8 | on 9% |rueee RS9I a 3 % N 0 Jeyaq uo Bunoe | €00
4ng . ~ SINHYIMMV deer
R slh/ ~0) \
\m S hO A §9o|ryeE| a LedhsRz3 ,wxlusﬂ(...m .\19\ 9S dIHVS wiyoy Inpay M3
MM@V L1 |pugze| YL SYQLST f.L s31d - M | INIDIT-NILEVIN Hedod | VO
N r /

1duog Auowaia) Asy DISSNA




